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Scenario:

Assume, you have been hired as an IT Tech by a Multinational Corporation called

NOSSLONDON2026. NOSSLONDON 2026 operates currently at two locations: Birmingham
and London. You are asked to do research and implement the network as given in the topology.

Topology (For Coursework 1)

NOSS London 2026 Inc

BIRMINGHAM Clients1

172.16.1.10/24

B-0C
172161124

Debian Server (CLI) Debian Client (GUI)
Clientt1

Topology Enhanced (For Coursework 2)

You won’t deploy this topology for your Coursework 1 — This is provided to you to
help you for planning purposes.

birmingham.noss
B.OC BIRMINGHAM
Domain Controller

NOSS London 2026 Inc

172.16.2.1/24 =

Debian Server (CLI) Debian Client (GUI)

birmingham. noss
LONDON
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Critical Details

Birmingham:

Windows Server: Standard Desktop Version

System Configuration: Language (English), Time Format (London UK)
Username: Administrator,

Password: NotebooK@123

London:

Debian Server: CLI

Username: Localadmin

Password: NotebooK@123

Complete the following task:
1. Research on the given topics
2. Build and deploy a virtual network based on the above topology.

Task 1. Research Report

From lLecturer:

Do a research addressing the following
+ Research on Hypervisor: (Maximum: 250 Words)

o Summarize your understanding of hypervisor types (Type 1 and Type 2) and their
architectures

o Reflect on which hypervisor type is suitable for this topology (e.g., hosting the
Windows Server 2022 and Debian Server) based on features, hardware
requirements, advantages, scalability, security, and compatibility.
Consider Enhanced Topology as well!!!

o Justify your choice by considering the domain environment
(BIRMINGHAM.ACCA) and the need to support both Windows and Debian clients,
including specific hardware constraints or security needs in the topology.

+ Research on IP Addressing: (Maximum: 250 Words)
Refer to your Group Activity during one of your lectures asking you to discuss in a

group about

+ How does data get from one computer to another on the Internet and what is
the role of IP addresses in the transmission of data on the Internet?

+ How do you think routers and switches work on the Internet to facilitate the flow
of data between different networks?

o Based on the above Group Activity, reflect your understanding on IP
Addressing with appropriate and adequate in-text citations.

= Explore how IP Addressing contributes to the functionality and
effectiveness of the network.

= You need to address the structure, format, and representation of IPv4,
IPv6 addressing, concept of subnetting, efficient utilization of IP
addresses.

= Include diagrams and examples of IP Addressing concepts and their
practical applications.

+ Research on Routing: (Maximum: 250 Words)
o Summarize your understanding of routing protocols, focusing on their purpose,
how they operate, and the differences between static and dynamic routing.
o Reflect on which routing approach suits the topology’s setup, considering the
Debian Server’s role as a DHCP Relay and the Windows Server’s connectivity.

+ Research on Network Services: (Maximum: 250 Words)
o Summarize your understanding of VPNs, DHCP, Active Directory Domain
Services (AD DS), and Certificate Authorities, focusing on their key features
and best practices

Note: As stated above, you are not expected to answer “what is what”. Review recent academic/
industry credible literatures and reflect on your understanding on the above concepts by
summarizing and writing critical appraisals. Appropriately in-text cite your work.
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a. Research on Hypervisor.

A hypervisor is software that allows multiple operating systems to run on the same
physical computer by creating virtual machines (VMs). This technology is widely used in modern
IT environments because it improves hardware utilization and makes it possible to run different
systems on one machine. Hypervisors are generally divided into two main types: Type 1 (bare-
metal) and Type 2 (hosted) hypervisors.

Type 1 hypervisors run directly on the physical hardware without needing a host operating
system. Because they interact directly with the hardware, they usually offer better performance,
security, and scalability. Examples include VMware ESXi and Microsoft Hyper-V. These
hypervisors are commonly used in enterprise environments and data centres where many virtual
machines need to run at the same time [1].

Type 2 hypervisors run on top of an existing operating system such as Windows or Linux.
Examples include Oracle VirtualBox and VMware Workstation. They are easier to install and
configure compared to Type 1 hypervisors, which makes them suitable for testing, learning, and
small network environments [2].

For the topology in this coursework, the network includes Windows Server 2022, Debian
Server, and several client machines located in Birmingham and London. Since the project is
implemented in a virtual lab environment, a Type 2 hypervisor such as Oracle VirtualBox is
suitable. VirtualBox supports both Windows and Linux operating systems and allows the
creation of different virtual network adapters needed to simulate the two sites. It also provides
features such as snapshots and network configuration options that help manage the virtual
infrastructure effectively.

b. Research on IP Addressing.

IP addressing is an essential part of computer networking because it allows devices to
identify each other and communicate across networks. Every device connected to a network must
have a unique IP address so that data can be sent to the correct destination. When information
is transmitted over the Internet, it is broken into small packets. Each packet contains the source
and destination IP addresses, which help routers determine where the data should be delivered
[3].

There are two main versions of IP addressing: IPv4 and IPv6. IPv4 uses a 32-bit address
format written as four numbers separated by dots, such as 192.168.1.1. However, because the
number of available IPv4 addresses is limited, IPv6 was introduced to provide a much larger
address space using 128-bit addresses. IPv6 also improves routing efficiency and network
performance [4].

Another important concept related to IP addressing is subnetting. Subnetting divides a
larger network into smaller logical networks called subnets. This improves network organisation,
reduces unnecessary traffic, and helps administrators manage IP addresses more efficiently. For
example, in the network topology used in this coursework, the Birmingham site could use the
network 172.16.1.0/24, while the London site uses 172.16.2.0/24. This separation allows routers
to correctly forward traffic between the two locations.

Network devices such as switches and routers also play an important role in IP
communication. Switches connect devices within the same network, while routers are responsible
for forwarding data between different networks. Together, these technologies ensure that
information can travel efficiently from one computer to another across the Internet.
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c. Research on Routing

Routing is an important concept in computer networks because it allows devices from
different networks to communicate with each other. In this project two different local networks
was created: the Birmingham LAN (172.16.1.0/24) and the London LAN (172.16.2.0/24) what use
different IP address ranges, they cannot communicate directly without a routing process. The
networks are connected through a WAN link network (10.0.0.0/30) between the Birmingham
server and the London server.

The Birmingham server (B-DC) is running Windows Server 2019 and provides Active
Directory, DNS and DHCP for the Birmingham network. The London server (L-CD) is running
Debian Linux and has two network interfaces. The first interface is connected to the London LAN
with the IP address 172.16.2.1, which acts as the gateway for the London client (ClientL1). The
second interface is connected to the WAN network with the address 10.0.0.2, which allows
communication with the Birmingham server that uses the address 10.0.0.1.

In this network topology static routing was used. Static routing means that the network
administrator manually defines the routes between networks. In this case, the Debian server must
know that traffic for the Birmingham network (172.16.1.0/24) should be sent through the WAN
gateway 10.0.0.1. At the same time, the Birmingham server must know that traffic for the
London network (172.16.2.0/24) should be sent to 10.0.0.2. Since there are only two connected
networks, manually configuring the routes is simple and efficient. This approach demonstrates
how routing works in a basic enterprise network environment and how separate network sites can

be connected through a routed WAN link

d. Research on Network Services

Modern enterprise networks rely on several key network services to ensure secure
communication, user authentication, and efficient management of network resources. Among the
most important services are Virtual Private Networks (VPN), Dynamic Host Configuration
Protocol (DHCP), Active Directory Domain Services (AD DS), and Certificate Authorities (CA).

A VPN allows users or remote offices to securely connect to a private network through the
public Internet. By encrypting the transmitted data, VPNs protect sensitive information from
interception and unauthorized access. In a distributed organisation such as the Birmingham and
London sites in this topology, VPN technology can be used to establish secure communication
between the two locations while maintaining data confidentiality [5].

Another essential service is DHCP, which automatically assigns IP addresses and network
configuration parameters to devices on a network. Instead of manually configuring each system,
DHCP ensures efficient IP address management and reduces configuration errors. This becomes
particularly useful in environments with multiple client machines, as it simplifies network
administration and improves scalability [6].

Active Directory Domain Services (AD DS) plays a central role in Windows-based
enterprise networks. It provides centralized authentication, user management, and policy
control. By using domain controllers, administrators can manage user accounts, security policies,
and access permissions across the network. This centralised approach improves both security and
administrative efficiency [7].

Certificate Authorities are responsible for issuing digital certificates used to verify the
identity of systems and encrypt communications. Certificates are commonly used in secure
services such as HTTPS, VPN connections, and internal authentication systems. Together, these
services create a reliable and secure network infrastructure capable of supporting enterprise
environments.
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Task 2. Technical documentation (1250 words)

From lecturer:

2.1. Choose your Hypervisor. Based on the above research, justify with concreate evidence
and strong statements that influenced your choice of hypervisor to complete this network.
Consider the fact that you will be continuing this topology to manage different network
services in Coursework 2.

For below Tasks:

Note: The timestamp must prove that the task was done on a regular basis rather than a
last minute work to be considered as excellent work.

Note: Without Timestamp in the screenshots submitted for task 2.2, “Time Management,
Planning, Exercise of personal responsibility and decision-making, complete tasks and
procedures” will be marked Zero.

2.2. Download and Setup:

2.2.1. Download the chosen Hypervisor and Server, Client Operating Systems for the
relevant Sources. Evidence for downloading from relevant/ appropriate
resources will be considered as exceptional work.

2.2.2. Deploy your network as per the given topology. The setup needs to be taken
screenshots with Timestamp

2.3. Configure IP Addressing

2.3.1. Appropriate IP addressing

Fail — No IP Addressing configured

Marginal Fail - Wrong IP Address Configuration

Satisfactory - Good Work: IP Address Configured — However used the IP
addresses given in the Topology Diagram.

Very Good - Exceptional: IP Address Configured — Used VLSM IP
Addressing Scheme to calculate and assign your own IP Addressing
Scheme.

The above topology gives network address for the networks. However, it is
up to you to use the same network or a different network/ IP Addressing
Scheme. Designing your own IP Addressing scheme for the network will be
considered as exceptional work.

2.4. Test and Troubleshoot
You need to achieve the following:

2.4.1. Perform Connectivity tests
Outcome 1: Successful connectivity within same networks.

Outcome 2: Unsuccessful connectivity within different networks.
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Implementation Overview — Birmingham and London Sites

The Birmingham site was implemented using a virtual machine running Windows Server
2019, which was configured as the domain controller (B-DC). The installation started by setting
up the operating system and accessing the Server Manager dashboard. Using the Add Roles and
Features Wizard, the required services were installed: Active Directory Domain Services (AD
DS), DNS Server, and DHCP Server. The server was then promoted to a domain controller, and
a new forest was created with the domain name birmingham.acca.

Next, the network configuration was completed. Two network adapters were used: one
connected to the Birmingham LAN (172.16.1.0/24) and the other connected to the WAN link
(10.0.0.0/30) used to simulate communication with the London site. The LAN interface was
assigned the static IP address 172.16.1.1, which also functions as the DNS server. A DHCP scope
was created to automatically assign IP addresses to client devices in the range 172.16.1.10—
172.16.1.200.

A Windows 10 workstation (ClientS1) was connected to the Birmingham network and

successfully joined to the birmingham.acca domain. After restarting the client, network
connectivity and domain membership were verified using the ipconfig and ping commands.
The London site was implemented using Debian Linux systems. The London server runs Debian
without a graphical interface, while the client machine uses Debian with a graphical desktop
environment. These machines were connected through the WAN link, allowing communication
between the two sites and demonstrating interoperability between Windows and Linux systems
within the same virtual enterprise network.

Figl. Download the Software what I need:

Oracle Virtual Machine 7.2.6

& https://www.oracle.com/in/vir tect

a

Oracle VirtualBox Base Packages - 7.2.6

Freely available for Windows, Mac 0S X, Linux and Solaris x86 platforms under GPLv3:

Platform 64-bit

Windows Iil Windows Installer

Windows Server 2019

B httpsy//www.microsoft.com/en-us/evalcenter/download-windows-server-2019?msockid=3fc48e07ed

We use optional cookies to improve your experience on our websites, such as through social media connections, and to display personalized advertising based on your online a
@ reject optional cookies, only cookies necessary to provide you the services will be used. You may change your selection by clicking “Manage Cookies” at the bottom of the page
Statement Third-Party Cookies

[ | N =
= Microsoft | Evaluation Center Windows windows Server sQL server « System Center ~ Microsoft Security Addi

Please select your Windows Server 2019
download

English (United States)
ISO downloads VHD download
64-bit edition > 64-bit edition >
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Linux Debian 13

& - (O (& https://www.debian.org/devel/debian-installer/

netinst CD images

=1 amd64, arm64, armhf ppc64el, riscvé4, s390x

A. Birmingham Site Network

Fig.2 Installing Windows Server 2019 on the B-DC Server

1% Windows Setup

Installing Windows

Status

Copying Windows files
Getting files ready for installation (49%)

Created: 08 March 2026, 18:00:19

1 Collecting information 2 Installing Windows

This screenshot shows the installation process of Windows Server 2019 on the virtual machine
that will become the Birmingham Domain Controller (B-DC). The system is currently copying
Windows files and preparing features required for installation. This stage establishes the base
operating system before configuring network roles such as Active Directory, DNS, and DHCP for
the Birmingham site.
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Fig.3 First Server Manager Dashboard on B-DC

B Server Manager

Manage Toals View

Server Manager * Dashboard

PWELCOME TO SERVER MANAGER

i Local Server

| Servers

i A
#§ File and Storage Services P

| WHAT'S NEW 2
| Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Server al: 1
| = File and Storage -
R 3 9 1 # Local Server 1
Services
@ Manageability ‘ @ Manageability
Events Events
Perf: Il Servi
erformance ‘- ervices
Performance
Created: 10 March 2026, 16:47.37 BPA results

This screenshot shows the Server Manager dashboard after the installation of Windows
Server 2019 on the B-DC server for the Birmingham site. Server Manager is the main
administrative interface used to configure system roles and services. At this stage the server is
running correctly, but Active Directory, DNS, and DHCP roles have not yet been installed.
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Fig.4 Configuring Network Adapter 1 for the Birmingham LAN

Basic M
I M| General

B tran

(Il oisplay

Storage

@D:I Audio

System
Metwork
Adapter 1 Adapter 2 Adapter 3 Adapter 4
e Enable Metwork Adapter
Attached to  Internal Network e

MName  BIRMINGHAM_MNET

)

Search settings

Adapter Type |ntel PRO/1000 MT Desktop (82340EM)

Promiscuous Mode Deny

¢

| xB4AF
MAC Address 0B0027FBED16 =)
e Virtual Cable Connected
@ Serial Ports
£ use Serial Ports
Port 1 Port 2 Port 3 Port4
D Shared Folders S
|__| Enable Serial Port
] userinterface Fort Mumber COMI v RQ 4 UOPort  x3Q
Created. 10 March 2026, 16:31:43 L ox JN tene Help
&) Description
Mone

This screenshot shows the VirtualBox network configuration for Adapter 1 of the B-DC
Windows Server 2019 virtual machine. The adapter is connected to the internal network
BIRMINGHAM_NET, which represents the local LAN of the Birmingham site. This interface

enables communication between the domain controller and the

workstation.

Fig.5 Configuring Network Adapter 2 for the WAN Link

@ Ws-cv - Sett
Basic M
] General

System

@ Display

Storage

P Audio

[:lr_“ Network

£ serial Ports

£ use

lj Shared Folders

] userinterface

BOOT LIraer: FIONDV. UINTICAL HALO LISK

ClientS1 Windows 10

&
Network
Adapter 1 Adapter 2 Adapter 3 Adapter 4
° Enable Network Adapter
Attached to Internal Network N
Name wan_link ~
Adapter Type Intel PRO/1000 MT Desktop (82540EM) V2 R
Promiscuous Mode Deny ~ .
MAC Address  08002731B915 ®

Virtual Cable Connected

Serial Ports

Port 1 Port 2 Port 3 Port4 Created.

CJ Enable Serial Port

Port Number COMI v IRG 4 ¥

T None

09 March 2026, 11:42:5%

Cancel Help
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This screenshot shows the configuration of Adapter 2 in the VirtualBox settings of the B-
DC Windows Server 2019 virtual machine. The adapter is connected to the internal network
wan_link, which represents the WAN connection between the Birmingham site and the London

site in the project topology. This interface enables communication between the two separate
networks.

Fig.6 Static IPv4 Configuration of the B-DC Server

v @ | r Manage Tools

4 & « Network and Internet > Network Connections v O Search Network Connections 0
k‘ Organize v Disable this network device Diagnose this connection Rename this connection ~ » s- v [N G
& All Servers
- — Ethernet
WE File and Storag -L\,i',~ N
G727 Intel(R) PRO/1000 MT Desktop Ad...
Internet Protocol Version 4 (TCP/IPv4) Properties X
w
General
Networking
_ You can get IP settings assigned automatically if your network supports
Connect using: this capability. Otherwise, you need to ask your network administrator
e TP Settis.
@ Intel(R) PRO/1000 MT Desktop Adapter B e
ot (O Obtain an IP address automatically
This connection uses the following items: @® Use the following IP address:
W B3 Client for Microsoft Networks ~ IP address: 12,16 51 5 2
2 ?File and Printer Sharing for Microsoft Networks Subnet mask: 255 .255.255. 0
W %8QoS Packet Scheduler
M 4 Intemet Protocol Version 4 (TCP/IPv4) Default gateway: E
[0 4 Microsoft Network Adapter Muttiplexor Protocol
M 4 Microsoft LLDP Protocol Driver Obtain DNS server address automatically
M . Intemet Protocol Version 6 (TCP/IPv6) e (®) Use the following DNS server addresses:
< >
Preferred DNS server: 172,36 + 1 o 1l
Uninstall Properties
R el Alternate DNS server: :}
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication [validate settings upon exit Advanced...
across diverse interconnected networks.
| OK I Cancel
OK Cancel

» @ @~ Created: 09 March 2026, 11:16:34

=
= - = — ol

This screenshot shows the manual IPv4 configuration of the LAN interface on the B-DC
Windows Server 2019 machine. The server is assigned the static IP address 172.16.1.1 with subnet
mask 255.255.255.0. The DNS server is also set to 172.16.1.1, allowing the server to provide DNS
resolution for the Birmingham domain birmingham.acca.
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Fig.7. Configuring DNS Settings for the WAN Interface

Server Manager * Local Server @ | P Manege Took

= g e Advanced TCP/IP Settings x |-
22 Dashboard | = |
= i DNS
H = DNS dds y der of use:
@ All Servers 1 & « Network and Internet > Network Connections b e e b ol
il ADDs _ i _ . . . !
_ Organize v Disable this network device Diagnose this connection
I& DHCP
|- Ethernet .“ Ethernet 2
<)
= “:"f + + ) ~ \E, birmingham.noss Add... Edit... Remove
'i ﬂ [l (RBRO/1000 The following three settings are applied to all connections with TCP/IP
Networking ~ Sharing i s ) enabled. For resolution of unqualified names:
) ' ) o (® Append primary and connection specific DNS suffixes
connect g General [ Append parent suffixes of the primary DNS suffix
@ Intel(R) PRO/1000 MT Desktop Adapter #2 (O Append these DNS suffixes (in order):
| You can get IP settings assigned all
Conl this capabiity. Otherwise, you need to ask yof €

for the appropriate IP settings.
This connection uses the following items:

E i?Clnem for Microsoft Networks (O Obtain an IP address automatically
) % File and Printer Sharing for Microsoft Networks @ Use the following IP address: Add... Edit... Remove
™ %8QoS Packet Scheduler

W s Intemet Protocol Version 4 (TCP/IPv4) IP address: 10 Lpmmbig suffix for this connection: |
] s, Microsoft Network Adapter Muttiplexor Protocol Subnet mask: 255 @ gister this connection's addresses in DNS
M s Microsoft LLDP Protocol Driver e this connection's DNS suffix in DNS registration
M 4 Intemet Protocol Version 6 (TCP/IPv6) Default gateway:

< \
1 Obtain DNS server address automatically| III Cancel
Install... Uninstall Prop
- 1 (® Use the following DNS server addresses:
Description

Transmission Control Protocol/Intemet Protocol. The ¢ Prefermed DNS server: :]

wide area network protocol that provides communicati

across diverse interconnected networks. Alternate DNS server: :}

[Jvalidate settings upon exit

ok [l " Created: 09 March 2026, 17:55:34

Cancal

This step shows the Advanced TCP/IP configuration of the WAN interface on the B-DC
Windows Server 2019. The option “Register this connection’s addresses in DNS” is disabled to
prevent the WAN adapter from registering DNS records. This ensures that only the LAN
interface (172.16.1.1) is used for Active Directory communication, allowing ClientS1 to
successfully join the domain.
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Fig.8 Verifying ClientS1 Network Configuration and Connectivity

hernet adapter Ethern

irmin

eee MT

CE

o

This screenshot shows ClientS1 (Windows 10) verifying its network configuration using
the ipconfig command. The client receives an IP address 172.16.1.10 from the DHCP server and
the DNS suffix birmingham.acca. A ping test to 172.16.1.1 (B-DC) confirms successful

communication with the Windows Server 2019 domain controller.

Fig.9 DHCP Scope Configuration for the Birmingham Network

Server Manager * Dashboara

& DHCP
File Action View Help
= o9 (2R Ec= HMA B
B Local_ -
B iy @ DHcp Contents of DHCP Server Status Descrij
s All S¢

v 7 b-dc.birmingham.noss

¥ ADD| v BIPv4
| Scope [172.16.1.0] birmingharn

| Scope [172.16.1.0] birminghamScope ** Active ** dhcp f
{3 Server Options

] 4] Polici
1% DHCH .3 Server Options ’Y‘ F'T =
2 DNS 7| Policies R
. : 7, Filters
& Fil e

e 3 IPv6

Created: 05 March 2026, 12:41:47

This screenshot shows the DHCP management console on the B-DC Windows Server 2019.
The scope birminghamScope (172.16.1.0) is configured and active. This scope automatically
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assigns IP addresses to client devices connected to the Birmingham LAN, allowing workstations
such as ClientS1 (Windows 10) to receive network settings without manual configuration.

Fig.10 Final Birmingham Site Network Topology

BIRMINGHAM SITE ..

B-DC ~ LAN Interface ClientS1
Windows Server 2019 IP Address: 172.16.1.1 Windows 10
) ~ Subnet Mask: 255.255.255.0 Domain Member
P Active DNS Server: 172.16.1.1 LAN
Directory 172.16.1.0/24

\‘. DHCP Server IP Address: 10.0.0.1

: @ DNS Server — WAN Interface I

~ Subnet Mask: 255.255.255.252 IP (DHCP) 172.16.1.11

|

|

: Subnet Mask: 255.255.255.0
DHCP Scope - BirminghamScope \ : Gateway: 172.16.1.1
|
|

Range: 172.16.1.10 - 172.16.1.200 DNS: 172.16.1.1
Gateway: 172.16.1.1 Domain: birmingham.acca

DNS Server: 172.16.1.1
Domain Name: birmingham.acca

WAN Link
10.0.0.0/30

Created: 09 March 2026, 19:03:12

This diagram illustrates the final architecture of the Birmingham site network. The B-DC
server running Windows Server 2019 provides Active Directory, DNS, and DHCP services. The
ClientS1 Windows 10 workstation receives its IP configuration automatically from the DHCP
scope 172.16.1.10-172.16.1.200 and communicates within the 172.16.1.0/24 LAN network.
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B. London Site Network

Fig.11 Installing Debian Linux for the London Server
This screenshot shows the Debian GNU/Linux installer menu used to install the operating

Debian GHU-Linux installer menu (BIOS mode)

Instal
Advanced options

Accessible dark contrast installer menw
Help
Install with speech syunthesis

Press a key, otherwise speech synthesis will be started in 25 Secg [ik: j

#

system for the London server.

Fig.12 Disk Partition Configuration During Debian Installation

The installer c guide you through partitioning a disk (using different standard schemes) or, if
. prefer., yown 1 Ao it manually. With guided partitioning ygow will still have a chance later to

review and customise the results.
If you choose guided partitioning for anm entire disk, you will next be asked which disk should be

f method:

— use entire disk,

— use enti disk and set up LUM,

— use entire disk and set up encryp

for hel p>

. all data on the disk ygou select will be erased, but not bhefore you have confirmed that
make the chang

(sdal 1.5 GB ATA VBOX HARDDISK [=1,

(sdal
for help, defaul

Selected for partitioning:
(0,0,0) (sda) — ATA VBOX HARDDISK: .5 GB

be partitioned using one of several different schemes. If you are wunsure, choose the

partition (recommended for new wusersl) [=1,
home partition,
home, ~uar, and ~tmp partitions
n 3 ‘var and ssru, sSwap 1GH ersl,
5! Small-disk (< 10GB) partitior =3 Created: 10 March 2[:1_25' 123142

Prompt 7' for help, default=1>

This screenshot shows the disk partition configuration step during the Debian installation

for the London server.
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Norwegian,
Polish,
Romanian,
Sindhi,
Slovenian

Persian,
Portuguese,
Russian,
Sinhala,
Spanish,
Swiss German,

Fig.13 Network Interface Configuration During Debian Installation

Philippines,
Pun jabi,

Serbian (Cyrillic),

Slovak,
Swedish,
Tajik,

Telugu, : Thai,
Turkish (F layout), : Turkish (Q layout),
Ukrainian,
Uyghur, = UVietnamese,
’?’ for help, default=1>

Detecting hardware to find installation media
[Scanming installation media .o or AAuraze DAL ore
100~
oading additional components srsie DA s &
100~

IDetecting network hardware s s e me FOhT e
IDetecting link on enpOs3: please wait...
onfigure the network

Your system has multiple network interfaces. S the one to use as the primary network interface
uring the installation. If possible, the first conmmected network interface found has been
jselected.
network interface:
Intel Corporation 82540EM Gigabit Ethernet Controller [»>1,
Intel Corporation 82540EM Gigabit Ethernet Controller,
for help, default=1>

Detecting link on enpOs3: please wai
aiting for link—local address... -

Attempting IPu6 autoconfiguration...
.. 91x... 100z

onfiguring the network with DHCP

This screenshot shows the network configuration stage during the Debian installation for
the London server. The installer detects multiple network interfaces (enp0s3 and enp0s8) and
prompts the user to select the primary interface. The selected interface is automatically
configured using DHCP, allowing the system to establish network connectivity during the
installation process.

Fig.14 Installation of OpenSSH Server on the Debian London Server

10 March 2026, 13:00:33

This figure shows the installation of the OpenSSH server package on the London server
running Debian Linux without a graphical interface. The terminal output confirms that several
packages such as openssh-server, openssh-sftp-server, and related dependencies were downloaded
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and installed successfully. During the installation process, SSH host keys were automatically
generated and the sshd service was configured.

Fig.15 Debian Desktop Environment on London Client (ClientL1)

MW © B L>

Maps Music Document

< | =P X ™
o7 B = L

LibreOffice Ca era Characters Utilities System LibreOffice...

) B " =R

LibreOffice... g SE ib e, Shotwell Sound Rec... \ Terminal

Created:

This figure shows the Debian 13 graphical desktop environment running on the London
client machine (ClientL1) after the installation process was completed successfully.

Fig.16 Connectivity Test from London Client (ClientL1) to London Server

clientlli@ClientLl:~%$ ping 172.16.2.1

PING 172.16.2.1 (172.16.2.1) 56(84) bytes of data.

64 bytes from 172.16.2.1: icmp seqg=1l ttl=64 time=34.2 ms
64 bytes Trom 172.16.2.1: icmp seq=2 ttl=64 time=9.57 ms
64 bvtes from 172.16.2_.1: icmpn seno=3 tt1=A4 time=30.2 ms

Created: 10 March 2026, 20:56:14

This figure shows a network connectivity test performed from the London client machine
(ClientLl) wusing the terminal. The command ping 172.16.2.1 was executed to verify
communication with the London server in the same local network. The successful replies confirm
that the network configuration is correct and that the client device can reach the server.
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Fig.17 Network Interface Configuration and Initial Connectivity Test on London Server

Debian GHUALL 13 1-cd ttyl

istinel

i default glen

group default glen

ault glen

. time 4174

In the final stage of the project, connectivity between the Birmingham server (B-DC) and
the London server was tested using the WAN link. Both systems were configured with the correct
IP addresses, and the network interfaces were verified.

When performing the ping test, the servers were still unable to communicate.

After checking the network configuration on both machines, no clear configuration errors were
identified. Because of this, I believed that the problem may be related to the Oracle VirtualBox
virtual networking environment rather than the operating system configuration itself.
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Fig.18 London Site Network Topology

LONDONSITE - -

L-CD — LAN Interface ClientL1 f
Sabiaf Sarvor = |P Address: 172.16.2.1 Debian 13 (GNOME)
e Subnet Mask: 255.255.255.0 ;

-+ Network: 172.16.2.0/24 LAN :

Debian 172.16.2.0/24 _ :

(CLI - WAN Interface = R

IP Address: 10.0.0.2
—e Subnet Mask: 255.255.255.252
—= Network: 172.16.2.0/24

IP (Dhep) 172.16.2.10 ;
Subnet Mask: 255.255.255.0
Default Gateway: 172.16.2.1
DNS Server: 172.16.1.1
Domain: london.acca

London Network Diagrram

|

|

|

_ |

+ IP Forwarding enabled f :
+ Static routing to Birmingham network 1
+ SSH Server installed

WAN Link
10.0.0.0/30
Birmingham Server

10.0.0.2

London Router
-==10.0:0.2

Birmingham Server _g
TO:0:0: = === ®

Cregted: 10 March 2026, 21:03:53

This figure illustrates the final network topology of the London site implemented in the

virtual environment
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Fig.19 Complete Network Topology of the Birmingham and London Sites

Birmingham London
B-DC L-CD
Windows Server Debian Router
2019
1721611 1721621
_— 10.0.0.1 WAN 10.0.0/30 10.0.0.2
Birmingham LAN 55 — London LAN
172.16.1.0/24 R T 172.16.2.0/24
ClientS1 ClientL1
Windows 10 Debian GUI
| /
Birmingham LAN London LAN
172.16.1.0/24 172.16.2.0/24

BB Birmingham LAN 172.16.1.0/24
London LAN 172.16.2.0/24

This figure presents the complete topology of the virtual enterprise network implemented
in the project. The infrastructure is divided into two sites: Birmingham and London, each
containing a server and a client machine connected through their respective local area networks.

Task. 3 Personal and Technical reflection

3.1 Reflection

3.1.1 Technical Reflection

During the deployment of the network environment several configuration steps were completed
including installation of the operating systems, configuration of network interfaces, and
deployment of services such as Active Directory, DNS and DHCP on the Birmingham server. The
Birmingham client was successfully joined to the birmingham.acca domain and received its IP
configuration automatically from the DHCP server.

During the implementation of the London site some challenges was. The London server required
manual configuration of two network interfaces, one for the LAN network (172.16.2.0/24) and
another for the WAN link (10.0.0.0/30) connecting to the Birmingham server. Connectivity tests
using the ping command , ipconfig and ip a, verifying network adapters ,IP configuration
appeared correct, communication between the two servers was not successful. After reviewing the
configuration, it was assumed that the issue might be related to the virtual network in Oracle
VirtualBox rather than the operating system .

3.1.2 Personal Reflection
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This project helped me better understand how enterprise networks are deployed and tested in a
virtual environment. I obtain practical experience working with Windows Server, Debian Linux,
DHCP, DNS, and Active Directory services. I also improved my troubleshooting skills by
analysing network configurations and testing connectivity between different machines.
Working with virtual machines and network interfaces showed how small configuration errors
can affect communication between systems. Overall, the project helped me develop practical
knowledge of network administration and gave me experience in building and managing a small
multi-site network infrastructure.
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