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(Please at any point in the assignment tasks where the images are not clearly visible, zoom in or resize images to make them understandable.)
Task 1: Managing and maintaining network resources using network policy and security practices

1.1 NTFS
[image: ]
Creating a text file to add permissions, restricting access from specific users.
[image: ]
Inherited permissions turned off to be able to create our own permissions. 



[image: ]
Removing all users access, this is so that we can define who can access the file.
[image: ]
Selecting the user and the permissions we are going to give them.



[image: ]
Creating a message to be attempted to be modified by another user.
[image: ]
The permissions have stopped the file from being edited and requires a new copy to be made. If they would like to add something this needs to be done protecting the contents of the original file.


1.2 Share Permissions
[image: ]
Adding two admins and two users with specific access requirements. 
[image: ]
Confirming selections before creating the network file share.


1.3 Accessing the file share/server over the network
[image: ]
The file share has worked as we can see the name of the share at the top of the file and the sever name following.


2.1 Configuring user environment and computer environment, ‘Network Group Policy Objects’
GPO1
[image: ]
Creating a new user for the OU called non-admin users.
[image: ]
Prohibiting access to the control panel and pc settings.


[image: ]
Updating the policy in the command prompt so that it saves.
[image: ]
Now attempting to access is denied permission because of the policy. 


GPO2
[image: ]
Creating a policy to prevent access to the command prompt.
[image: ]
Running this policy so that the command prompt will not be allowed to be used.


[image: ]
The command prompt has now been disabled.


GPO3
[image: ]
New policy to deny all access to removable storage.
[image: ]
Running the policy update in the command prompt again to make sure it is changed.
 


[image: ]
The app now opens for a split second.
[image: ]
Then closes and will not let you gain access to it.


GPO4          
[image: ]
Policy to prohibit installs on the machines.
[image: ]
Updating the policy again to save changes made.



[image: ]
App install required the admins credentials to allow install. 


GPO5
[image: ]
Adding requirements for passwords created.
[image: ]
Updating the policy in the command prompt again.


[image: ]
Attempt to create a new account with a password that does not fulfil the criteria is denied until an acceptable password is given.




Task 2: Routing and packet filtering within core TCP/IP services and critical failover/ redundancy practices

1 Utilising ARP and Routing Tables
[image: ]
ARP table shows the mapped logical IP to Physical Addresses of network interfaces.
[image: ]
[image: ]
Route print to show all the routing table information on the OS.



2 Deploying Core Services (FTP Server)
[image: ]
Installing the web server role on server2.
[image: ]
FTP user created so that we can use the ftp server.

[image: ]
Creating FTP site and the physical path of the site. 
[image: ]
Giving the user ftpuser22 permissions on the ftp site. 


[image: ]
Our first site has been created. 
[image: ]
Adding full control permissions to the ftpuser22 user.



[image: ]
Now turning the firewall off so that server2 can be reached.



[image: ]
Putting the ashFTPfile.txt within the C: \ashuploads folder.


3. Installing and configuring the Routing and Remote Access Service
[image: ]
Installing the RAS connection manager admin kit with remote access with the remote server and web server services.
[image: ]
Installing the Remote access and Remote server administration tools to the second sever too. 

[image: ]
Custom configuring the routing and remote access server setup wizard.
[image: ]
LAN routing is what we need to have on both servers. 

[image: ]
Adding RIP protocol to both servers.
[image: ]
To make the router useful and have purpose a RIP protocol has been added so that the router can connect to both networks. This is done on server2 also to make sure that server can function properly. 

[image: ]
Client2 is now able to ping server 1 showing that the RIP protocol is working.  


4. IP Packet Filtering
Filter 1
[image: ]
Stopping anyone in private net 1 from pinging the router firewall service.
[image: ]
Attempt on private net 1 to ping is unsuccessful.


[image: ]
Attempt on private net 2 to ping is successful.


Filter 2
[image: ]
Restricting access to ftp service running on server 2 to only hosts in private net 2.
[image: ]
Attempt on accessing the ftp server on private net 1 is unsuccessful.

[image: ]
Attempt to access ftp service on private net 2 is successful.


Task 3: Observations (1500)

Sound Password Principles in Modern Network Environments 
Firstly, a password principle that is necessary for modern network environments is character length. This is simple but effective when coming to making passwords more secure as, “password length is more important for security than complexity” [1]. This implies that if you use a password that is a sentence like for example ‘TheGreenAppleHitTheGroundHard’ would be more secure than having a simple password like ‘Password’. Although, this article was produced some time ago the effect of character length is still relevant and when coupled up with multiple principles it can produce passwords that are very secure and harder to breach, which is the aim when setting passwords to secure a network environment. 
Another one of these principles that can be used is symbol characters. These symbols are commonly known as “@ % $ ~ #” [2]. Containing some of these characters within a password and following the previous principle of password length can result in a password that will take longer to breach. For example, a password that contains both these principles is ‘T#eGreen@pple#itT#eGround#@rd’. As you can see the password contains multiple symbols and is still understandable if you remember that wherever there should be an ‘a’ you use a @ and for ‘h’ you use #. This is an effective way that you can make a complex password but still be able to remember it easily. Furthermore, because the password is random and does not relate to a person or television program/ series that someone could enjoy it is harder for someone to guess or think of trying. 
Moreover, another principle that can be used is using numbers within passwords. The suggestion of adding more characters and of diverse types will only make them “harder to crack” [3]. An example of this using the previous password is ‘T#3G7een@pple#1tT#3Ground#@7d’, if you look at the password you can still work out the original password however for someone who does not know this, it is complex to guess and not simple. 
All these principles were used to create a password to protect the accounts created on the servers and client machines within the worksheet. However, within the worksheet situation the only downfall that is see is that a high majority of the passwords are either ‘No5sP@ssw0rd’ or ‘P@ssw0rd’ for ease of use. Even though this password is secure, the repetition of the password and use in multiple accounts makes the password less reliable as if an attacker got hold of this password. They could access several accounts with preferences able to cause severe damage to the network if they desired to. 

Failover Clustering for High Availability systems/services
When considering the usage of a systems we have focus on the main goal of the system and service. Within an enterprise network this main goal could be to “provide connectivity among users, devices, and applications.” [4]. This means that the devices used physical or virtually should be able to communicate and work together so that the enterprise can function accordingly. 
One concept that needs to be considered is security, and how this can affect an enterprise network. There are many ways in which a network can be secured, one example being by using “VPN” [5]. These virtual private networks allow users to connect to a network remotely and securely over the internet. The virtual private network creates a “encrypted virtual tunnel” [6]. Meaning that the user can then connect to the network and be more protected against attacks on anyone trying to intercept any data or access the network. This is important for the network security and gives a more accessibility to people such as the employees or clients that require access. 
Another concept that needs to be considered is the cost. The cost of setting up the network will be a lot for an enterprise and then maintaining the network will be even more. So, one way to avoid overspending and staying in proportion as to what is required, is “scalability” [7]. This will ensure that everything that is purchased, setup, and used is necessary for the network and the interests of the enterprise and its clients. If this is not considered, there could be many things that could lead to potential threats and potential damages the network. 
Another consideration is accessibility. As briefly highlighted before, the clients and employees could use a VPN to access the network remotely. These accounts could be made more secure through individual, unique, and strong credentials plus permissions and restriction settings on accounts to limit access of what clients and users can read, write, and edit of the network. A role on the server that could be taken advantage of to further secure, provide accessibility, whilst also being scalable is by having a file transfer server role (FTP). 
The basic role of this FTP server is to “transfer files to any computer in the world that is connected to the internet” [8]. This can be achieved by installing an FTP server role on a current server that is already part of the network. This was completed in Task 2: Part 2 of the worksheet to show visual explanation of what is required to be done. However, once this is completed you can create new local users so that they are able to access sites on ISS servers. ISS servers are web servers, and the role of this server could also be taken advantage of, as these “accepts or takes requests from the remote client computers and sends back the valid and accurate responses” [9]. Which can be on LAN and WAN meaning you can receive responses from computers on the network and computers over the internet like using a search browser. 

Enterprise Network Policy
The architecture of the enterprise network will be constructed by what is required, what the network is expected to be able to do. For example, how it can “maintain, administer and secure.” [10]. The architectural assumptions that can be made are that this network will require several devices including endpoints, these devices being “desktops, mobile phones, and servers” [11]. The server will be able to be used to manage the network and the users on the network. Furthermore, these devices will be necessary for users and possible clients to access the network. The layout of the network can be assumed to require a private network that clients will be able to access. This will further require accounts to be created and permissions given to these accounts so that they are able to access what is required. However, these accounts will have rules and policies applied to them which are “conditions, constraints, and settings that allow you to designate who is authorised” [12].
This is so that the created accounts are unable to access the confidential information on the network and make any changes that could result as a threat to the networks sustainability. 
The network will also be required to have servers, these servers could include a “web server, database server, email server, FTP server, and file server” [13]. Assuming the enterprise requires the clients to go online and access a website having a web server is necessary, this can also allow them to gain information or resources. This should be secured so that no one can access all the enterprises data. Having the client's login with unique credentials is a way that the clients can help add another line of protection. The use of a database server can also be used in conjunction with a web server as if the users are requesting data, the stored data on the database server can be retrieved and then given to the users. 
Having these servers together also adds security, as if the attacker can get onto one of the servers, for instance the web server. It can delay time and add another layer that they need to go through to be able to change, manipulate or destroy data on the database server, where confidential and vital information could be stored. Furthermore, having an FTP server within the network like the one created and setup in task 2, part 2. This will allow the clients to connect with the server to upload or download files. These servers are also useful as when combined with techniques like IP packet filtering, we can make them more secure. This makes it more secure as it is used to approve or deny packets “based on the source and destination internet protocol addresses, protocols and ports” [14]. Meaning the filter will block anyone who is not authorised and will allow the packets to go through the filter if the request is on a machine or by a user that is authorised. 
The network will also require an administrator to monitor the system and security of the devices [15]. This will involve making sure that software is up to date so that there is no outdated software with obsolete security measures. They will also be required to make sure that the devices have up to date firewalls [16] and antivirus to protect against online and local threats as the network will be connected to the internet. Furthermore, if any threats are encountered and blocked through the firewalls on the devices, they should be paid attention to and dealt with so that the potential threats are removed from the devices and the systems. Additionally, if there are any updates or installs of new applications and software there should be investigation as to whether these could cause problems like loss of data or remove functionality so that the system and users are able to work on the network as they need to. 
Finally, if any of the users on the systems are potentially causing or accidentally causing damage to the system, the account responsible should be denied access to the network. This along with permissions on account and restrictions to software or settings that can affect the system will help to make sure the system is running as intended. Then the users should be informed of what they have done or trying to do and the result that what could have happened to reduce the chance of them accidentally or purposely doing it again. If this does not affect the user's actions, they should be dealt with to protect the network, the applications, and the availability of the network to other users and clients. 
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C:\Users\Administrator>ARP -A

Interface: 192.168.10.200 --- Ox6
Internet Address Physical Address Type
192.168.16.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
239.255.255.250 01-00-5e-7f-ff-fa  static

Interface: 192.168.1.1 --- Oxc

Internet Address Physical Address Type

192.168.1.2 08-00-27-5b-ce-15  dynamic
192.168.1.255 FE-FF-FF-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
239.255.255.250 01-00-5e-7f-ff-fa  static

:\Users\Administrator>
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