
NETWORK OPERATING SYSTEMS AND SECURITY
Worksheet observational task



1) State the benefits of using Type 2 Hypervisor Virtualisation software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network  
ANS: In the type 2 Hypervisor, the operating system look after all the hardware components. 
· An hypervisor provides a wide range of hardware so we don’t need to spend the extra money on hardware.
· Apart from that a type 2 Hypervisor is more easier to install than the type 1.
· T2 hypervisor doesn’t affect the host operating system, which means if you’ve installed hypervisor on windows 98 and then wants to upgrade your operating system, it can be possible. 
· By using an T2 hypervisor we can easily monitor and get backups from the host OS.
Talking about the strengths and weaknesses of the VirtualBox

· Upfront Cost: VirtualBox is free, but it is not equally free. A free VirtualBox is available only for education purpose and personal use. 

· Ease of use: When you installed the VirtualBox you’ll have the option to set the how much RAM and hard drive space you want to assign. 

· Performance: VirtualBox is very slowest virtual machine currently in the market. As per my personal experience I would consider this in one of weakness because you need very powerful computer to run VirtualBox fast. 

· Compatibility and Reliability: One of the most interesting strength of VirtualBox is to clone an existing operating system and virtualize it on another computer. 

· Other points of interest: VirtualBox supports the snapshot, we can save the entire state of virtual machine  at any time and when we come back and load it’ll be the same as when we took it. 

2) Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.
Ans: An Active Directory Forest is a land which hold the all trees on it. In other words, it is a collection of one or more domain trees. 
· A forest is a domain which is created very first in the domain forest. For example, if you’ve created uwtsd.com domain very first, then your forest named as uwtsd.com 

· Domain tree is a part of the forest which holds the one or more domains who has the common namespace. 

· For example London.uwtsd.com or cardif.uwtsd.com would be the considered part of the uwtsd.com domains trees. 

· Talking about parent and child domains, the administrator of parent domain can access and administrate the domains of child domain but the users of child domains wouldn’t be able to access the parent domains. 

· I would suggest that parent and child domains are good for the business in case you have big company which is international. 

· For example, you can create parent domain: xyzcompany.com and add child domains: UK.xyzcompany.com and Europe.xyzcompany.com, each child hold its own Active Directory its also easier to manage.

3) Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.
Ans: A domain controller is a server which gives the response to security authentication requests within a Windows server domain. 
· It is a server on a operating system or windows NT network which is responsible for give permission host access to windows domain resources.
· A domain controller is the responsible to check the stored users account information, authenticates users and implement security policy for a windows domain. 
· By using a domain controller we can change the somebody’s password on the network, create an user account and so on and so, without a sitting on individual computer in order to create an user account and kind of stuff. 
· A domain controller gives access to other domain in a trust relationship hence the other domain user can access the data in another domain. 

4) What actions could we take in the event of Domain controller becoming unavailable.
Ans: Domain controller most probably having network and hardware issues. 
· We need to check the IP address of the computer, whether computer has the right IP address or not. We can check this by using a command prompt. 
· If ip configuration is correct, then that might be a problem with DHCP address, cause computer unable to get the DHCP address could be a cable issue or a n/w card issue.

· If the primary domain controller is not available, the administrator can designate an alternate domain controller to assume the role. 

5) Investigate the minimum password complexity requirements required as part of modern network operating system implementations.
Ans: Both modern windows operating system and AD, like Linux allow you to enter a number of complexity to implement password security. The default values are listed as in table:
Policy Setting 					        Default Setting Value
==============		                                ====================
Enforce password history 				24 days
Maximum password age 					42 days
Minimum password age 					1 day
Minimum password length 				7
Password must meet complexity requirements 		Enabled
Store passwords using reversible encryption 		Disabled
Account lockout duration 				Not deﬁned
Account lockout threshold 				0
Reset account lockout counter after 			Not deﬁned
Enforce user logon restrictions 			Enabled
Maximum lifetime for service ticket 			600 minutes
Maximum lifetime for user ticket 			10 hours
Maximum lifetime for user ticket renewal 		7 days
Maximum tolerance for computer clock synchronization	5 minutes


6) States the advantages and disadvantages of using Groups in Active Directory.
Ans: Groups makes administrator’s network easier because we can put users, computers and even other groups into a single group and then assign the permissions or security of policies to the group. 
· Lets say we have thousand people in a call centre environment and all thousand people have the same permissions and security policies for their accounts.
· So for that we don’t need to assign permissions and security policies to each individual user account, we can simply create the group named Call centre and then put the users into that group. 
·  If we have administrator on that network, we can create one administrators group and simply add users to the group and it makes life easier. We don’t have administrator the every single user accounts. 
· We have administrator groups which means when we make changes it will makes changes to all users account you want to change their permissions and security policies at the same time. 
· when you assign the permissions and security policies to the particular group, as a being a member of that group any user can access all the network resources.  
· Permissions are where we can share and give access or deny access to the network resources, files, folders, printers that kind of things. 

7) Discuss the two different types of permissions in use within windows network environments.
Ans: Besides main three types of share permissions Full control, Change and Read, NTFS offer a few more permissions options:

· Full control: By giving this permission on share file to the user, can be able to ‘read’, ‘write’, ‘change’ and ‘delete’ the file and subfolder. 

· Modify: This permission allows user to read and write of file. 

· Read & Execute: This allows users to view and run the scripts.

· Read: This allows users to view files and subfolders

· Write: This allows users write to a files and also add files and subfolders. 

8) Evaluate the benefits of the NTFS file system in comparison with other network operating system’s file system. 
Ans: Well every file system has their own pros and cons. Here, I’m going to compare NTFS file system with exFAT file system.
· exFAT can be used where the NTFS file system is not a feasible solution, due to data structure overhead, or where the file size limit of the FAT32 file system. 
· NTFS has wider supports when it comes to the operating system then the exFAT. 
· NTFS supports all the windows operating system while exFAT is not. 
· NTFS has max volume size is 232 clusters minus 1 cluster, where exFAT has 128PB.
· NTFS has max file size is 16 terabytes, where exFAT has 16 Exabytes.
· exFAT is designed for flash drives not hard drives while NTFS supports both. 
· NTFS supports compression, exFAT does not support compression.
· NTFS supports alternate data stream, exFAT does not support data stream 

9) Identify the main benefits of using groups is an Active Directory.
Ans: Groups makes administrator’s network easier because we can put users, computers and even other groups into a single group and then assign the permissions or security of policies to the group. 
· Lets say we have thousand people in a call centre environment and all thousand people have the same permissions and security policies for their accounts.
· So for that we don’t need to assign permissions and security policies to each individual user account, we can simply create the group named Call centre and then put the users into that group. 
·  If we have administrator on that network, we can create one administrators group and simply add users to the group and it makes life easier. We don’t have administrator the every single user accounts. 
· We have administrator groups which means when we make changes it will makes changes to all users account you want to change their permissions and security policies at the same time. 
· when you assign the permissions and security policies to the particular group, as a being a member of that group any user can access all the network resources.  
· Permissions are where we can share and give access or deny access to the network resources, files, folders, printers that kind of things. 

10) Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources. 
Ans: A great thing with Group policy object is you can automatically set things to happen for end users, either for their benefits or to restricts access. 
· Organisational units where you can put users and computers to make easier to administrate them. So, basically you put users and computers into organisational units. 
· Then what you can do is, you can assign GPO (Group policy objects) to those organisational units, to state what members of organisational of units can or can not do, so can members of the organisational of units access their control panel, access their task managers, when they’re log into their system will they automatically connect to network sharing, will scripts automatically runs, that’s what group policy objects do. 
· They state the security, what users can do with the system and what happen for automatically for them. 
· With the help of group policy object we can restrict and allow the user to use particular components within the system. So basically we can locked down all the functionality which users don’t need so they don’t do anything stupid. 


11) State some principal advantages of using the DHCP service in networking infrastructure. 
Ans: DHCP assigns unique IP addresses to hosts. 
· It also provides other network addresses such as subnet masks, default gateway and DNS address. It comes in two flavours, as a client and a server. 
· DHCP reduce the complexity and amount of administrative work by using automatic TCP/IP configuration. 
· The DHCP protocol simplifies configuration of IP clients in a network environment. 
· DHCP server assigns IP address to computers on a network from its Scope and Scope is a range of IP addresses that DHCP server can handout. 
· With the DHCP server role, you can ensure that all clients have the same configuration information, which eliminates human error during configuration. 
· When key configuration information change in the network, you can update it using the DHCP server role without having to change the information directly on each computer. 

12) What are some of the potential threats/dangers that could occur while using a DHCP service.
Ans: The DHCP does not required any verification or authentication in order to join the network, so any client can join the network, because of this there are number of risks could be occur. 
· Including unauthorized servers handling out personal information to clients, IP address assigned to the unauthorised client. 
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