
DATABASES AND APPLICATION DEVELOPMENT
ACCA5026



What is SQL Injection?
SQL Injection is a critical web security vulnerability that occurs when an attacker inserts malicious SQL code into a query through unsanitised user input, enabling the execution of arbitrary SQL commands on the backend database server [1]. This type of attack exploits the way web applications dynamically construct SQL statements using user-supplied data, allowing attackers to interfere with the queries an application makes to its database [2]. The vulnerability typically arises when developers concatenate user input directly into SQL strings without proper validation or parameterisation. For example, a login form might construct a query like "SELECT * FROM users WHERE username = '" + username + "' AND password = '" + password + "'". If an attacker enters a specially crafted input, they can alter the query's logic and potentially bypass authentication or access sensitive data. The Open Web Application Security Project (OWASP) consistently ranks injection attacks among the most critical web application security risks [3]. This injection occurs because the database management system cannot distinguish between legitimate SQL code and malicious user input when both are concatenated into the same string, making SQL Injection one of the most significant and serious threats to web applications today [1].
Why SQL Injection is a Problem for Websites
The severity of SQL Injection as a security threat stems from the wide range of malicious actions it enables. Attackers can retrieve sensitive information from databases, including user credentials, personal information, financial data, and medical records, potentially leading to identity theft, data breaches, and privacy violations [4]. Furthermore, attackers can manipulate critical data, such as modifying user roles or corrupting important business information, causing significant operational damage. SQL Injection also allows attackers to bypass authentication mechanisms without knowing valid credentials, granting them unauthorised access to administrative functions [2]. This can lead to privilege escalation, where attackers execute administrative operations on the database, including dropping entire tables or creating new users with elevated privileges. The reputational damage from a successful attack can be severe, eroding customer trust and potentially resulting in legal consequences under data protection regulations [5]. Despite being a well-understood vulnerability, SQL Injection remains prevalent, with research indicating that SQL injections represent a significant portion of vulnerabilities found in both open-source and closed-source projects [4].



Examples of SQL Injection and Prevention
Practical examples of SQL Injection illustrate how attackers exploit this vulnerability. In a basic authentication bypass scenario, an attacker enters ' OR '1'='1 into the username field of a login form. The resulting query becomes SELECT * FROM users WHERE username = '' OR '1'='1' AND password = 'xyz', which returns all users since '1'='1' is always true, allowing the attacker to log in as the first user, often the administrator [1]. In another example, a product search function using SELECT * FROM products WHERE name LIKE '%$search%' can be exploited by entering ' OR '1'='1' UNION SELECT username, password FROM users --, which retrieves all usernames and passwords from the users table. Attackers can also execute destructive commands such as '; DROP TABLE users; --, which would delete the entire users table [2]. These examples demonstrate the immediate and severe consequences of SQL Injection vulnerabilities. To prevent such attacks, the most effective defence is the use of parameterised queries (prepared statements), which separate SQL logic from data, ensuring user input is treated as data rather than executable code [3]. Other essential measures include input validation and sanitisation, using stored procedures, applying the principle of least privilege, and conducting regular security testing [5]. Research has shown that proactive filtering and parameterised queries significantly enhance security against SQL injection threats [4].
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