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Reliable transmission ensures data is delivered accurately without loss or corruption. Typically this is achieved at the transport layer of Transmission control protocol (TCP).  TCP manages packet loss through acknowledgements and retransmission, where “transmission is made reliable via the use of sequence numbers and acknowledgments, if the acknowledgement is missed the segment is retransmitted” [1]  this ensures the connections reliability because the sender can detect when data has not been successfully received and retransmit, it preventing permanent data loss.
Reliable transmission can be improved through multistreaming. Behrouz A. Forouzan suggests, “Stream Control Transmission Protocol (SCTP) uses Transmission Sequence Numbers (TSNs) to track data and Stream Sequence Numbers (SSNs) to maintain order within individual streams” [2]. This improves reliability because data is organised into separate streams, meaning that if packets are delayed or lost in one stream, they do not prevent data in other streams from being delivered. SCTP is differs from TCP by creating multiple streams of data, which increases the efficiency by preventing head of line blocking.
User Datagram Protocol (UDP) does not provide reliable transmission, it lacks mechanisms for handling packet loss, duplication, and reordering. Cloudflare contrast the missing features by stating “As UDP does not wait for a handshake to check if the data has arrived or not, its able to transfer data at a higher rate than TCP”. [3] While UDP seems like a weaker protocol, its actually incredibly useful when used for specific types of applications such as voice of internet protocol (VoIP) or transmitting video 
[bookmark: _Toc225512742]Latency, Bandwidth and Network Performance
Network performance is influenced by multiple factors, including propagation delay, buffering, congestion, bandwidth, and latency. All of these factors affect how efficient a network is at processing data, delays in transmission, corrupt data, and network congestion may slow down communication and reduce the performance. This is a major concern as an unreliable network reduces clients trust in data security.
Propagation delay affects network performance by determining how long it takes for data to travel across a network. One of the factors that impacts the delay is the physical distance between two devices. It can be calculated by the distance divided by the signals propagation speed, this is typically around two-thirds the speed of light. This means that as the distance increases so does the delay in network responsiveness.
Buffering impacts performance by temporarily storing data packets to manage differences in transmission speed between sender and receiver. This typically occurs when data arrives before it can be processed or transmitted. This creates a delay in the network while the process takes time to fully process 

Buffering impacts network performance by temporarily storing data packets to manage differences in transmission speed between the sender and receiver. This occurs when data arrives faster than it can be processed or transmitted, causing packets to be held in a buffer. This affects performance because buffering can introduce delays, increasing latency and reducing the responsiveness of applications, especially if buffers become full.
Network congestion occurs when traffic exceeds capacity, leading to packet loss, delays, and reduced performance. This typically happens when too many devices attempt to send data across the network at the same time, completely overwhelming the network. This affects performance because packets may be delayed or dropped. Requiring 
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Concurrency in networked applications deals with the systems ability to handle multiple tasks. This can vary from application to application, where one system might host a chat room, with multiple user connections, and one might be a website with a file transfer system attached. Having more tasks will increase the server load which in turn can decrease performance and overall responsiveness for the end user.
Network software uses different concurrency models to manage multiple tasks and connections efficiently. This is necessary in networked applications such as chat rooms, websites and file servers where many users can interact with the server at the same time. One such model is 
Traditional multi-threading handles concurrency by assigning separate threads to different tasks or client connections. This is commonly used in server applications where each client is managed by its own thread. Each thread operates independently, allowing multiple tasks to be processed simultaneously and improving system responsiveness, however the efficiency gain hits a ceiling as larger applications with multiple processes will cause a bottleneck.
Different concurrency models offer trade-offs in performance and scalability, particularly when handling large numbers of simultaneous connections. where multi-threading creates a separate thread for each task, while asynchronous models handle multiple tasks within fewer threads. This affects performance because multi-threading can become inefficient with many connections due to high memory and CPU usage, whereas asynchronous models are more scalable as they use fewer resources. However, asynchronous approaches can be more complex to implement.
The choice of concurrency model depends on the application context, such as chat servers, web applications, or file transfer systems. For example, chat servers and real-time applications often benefit from asynchronous models. This is because asynchronous systems can manage multiple clients without creating a large number of threads, improving scalability and responsiveness. In contrast, multi-threading may be more suitable for tasks like file transfers, where operations can be handled independently, although it can become inefficient when dealing with a very high number of connections.
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Interoperability in distributed systems refers to the ability of different systems and devices to communicate and work together effectively. Geeks4geeks describe it as “Interoperability in distributed systems is the ability of different, often independently developed systems or components to work together seamlessly within a networked environment.” [4] This is important because independently developed systems may use different architectures, so standardised communication protocols are required to ensure data can be used to mitigate issues with having opposing protocols.
Open standards and protocols enable interoperability by providing a common set of libraries or specifications, that allow different systems to communicate and exchange data effectively. K Gottschalk says open standards are “a collection of standardized protocols and application programming interfaces (APIs) that lets individuals and applications locate and utilize Web services.” [5] This allows them to exchange data without compatibility issues.
The fallacies of distributed computing are incorrect assumptions developers make when designing distributed systems, which can hinder interoperability and reliability. Andrew S. Tanenbaum covers the fallacies as “developers initially make assumptions about the underlying network that are fundamentally wrong,” including “assuming that the network is reliable” [6]. This highlights the challenges inside real networks, as they are often unpredictable, meaning data can be received out of order or missing, requiring protocols to manage these issues.
Achieving a true interoperable network can be challenging due to the previously discussed fallacies however the main challenge remains Heterogeneity between systems. Heterogeneity meaning diverse or varied. The primary issues and challenges are with Syntactic heterogeneity which is describes as “differences in the representation or format of the data” [7] by Richard Anthony. systems can structure and format data differently, while this might not seem problematic on the surface level, this will lead to data being incorrectly handled. 
	A fix for syntactic heterogeneity is using standardised data formats and protocols to ensure consistent data representation across systems. Richard Anthony suggests another method as “Middleware provides equal functionality at all access points through an application programming interface (API), which must be adapted to each supported programming language and development environment.”  Syntactic heterogeneity is only a major issue when a similar 
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