Cloud Engineering Principles and PracticeUniversity of Wales Trinity Saint David


(ACCA7027)
	Submission to: Dr Mark Huntly

	Module:  Cloud Engineering Principles and Practice  

	Name: Hridoy Majumder       

	Department: Cyber security & Digital Forensics

	ID: 2522065



Table of Content

Introduction…………………………………………………………………………………….…..page (4)The Role of Virtualization, Containerization and Modern Cloud Architectures in Scalable Cloud Systems

Virtualization in Cloud Computing …………………………………...page (5-6)

   Principles of Virtualization ….……………………………………..………..……….page (5)
   Benefits and Limitations of Virtualization………………………………….……..page (5-6)
Containerization and Dockers Technology…………………….……...page (6-8)
   Principles of Containerization…………………………………….……………….…page (6)
   Dockers Architecture and Components………………………………………........page (6-7)
   Practical Implementation of Dockers…………………………………………….…..page (7)
   Containers vs Virtual Machines: A Critical Analysis……………………………..page (7-8)

Cloud Computing Core Concepts ………………………………….…page (8-9)
   Load Balancing…………………………………………………………….page(8)
   Scalability………………………………………………………………….page(8)
   Application Gateways...………………………………………………….page(8-9)
   Integration of Load Balancing, Scaling and Gateways……………………….page(9)

Driving Forces Behind Cloud Computing Expansion………………...page (9)
   Cost Efficiency and Resource Optimization……………………….………..page (9)
   Flexibility and Scalability…………………………..…………….………..page (9)
   Performance and Reliability…………………………….…………..……..page (9)
Server less Computing vs Containerization……………………...…page (10-12)
    Server less Architecture (Function-as-a-Service)……………………..……page (10)
    Containerization Approach……………………….…………………page (10-11)
    Comparative Analysis and Critical Evaluation…………………….…page (11-12)
    Synthesis and Practical Implications……………………………………page (12)
Conclusion……………………………..………………………………page (13)

References……………………………..…………….…………………page (14)
[bookmark: _GoBack]Video link……………………………………………………………….page(15)













The Role of Virtualization, Containerization and Modern Cloud Architectures in Scalable Cloud Systems


1.0 Introduction
Cloud computing has changed the way businesses create, use, and manage applications in a big way by giving them access to scalable, on-demand, and inexpensive computing resources over the internet. Modern businesses are moving away from traditional on-premises infrastructure and toward cloud-based solutions to get more flexibility, efficiency, and access from anywhere in the world. Several underlying technologies have made this change possible, the most important of which are virtualization and containerization, which together make up the core of cloud engineering.

Virtualization lets multiple operating systems run at the same time on the same physical hardware. This makes better use of resources and lowers costs. But as application architectures changed to use micro services and distributed systems, containerization became a better and lighter option. Technologies like Dockers have been very important in making it possible for applications to be quickly deployed, moved around, and scaled up in many different settings.
Cloud computing depends on architectural parts like load balancing, scalability, and application gateways, in addition to innovations at the infrastructure level. These parts make sure that applications can handle changing workloads, stay up and running all the time, and give users safe services. Also, the fast growth of cloud computing has been caused by economic and operational factors, such as cutting costs, increasing flexibility, and improving performance.

More recently, server less computing has become a new way of doing things that completely removes the need for infrastructure management, letting developers focus only on application logic. Server less architectures have a lot of benefits, like being simpler and cheaper, but they also have some drawbacks that need to be carefully weighed against container-based approaches.
This report critically assesses the principles of virtualization and containerization, emphasizing Dockers technology. It looks at important ideas in cloud computing, like load balancing, scalability, and application gateways, and how they all work together to provide strong cloud services. It also looks into what makes people want to use the cloud and compares server less computing to containerization. The report shows how modern cloud engineering practices make systems that can grow, work well, and stay up even when things go wrong.




2.0 Virtualization in Cloud Computing
2.1 Principles of Virtualization

Virtualization is a key part of cloud computing that lets you turn physical hardware into many virtual instances. A hypervisor serves as a bridge between the physical hardware and the virtual machines (VMs) to make this happen. Hypervisors let multiple operating systems run at the same time on one physical server, which makes the most of the server's resources [1].

There are two main kinds of hypervisors. Type 1 hypervisors, also called bare-metal hypervisors, run directly on the physical hardware. They are often used in businesses because they are fast and efficient. Some examples are Microsoft Hyper-V and VMware ESXi. Type 2 hypervisors, on the other hand, run on top of a host operating system and are mostly used for testing and development.

One of the most important ideas behind virtualization is resource pooling. Physical resources like CPU, memory, and storage are broken up into virtual parts that can be quickly assigned to different virtual machines. This lets cloud providers support multi-tenancy, which means that multiple users can share the same physical infrastructure while still being logically separate.

Another important part of virtualization is isolation. Each virtual machine runs on its own, so if one VM fails or is hacked, the others are not affected. This separation is important for keeping cloud environments stable and safe, especially in public cloud deployments.

2.2 Benefits and Limitations of Virtualization

Virtualization has many benefits, such as better use of resources, lower costs, and more flexibility in operations. When businesses put multiple workloads on one physical server, they can save money on hardware and energy costs, which lowers their operating costs [2]. Organizations can also quickly provision virtual machines, which lets them respond quickly to changing needs.

Another benefit is that it can handle errors. It's easy to move virtual machines from one physical host to another, which keeps systems running even if hardware fails. This feature is very important in cloud environments, where high availability is a must.

But virtualization also has some problems. One of the main problems is that running more than one operating system takes up a lot of resources. Each virtual machine needs its own operating system, which uses more CPU, memory, and storage space. This can make things run slower than if they were running natively.

Also, managing a lot of virtual machines can be hard and take a lot of resources. Organizations need to use advanced management and orchestration tools to keep things running smoothly as the number of deployments grows. These problems have made containerization a better option that is less heavy.



3.0 Containerization and Dockers Technology
3.1 Principles of Containerization
Containerization is a type of virtualization at the operating system level that lets applications run in separate spaces called containers. Containers share the host operating system kernel, so each instance doesn't need its own OS like virtual machines do. This cuts down on resource use by a lot and speeds things up [3].
The main benefit of containerization is that it makes things portable. Containers package an app and all of its dependencies together, making sure that it works the same way in all environments. This makes it easier to deploy apps in development, testing, and production environments without any problems with compatibility.

Efficiency is another important principle. Because containers are light, they can start and stop quickly, which makes it easy to scale and deploy them quickly. This is especially helpful in cloud environments, where applications need to be able to respond to changing workloads in real time.

3.2 Dockers Architecture and Components
Dockers is the most popular platform for containerization. It has everything you need to build, manage, and deploy containers. There are a few important parts that make up its architecture.
The Dockers Engine is the main part of the runtime that handles containers. It does things like making images, running containers, and keeping track of resources. Dockers images are read-only templates that have all the code, libraries, and dependencies that an application needs to run. These images are used to make containers, which are the running versions of the images.
Dockers Hub is a cloud-based storage space where people can keep and share container images. It makes it easier for people to work together and use pre-made images, which cuts down on the time and effort needed for development.
The layered architecture of Dockers is one of its most important features. Each layer of an image represents a different instruction in the Dockers file. This method makes things more efficient by letting layers be used in more than one image, which cuts down on the amount of storage space and time it takes to build.

3.3 Practical Implementation of Dockers
In real-life cloud engineering situations, Dockers helps developers make the process of deploying applications faster. The first step in a typical workflow is to make a Dockers file, which tells the application what environment and settings it needs. The Dockers file has instructions for things like choosing the base image, copying application files, and setting up commands to run the application.

After the Dockers file is made, it is used to make a Dockers image. This picture shows how to make containers. You can then run the image to start a container, which is a separate space for the application to run in.

Dockers also has advanced features like volumes and networking. Volumes keep data even after a container is deleted, so it doesn't get lost when containers are removed. This is especially important for databases and other applications that keep track of their own state.

When you network in Dockers, containers can talk to each other and to systems outside of Dockers. Developers can separate and control communication between different parts of an application by making their own networks. This feature is necessary for using micro services architectures in the cloud.
3.4 Containers vs Virtual Machines: A Critical Analysis
Both containers and virtual machines offer isolation, but they work very differently when it comes to performance, scalability, and resource use. Virtual machines provide robust isolation, as each VM operates with its own operating system. This means they are good for programs that need a lot of security and separation.

But this level of separation means that resources are used more. Using more than one operating system on the same computer takes up a lot of CPU and memory resources, which makes things less efficient. Also, virtual machines take longer to start up, which can make it harder for them to grow quickly.

On the other hand, containers are light and work well. Containers need less resources and can start up almost right away because they share the host operating system kernel. This makes them perfect for modern application architectures, especially micro services, where quick scaling and deployment are very important.

Even though containers have these benefits, they also have some problems. They might be more at risk for security problems because they share the host OS. So, businesses need to take extra steps to protect themselves, like isolating and monitoring containers, to lower these risks.

4.0 Cloud Computing Core Concepts
4.1 Load Balancing
Load balancing is an important part of cloud computing that spreads incoming network traffic across several servers. This makes sure that no one server gets too busy, which makes the system more reliable and faster [5]. Load balancers usually work at Layer 4 of the OSI model, which is where TCP and UDP traffic goes.

You can use different load balancing algorithms, such as least connections, round-robin, and IP hash. Every algorithm has its pros and cons and works best in different situations. For instance, round-robin works well for workloads that are evenly spread out, while least connections works better for apps with processing times that change.


4.2 Scalability

Scalability is the ability of a system to add resources so that it can handle more work. In the cloud, scalability is possible through both vertical and horizontal scaling. Adding more machines to the system is what horizontal scaling does, while adding more resources to one machine is what vertical scaling does [6].

In cloud computing, horizontal scaling is very important because it lets systems handle large and changing workloads quickly and easily. Cloud providers offer automated scaling tools, like virtual machine scale sets, that change the amount of resources available based on how many people are using them.
4.3 Application Gateways
Application gateways work at Layer 7 of the OSI model and offer advanced security and routing features. Application gateways can look at application-level data like HTTP requests and URLs [7]. 

This is different from load balancers, which work at the transport layer.
This lets them send traffic to different backend services based on certain criteria, like sending requests for different URLs to different backend services. Application gateways also have security features like web application firewalls that keep applications safe from common threats.

4.4 Integration of Load Balancing, Scaling and Gateways

For cloud systems to be strong, load balancing, scalability, and application gateways must all work together. Load balancers send traffic to several servers to make sure they work at their best. Scalability makes sure that there are enough resources to meet demand, and application gateways provide smart routing and security.

These parts work well together. Load balancing and scaling work together to keep performance and availability up, while application gateways improve security and functionality. Together, they help businesses provide cloud services that are reliable and work well.



5.0 Driving Forces Behind Cloud Computing Expansion
5.1 Cost Efficiency and Resource Optimization
Cost-effectiveness is one of the main reasons why people are moving to the cloud. With cloud computing, you don't have to spend a lot of money on hardware and infrastructure up front. Organizations can instead use a pay-as-you-go model, which means they only pay for the resources they use [8].

5.2 Flexibility and Scalability
Cloud platforms offer the most flexibility because they let businesses change the amount of resources they use based on need. This lets businesses quickly adapt to changes in the amount of work they have to do and the state of the market.

5.3 Performance and Reliability
Cloud providers use distributed infrastructure and redundancy to make sure their services are fast and reliable. This makes sure that apps are still available even if something goes wrong.


6.0 Server less Computing vs Containerization
6.1 Server less Architecture (Function-as-a-Service)

Function-as-a-Service (FaaS), also known as server less computing, is a big change in how cloud applications are built because it takes care of infrastructure management for developers. In this model, cloud providers like Amazon Web Services and Microsoft Azure take care of server provisioning, scaling, and resource allocation automatically. This lets developers focus only on writing and deploying code. AWS Lambda and Azure Functions are two well-known implementations that run code when certain events happen, like HTTP requests, changes to a database, or message queue triggers [9].

One of the best things about server less computing is that it saves money. In contrast to traditional cloud models, where users pay for resources that are set up for them whether or not they use them, server less platforms use a pay-per-execution model. This makes sure that businesses only pay for the actual compute time used, which is great for apps with workloads that aren't always predictable or steady [10]. This model is very helpful for event-driven apps like file processing systems and IoT data pipelines.

Another great thing about it is that it can grow automatically. Server less platforms automatically adjust resources based on incoming requests without the need for manual setup. This makes it easier to run things and eliminates the need for capacity planning. Server less architectures also encourage quick development and deployment because developers can focus on one function at a time instead of managing the whole application environment.

But server less computing does have some problems. One big problem is "cold starts," which happen when functions take a long time to respond after being inactive for a while. This can affect how well latency-sensitive apps work [11]. 

Also, server less environments often have limits on how long a program can run and who can access the underlying infrastructure, which makes them less flexible and less controllable. Because of these limits, servers are not as good for long-running or very customized apps.

6.2 Containerisation Approach

Containerization, which is made possible by platforms like Dockers, is a different way to deploy applications. It puts applications and their dependencies into portable containers. Containers give developers more control over the runtime environment than server less computing does. This lets them customize settings and manage how applications behave more accurately [3].

Containers work especially well with micro services architectures, which break apps down into smaller, independent services. You can put each service in its own container and deploy it separately. This makes it easier to scale and maintain. Kubernetes and other container orchestration tools make this model even better by automating the deployment, scaling, and management of containerized apps [4].

One of the best things about containerization is that it works the same way in all environments. Containers have all the dependencies that applications need, so they work the same way in development, testing, and production environments. This makes deployments less likely to go wrong and more reliable.

But containerization needs more management than server less computing does. Developers have to do things like setting up containers, scaling policies, and providing infrastructure. This makes things more complicated and may require more knowledge. Also, containers use more resources than server less functions when they are not doing anything, even though they are lighter than virtual machines.


6.3 Comparative Analysis and Critical Evaluation

A thorough comparison of server less computing and containerization shows that each has its own strengths and is best for different situations. Server less computing is great because it's simple and cheap, especially for short-lived and event-driven workloads. It is very appealing to businesses that want to speed up development and cut down on operational costs because it can automatically scale and remove the need for infrastructure management [10].

Containerization, on the other hand, gives you more freedom and control, which makes it better for complicated, long-running apps. Containers let developers set up their own runtime environments and keep full control over how applications work. This is very important for systems used by businesses. Also, containers are better for apps that need consistent performance because they don't have the problem of cold start latency.

Server less computing is more cost-effective for applications with workloads that change or are hard to predict because resources are only used when functions are run. But for apps that always have work to do, containerization may be cheaper because the extra costs of server less execution can add up over time.

Vendor lock-in is another important thing to think about. Server less platforms are often very closely linked to certain cloud providers, which makes it hard to move apps from one platform to another. Containerization, on the other hand, makes things easier to move around because containers can run on any system that supports container runtimes.

Safety is also very important. Server less platforms get managed security from cloud providers, but they make it harder to see and control the infrastructure that runs them. Containers give businesses more control, but they also have to put in place their own security measures, which makes things more complicated and puts more responsibility on them.


6.4 Synthesis and Practical Implications

In reality, a lot of businesses use a mix of server less computing and containerization to get the best of both worlds. For instance, server less functions can be used for tasks that happen when certain events happen, like processing data or triggering an API. Containers, on the other hand, can be used for core application services that need to run all the time and can be set up in different ways.

This hybrid model shows how cloud engineering is changing, since there is no one best way to do things. Instead, the decision between server less and containerization depends on things like the type of workload, performance needs, cost, and the skills of the organization.

In the end, server less computing and containerization shouldn't be seen as competing technologies. Instead, they should be seen as tools that work together in the larger cloud ecosystem. Organizations can make cloud architectures that are more efficient, scalable, and resilient by knowing their strengths and weaknesses.






7.0 Conclusion

In conclusion, cloud computing has changed a lot thanks to the addition of virtualization, containerization, and server less computing. Each of these technologies has helped make cloud systems that can grow and work better. Virtualization has created the basic layer by allowing resource abstraction, multi-tenancy, and efficient use of hardware. These are still important in modern cloud infrastructures. But because it uses too many resources and can't grow, people have started using lighter alternatives.

Containerization, especially through Dockers, has fixed a lot of these problems by making deployment more efficient and portable. Containers make it easier to scale and cut down on overhead by letting apps run in separate environments while still using the host operating system. This makes them perfect for modern cloud-native apps and micro services architectures. Containerization does, however, come with its own problems, especially when it comes to security and management complexity. These problems need extra tools and knowledge to fix.

Also, cloud architectural parts like load balancing, scalability, and application gateways are very important for making sure that cloud systems are reliable, fast, and safe. These parts don't work on their own; instead, they work together to make a system that can handle changing workloads and stay available all the time. The combination of these technologies shows how important it is to make cloud systems that are not only scalable but also safe and reliable.

Cloud computing has grown quickly because it is cost-effective, flexible, and high-performing. More and more businesses are using cloud solutions to make the most of their resources and adapt to changing business needs. But this growth also means that you need to think carefully about your architectural choices and trade-offs.

In this case, comparing server less computing to containerization shows how cloud engineering is changing. For event-driven apps, server less computing is simple, scales automatically, and saves money. For complex and long-running systems, containerization gives you more control, flexibility, and consistency. It is better to think of these approaches as complementary solutions that can be used together to meet a variety of application needs than as competing technologies.

The overall results of this report show that modern cloud engineering depends on a balanced mix of different technologies. Virtualization, containerization, and server less computing are all important for making systems that can grow, work well, and stay up. Future advancements in cloud computing will probably center on greater abstraction, enhanced automation, and fortified security, underscoring the necessity of embracing adaptable and hybrid architectural methodologies.
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Video Link: Cloud Engineering



Note: - Sir, my personal laptop display died after making two videos, so that is why I used my mobile camera during the third task. While I was using my mobile camera in the lab, a teacher arrived to conduct his class and asked me to leave, so I quickly made that video.
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