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[bookmark: _Toc214271718][bookmark: _Toc214319424]Introduction
In today’s era, the internet is a major aspect of everyday life. People rely on the internet for information and many other things, so with this growing trend and technology, businesses also depend on it as it opens the gates of opportunities for them globally. But it comes with threats that could cause great damage to their business or assets. Organisations relying on cloud-based infrastructure or offering cloud services, or providing any service via the internet to a foreign market, must regard the security of data as an utmost priority. Many businesses are worried about cyberattacks as a great threat. This creates a demand for skilled workers who can secure the organisation’s possessions and its name. 

Nature Green (NG) is an internationally known company that sells products to maintain a healthy lifestyle. It has customers worldwide. It uses cloud services to connect to its clients and staff. Approximately 95% of the company’s network is wireless, creating the possibility of threats like hacking or unauthorised access to private data, etc. The company promotes its products and services mainly through social media. To handle various processes and clients, NG has a large staff, which led it to decide to allow its employees to bring or use their own devices due to factors like cost-cutting. It introduces significant risks relating to data leakage, inconsistent device security, and loss of control over endpoints. Compounding these challenges is the fact that NG currently lacks formal security policies, governance structures, or compliance mechanisms to protect its information assets.

This report will consider the above-mentioned challenges by combining three major frameworks that are very relevant to NG. The frameworks will be ISO/IEC 27001 standards for information security and management systems (ISMS), NIST (CSF 2.0) to prevent cyberattacks, and GDPR for strict data protection compliance. Taking reference from these frameworks, I will design a structure that will be appropriate for NG. Finally, the report will highlight the importance of updating policies and standards are essential for information security.
[bookmark: _Toc214271719][bookmark: _Toc214319425]SECURITY FRAMEWORKS AND MODELS
To tackle cybersecurity attacks, organisations or companies cannot only rely on reactive security measures (measures taken after the attack has happened). They need to implement a proper security framework or model so that these attacks can be prevented and there would be no damage to the company, which would also provide consistency, clarity, and measurable outcomes.
 
For a global company like NG, selecting a framework is not just a technical requirement; it is also to maintain their reputation and trust of their clients in the company, which is very important to maintain global customers, and also to meet the international regulatory requirements. Looking through the different frameworks, I would say that ISO/IEC 27001, NIST CSF, and GDPR definitely are the most compatible with NG because of their connection to the cloud, wireless networking, global business, and data protection requirements. The frameworks dictate the principal management of cybersecurity threats and issues as well as granting proper and rightful use of personal data, among other things that I will elaborate on in this report. 

[bookmark: _Toc214271720][bookmark: _Toc214319426]ISO/IEC 27001 - Information Security Management System (ISMS)
The standard for information security management systems is acknowledged worldwide. It was developed in collaboration between the International Organisation for Standardisation (iso) and the International Electrotechnical Commission (IEC). It provides a systematic and practical approach to managing the sensitive information within an organisation.

ISO 27001 standard is a risk-based approach, which means that the company has to identify, evaluate, and decide how to handle security risks concerning information, for instance, risk acceptance, avoidance or transfer. One of the main elements to be compliant with ISO 27001 is the operation of the Plan-Do-Check-Act cycle [2]. 
PDCA:
· Plan involves establishing the ISMS. Identify IP assets, conduct risk assessments and select controls based on the organisation. For NG, it could mean identifying customers' information, staff data, research files, and IP as important assets needing the most protection.
· Do means implementing controls and security measures, like as access control to selected people, so that not everyone can access restricted information, training programs, encryption technologies, and incident response systems.
· Check refers to monitoring controls and requests, performing internal audits time to time, reviewing logs, and ensuring compliance with both internal and external requirements.
· Act includes taking corrective actions to face any issue, regular improvements, and refining the ISMS in response to audit results.

[image: A diagram of a diagram]
Source: PDCA cycle model illustrating Plan–Do–Check–Act. Adapted from PDCA cycle: What it is and how to use it (Tervene, 2022)
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The NIST framework serves as a guide for managing cybersecurity risks by the industry, government agencies, and other organisations. The Cybersecurity Framework (CSF) 2.0 version has been developed with the intention to support enterprises of all sizes and sectors across the board (e.g., industry, government, academia, and nonprofits) in their efforts to manage and diminish their cybersecurity risks [4]. Its core functions are govern, identify, protect, detect, respond, and recover, which provide comprehensive guidance for managing risks.

· Govern – This function means the risk management strategies, expectations of the company, and policy are established, well communicated, and monitored. The GOVERN Function gives results that guide an entity in deciding how to carry out and prioritize the results of the other five Functions taking into account its mission and stakeholder expectations.
· Identify – It means the ongoing cybersecurity risks of the company are understood.  If a company understands its assets ( data, software, services, etc) and related risks, it helps the company to prioritise its assets so as to make a strategy accordingly. Without being completely aware of assets, security controls cannot be effectively deployed.
· Protect - After identifying assets and prioritized, this function gives the ability to protect important assets and minimise the damage. This function also includes access control, data security, and awareness training, which aligns with NG’s need to control personal devices and secure its wireless network.
· Detect – It focuses on finding anomalies, monitoring api requests and logs, and implementing alarms or alert tools so any unusual action can be timely detected. As NG operates on a global level, rapid detection is very important.
· Respond- this includes how to react and defines the process for managing incidents and analysing their impact, and how to deal with further risks. It provides a proper structure for dealing with the incidents.
· Recover – it makes sure that the organisation’s operations’ continuous through systems restoration, disaster recovery, communication strategies, and post-incident evaluations.
[image: A diagram of a circular diagram
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Source: The NIST Cybersecurity Framework (CSF) 2.0
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GDPR is an acronym for General Data Protection Regulation, and the law is, no doubt, the most and the most strict one that can be applied to data protection, giving a proper treatment to personal information of the people living in the EU by companies. NG, as a worldwide firm, can’t escape this legislation and will have to stand by its terms. 

The GDPR outlines the core principles of data processing, which every organisation must adhere to, and these include lawfulness, fairness, and transparency, among others. For NG, this entails not only collecting customer data for legitimate reasons and keeping it securely, but also operating openly and honestly within the complete process.

Moreover, the GDPR brings about some requirements for the organisation:
· Performing Data Protection Impact Assessments (DPIAs) for very risky actions. (5)
· Choosing a Data Protection Officer (DPO) for big-time data processing
· Setting up ways for consumers to see and fix their information or even have it removed
· Making sure that the data transfers between countries are secure
· As it is stated in Article 33, under notification of a personal data breach to the supervisory authority, the controller should not delay more than 72 hours. (5)

Non-compliance may entail very heavy penalties of up to 4% of the annual global turnover, thus turning the GDPR into a not-to-miss compliance priority for NG.
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Assumptions:
I made some assumptions to make an appropriate framework to provide the best solution for NG.  
· NG operates globally, so GDPR and international compliance will apply.
· It uses a hybrid cloud environment, which supports scaling and distribution globally.
· I assumed that bringing your own devices is made mandatory to save cost, so it would introduce endpoint security risks.
· 95% company’s network is wireless, so there is high exposure to cyberattacks.
· NG does not have a formal security framework that it must build to protect its assets.
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Best security starts with strong governance. The NG has to set up a security governance structure that would clarify who is responsible for what, make sure that there is accountability, and integrate security with the goals of the organisation. Taking the concept of governance requirements from ISO/IEC 2700 and mixing it with NIST's "identify" and "govern" functions, it would be very advantageous for the NG to create a multi-layered structure. The NIST Cybersecurity Framework (NIST CSF) is one of the best practices that furnish the organisation with established procedures for controlling and lowering the impact of cybersecurity risks [4].

The board of directors should define the organisational risk appetite, approving the strategy that best fits the company and evaluating the proposal directly and monitoring the performance of every process.  The security governance committee might take command of the terminal point and the beginning of all policies and procedures, ensure compliance with standards and legal requirements, and consequently, smooth operations with risk assessments undertaken at regular intervals. This governance structure guarantees that decisions are effectively passed from top-level management to operational teams, thus supporting consistency, responsibility, and continuous development of the whole organisation. The proper communication between every level of organisation makes the work smooth.
[image: A flow diagram shows the I S O slash I E C 27014:2013 governance processes between Executive Management and InfoSec Management, Governing Body, and Stakeholders. The Executive Management and InfoSec Management make Proposals which are Evaluated by the Governing Body. The Governing Body Communicates evaluated proposals to the Stakeholders by way of Reports. Stakeholders Communicate their Requirements to the Governing Body. Performance of the Executive Management and InfoSec Management is Monitored and Evaluated by the Governing Body. Based on their evaluation, the Governing Body Directs Strategy and Policy making for the Executive Management and InfoSec Management.  External entities Assure Commissions and Recommendations.]
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Policies are the base of the company’s security framework. NG must establish an overarching Information Security Policy supported by domain-specific policies such as Bring Your Own Device (BYOD) Policy, Access Control Policy, Data Classification Policy, Cloud Security Policy, and Acceptable Use Policy. 

A well-defined and formal policy for BYOD is essential because NG has allowed employees and customers to use their personal devices to access the data. This policy would define the requirements like operating system updates, software, etc, only allowing specific applications, encryption requirements, and guidelines for saving the company’s data.

The access control policy will make sure that multifactor authentication is enabled and the principle of least privilege to prevent unauthorized access [8]. And the data classification policy will categorise the data as public, internal, or sensitive to ensure appropriate control. The cloud security policy addresses the encryption standards and service-level requirements for cloud providers.

Below image describes the policy hierarchy.
[image: A diagram of a security system
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[bookmark: _Toc214319432]Risk Management
Risk management is an essential part of ISO 27001 and NIST. The initial step for NG to carry out the implementation is to recognize threats, determine weaknesses, analyse risks, set up controls, and constantly supervise results. A company can specify risks as high, medium, or low and can also categorise the impact of the risk.


[image: A diagram of a risk management framework
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NG needs a multilayered defence-in-depth approach including network security, cloud security, endpoint security, zero-trust controls, and monitoring. So that it would be nearly impossible for attackers to break the defense.

Network protections include making segmentation of staff and guest networks, detection systems, and securing access to points. As NG’s most of network is mostly wireless, it must give priority to radio-frequency monitoring and authorised device validation.

Cloud protection includes providing multi-factor authentication (MFA), encrypting all cloud data, and using security tools for cloud to detect any configuration problems.
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A planning framework which designed to consider the possibility of unexpected events can ensure that NG can maintain operations during major disruptions. The Business Continuity Plan (BCP) must include critical functions like recovery time objectives and establishing strategies such as redundant cloud resources. The disaster recovery plan should specify backup plans and schedules, the detailed procedures, and requirements. As NG is a global company so it should have a multi-region redundancy.

The incident response plan should focus on NIST’s six functions as mentioned above. If NG follows that properly, it will also meet the GDPR’s obligation of a 72-hour breach.
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Being a global company, it becomes a necessity for companies like NG to comply with international standards and laws. For countries in the European Union, they come under GDPR, which requires NG to conduct DPIAs, implement consent management, designate a DPO, and ensure secure cross-border data transfers.

While providing the services through the cloud, there are service level agreements with cloud providers for each service, which must specify availability requirements, security controls and data locations, and defined timeframes for breach notifications.
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As technology is changing rapidly, and also the ways for businesses to understand how they can satisfy their customers are also changing, they need to update their strategies from time to time. The techniques that attackers use to conduct their attacks change and become more sophisticated as time goes by. The claws and the weaknesses are continually to be found along with the release of new high-tech solutions such as artificial intelligence, Internet of Things and the cloud that are bringing with them unheard of risks.

On top of that, the rules and regulations are always being changed, especially in what concerns data privacy. There are inconsistencies in the interpretation of GDPR, and the emergence of new laws on data protection in various regions, as well as changes in the rules for international data transfer happen all the time.

Also, companies like NG go through a variety of changes, such as opening up to other regions or going after a completely different market, which in turn will lead to the formation of a new department in the company with corresponding requirements. Updated policies make sure that the organisation is ready to deal with ongoing or advanced levels of attacks and can respond effectively.
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Nature Green requires a comprehensive, well-structured approach to information security. By combining the frameworks from ISO/IEC 27001, NIST CSF, and GDPR, NG can develop the best framework that would help in strengthening cybersecurity and protecting its assets worth billions. The proposed governance model, policy framework, risk-management strategy, and technical controls collectively ensure NG can securely support cloud services, wireless networks, and BYOD environments. Continuous improvement will keep the framework up to date and intact and help keep the company’s data safe while building its reputation.
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Figure 3-7 1SO/IEC 27014:2013 governance processes'
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