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[bookmark: _Toc66349366]Task 1: VM creation and Operating System installations.

[bookmark: _Toc66349367]Installed Oracle Virtual box
Installed virtual box, accepting the defaults presented, as shown below.

Step 1: Clicked next on the welcome screen
[image: Machine generated alternative text:
Oracle Virtua180x6.I.Iö Setup 
Welcome to the Oracle VM 
VirtualBox 6.1.16 Setup 
Wizard 
The Setup Wizard will install Orade VM VirtualBox 6. I. 16 on 
your computer Click Next to continue or Cancel to exit the 
Setup Wizard. 
Version 6. I. 16 ]

Step 2: Accepted the standard features presented and clicked next
[image: Machine generated alternative text:
Custom Setup 
Select the nay you want features to be installed. 
Click on the icons in the tree belon to change the vvay features will be installed. 
91 Z • Virtualaox Applicaton 
•Z • Virtualaox USE Supguyrt 
Virtualaox Net,Norkjng 
•Z • Virtualaox aridga 
• Virtualaox Host-C 
Virtualaox Python 2.x SL 
C: program 
Loca bon: 
Version 6. I. 16 
Oracle VM VirtualBox 6. I. 16 
application 
This feature requires 217ME on 
your hard drive. It has 3 of 3 
subfeatures selected. The 
subfeatures require 932KE on yo... 
Next > ]


Step 3: Left all checkboxes checked and clicked next.
[image: Machine generated alternative text:
Custom Setup 
Select the nay you want features to be installed. 
Please choose from the options belovv: 
e] Create start menu entries 
e] Create a shortcut on the desktop 
e] Create a shortcut in the Quick Launch aar 
e] Register file associa bons 
Version 6. I. 16 ]

Step 4: Clicked Yes to install the network interfaces
[image: Machine generated alternative text:
Warning: 
Network Interfaces 
Installing the Orade VM Virtualaox 6. I. 16 Newvorkjng 
feature will reset your newvork connection and temporarily 
disconnect you from the newvork. 
Proceed with installa bon ncwv ? 
Version 6. I. 16 ]


Step 5: Clicked Install to start the installation
[image: Machine generated alternative text:
Ready to Install 
The Setup Wizard is ready to begin the Custom installation. 
Click Install to begin the installaton. If you vvant to review or change any of your 
installation settngs, dick Back. Click Cancel to exit the wizard. 
Version 6. I. 16 ]


Step 6: Clicked install again to install the Oracle device software.
[image: ]







Step 7: Clicked finish once installation had completed.
[image: Machine generated alternative text:
Oracle VM Virtua180x 6. i.iö Setuo 
Oracle VM VirtualBox 6.1.16 
installation is complete. 
Click the Finish button to exit the Setup Wizard. 
e] Start Orade VM VirtualBox 6. I. 16 after installation 
Version 6. I. 16 
< Sack 
Cancel ]


Step 8: Opened virtual box to make sure it launched successfully
[image: Machine generated alternative text:
Orade Viltue18cx L•leneger 
Preferences Import Exgu)rt 
Welcome to VirtualBox! 
Nevv Add 
The left part of applicaton windovv contains 
global tools and lists all virtual machines and 
virtual machine groups on your computer. You 
can import, add and create nevv VMS using 
corresponding toolbar buttons. You can »pup 
a tools of currently selected element using 
corresponding element button. 
You can press the FI key to get instant help, 
or visit virtualbox.ora for more 
information and latest news. ]



[bookmark: _Toc66349368]Created virtual machines
After installing virtual box, proceeded with building the virtual machines for server1, server 2, client 1 and client 2

[bookmark: _Toc66349369]Virtual Machine for Server 1 

Step 1: On the initial virtual machine screen, set the virtual machine type to Microsoft windows and the windows version to Windows 2019 (64-bit).
[image: ]

Step 2: On the memory size screen, set the memory size to 4096 Megabytes. This will limit the virtual machine to using 4096 Megabytes of the host operating system’s memory. 
[image: ]

Step 3: On the hard disk file type screen, selected the VDI (Virtual Disk Image) radio button. According to Ivan Sotrei Books [1],VDI is the native format used to create virtual disks in virtual box for virtual machines. The VHD format is used by Microsoft products. The VDMK format is used for VMware products. Since we are not using any Microsoft and VMware products, we only need the Virtual Disk Image option.  
[image: ]

Step 4: On the Storage physical hard disk screen, set the disk to dynamically allocated, so the virtual machines only uses the space it consumes.
[image: ]
Step 5: On the File location and size screen, set the disk size to 25 gigabytes and clicked create to build the virtual machine.
[image: ]



[bookmark: _Toc66349370]Virtual Machine for Server 2 

Step 1:  On the initial virtual machine screen, set the virtual machine type to Microsoft windows and the windows version to Windows 2019 (64-bit).
[image: ]

Step 2: On the Memory size screen, set the memory size to 4096 Megabytes. This will limit the virtual machine to using 4096 Megabytes of the host operating system’s memory. 
[image: ]

Step 3: On the Hard disk file type screen, selected the VDI (Virtual Disk Image) radio button. According to Ivan Sotrei Books [1] ,VDI is the native format used to create virtual disks in virtual box for virtual machines. The VHD format is used by Microsoft products. The VDMK format is used for VMware products. Since we are not using any Microsoft and VMware products, we only need the Virtual Disk Image option.  
[image: ]

Step 4: On the Storage physical hard disk screen, set the disk to dynamically allocated, so the virtual machines only uses the space it consumes.
[image: ]


Step 5: On the File location and size screen, set the disk size to 25 gigabytes and clicked create to build the virtual machine.
[image: ]


[bookmark: _Toc66349371]Virtual Machine for Client 1 

Step 1: On the initial virtual machine screen, set the virtual machine type to Microsoft windows and the windows version to Windows 10 (64-bit).

[image: ]

Step 2: On the Memory size screen, set the memory size to 4096 Megabytes. This will limit the virtual machine to using 4096 Megabytes of the host operating system’s memory. 
[image: ]

Step 3: On the Hard disk file type screen, selected the VDI (Virtual Disk Image) radio button. . According to Ivan Sotrei Books [1], VDI is the native format used to create virtual disks in virtual box for virtual machines. The VHD format is used by Microsoft products. The VDMK format is used for VMware products. Since we are not using any Microsoft and VMware products, we only need the Virtual Disk Image option.  

[image: ]
Step 4: On the Storage physical hard disk screen, set the disk to dynamically allocated, so the virtual machines only uses the space it consumes.
[image: ]



Step 5: On the File location and size screen, set the disk size to 20 gigabytes and clicked create to build the virtual machine.

[image: ]



[bookmark: _Toc66349372]Virtual Machine for Client 2 

Step 1: On the initial virtual machine screen, set the virtual machine type to Microsoft windows and the windows version to Windows 10 (64-bit).
[image: ]

Step 2: On the Memory size screen, set the memory size to 4096 Megabytes. This will limit the virtual machine to using 4096 Megabytes of the host operating system’s memory. 
[image: ]
Step 3: On the Hard disk file type screen, selected the VDI (Virtual Disk Image) radio button.  According to Ivan Sotrei Books [1] ,VDI is the native format used to create virtual disks in virtual box for virtual machines. The VHD format is used by Microsoft products. The VDMK format is used for VMware products. Since we are not using any Microsoft and VMware products, we only need the Virtual Disk Image option.  

[image: ]

Step 4: On the Storage physical hard disk screen, set the disk to dynamically allocated, so the virtual machines only uses the space it consumes.
[image: ]


Step 5: On the File location and size screen, set the disk size to 20 gigabytes and clicked create to build the virtual machine.

[image: ]

[bookmark: _Toc66349373]Windows Server Installation

[bookmark: _Toc66349374]Windows Server Installation for Server 1

Step 1: In Server 1 settings, attached the windows server 2019 ISO file to the optical drive.
[image: ]

Step 2: In the system settings of the virtual machine, checked the PAE/NX check box on the processor tab. According to Ivan Sotrei Books [1], the PAE/NX option allows a x86 processor to access more than 4 gigabytes of RAM.
[image: ]


Step 3:  In the display settings of the virtual machines, set the video memory to 128 megabytes.
[image: ]

Step 4: Started the virtual machine and  selected the ISO file from the optical drive 
[image: ]

Step 5: On the initial installation screen for the windows server 2019 installation, set the Language and keyboard to English United kingdom
[image: ]

Step 6: After selecting the language for the keyboard and operating system, click next and install to begin the installation.
[image: ]


Step 7:  On the activate windows screen, selected I don’t have a product key and clicked next.
[image: ]

Step 8: On the operating system screen, selected windows server 2019 Datacentre (Desktop Experience) and clicked next.

[image: ]
Step 9: On the licence screen, accepted the licence agreement and clicked next.
[image: ]

Step 10: On the installation type screen, selected the custom install option and clicked next
[image: ]


Step 11: On the following installation screen, selected the virtual disk we created for the virtual machine and clicked next.
[image: ]

Step 12: Waited for the installation to complete and restart the virtual machine.
[image: ]


Step 13: Once the machine restarted, on the customize settings screen, set the password for the administrator account to P@ssw0rd.
[image: ]


Step14:On the logon screen, enter the credentials for the administrator user account.
[image: ]



[bookmark: _Toc66349375]Windows Server Installation for Server 2

Step 1: In server 2 settings, attached the windows server 2019 ISO file to the optical drive.
[image: ]

Step 2: In the system settings of the virtual machine, checked the PAE/NX check box on the processor tab. According to Ivan Sotrei Books [1],  the PAE/NX option allows a x86 processor to access more than 4 gigabytes of RAM.
[image: ]


Step 3:  In the display settings of the virtual machines, set the video memory to 128 megabytes.
[image: ]

Step 4: Started the virtual machine and  selected the ISO file from the optical drive.
[image: ]
Step 5: On the initial installation screen for the windows server 2019 installation, set the Language and keyboard to English United kingdom
[image: ]

Step 6: After selecting the language for the keyboard and operating system, click next and install to begin the installation.
[image: ]


Step 7:  On the activate windows screen, selected I don’t have a product key and clicked next.
[image: ]

Step 8: On the operating system screen, selected windows server 2019 Datacentre (Desktop Experience) and clicked next.
[image: ]
Step 9: On the licence screen, accepted the licence agreement and clicked next.
[image: ]

Step 10: On the installation type screen, selected the custom install option and clicked next
[image: ]


Step 11: On the following installation screen, selected the virtual disk we created for the virtual machine and clicked next.
[image: ]

Step 12: Waited for the installation to complete and restart the virtual machine.
[image: ]


Step 13: Once the machine restarted, on the customize settings screen, set the password for the administrator account to P@ssw0rd.
[image: ]


Step14:On the logon screen, enter the credentials for the administrator user account.
[image: ]


[bookmark: _Toc66349376]Windows 10 installation

[bookmark: _Toc66349377]Windows installation for Client 1
Step 1:  In the Client 1 settings, attached the windows 10 ISO file to the optical drive.
[image: ]

Step 2: In the system settings of the virtual machine, checked the PAE/NX check box on the processor tab. According to Ivan Sotrei Books [1], the PAE/NX option allows a x86 processor to access more than 4 gigabytes of RAM.
[image: ]

Step 3: In the display settings, set the video memory to 128 megabytes.
[image: ]


Step 4: Started the virtual machine and  selected the ISO file from the optical drive.
[image: ]

Step 5: On the initial installation screen for the windows 10, set the Language and keyboard to English United kingdom
[image: ]

Step 6: After selecting the language for the keyboard and operating system, click next and install to begin the installation.
[image: ]

Step 7:  On the activate windows screen, selected I don’t have a product key and clicked next.
[image: ]

Step 8: On the operating system screen, selected the windows 10 Pro edition and clicked next.
[image: ]


Step 9: On the licence screen, accepted the licence agreement and clicked next.
[image: ]


Step 10: On the installation type screen, selected the custom install option and clicked next
[image: ]



Step 11: On the following installation screen, selected the virtual disk we created for the virtual machine and clicked next.
[image: ]

Step 12: Waited for the installation to complete and restart the virtual machine.
[image: ]

Step 13: Once window restarted, on the region screen, selected United kingdom.
[image: ]

Step 14: On the keyboard layout screen, set the keyboard layout to United Kingdom.
[image: ]


Step 15: On the second keyboard layout screen, selected skip.
[image: ]

Step 16: On the setup screen, selected set up for personal user and not for organisation use, because a domain or azure cloud environment had not been setup.
[image: ]
Step 17: On the user account screen, clicked on create account.
[image: ]

Step 18: Created an account called administrator and clicked next
[image: ]



Step 19: On the password screen, set the password for the administrator user account to:  P@ssw0rd and clicked next[image: ]

Step 20: On the confirm password screen, confirmed the password and clicked next.
[image: ]

Step 21: On the first security question screen, selected a security question and created a answer to the security question.
[image: Machine generated alternative text:
Create security questions for this account 
Just in case you forget your password, choose 3 security questions, and make sure your answers are unforgettable. 
Security question (1 of 3) 
Your answer 
Or, even better, use an online account 
Next ]

Step 22: On the second security question screen, selected a security question and created a answer to the security question.
[image: ]


Step 23: On the third security question screen, selected a security question and created a answer to the security question.

[image: ]

Step 24: On the voice screen, selected don’t use online speech recognition and clicked accept.
[image: ]

Step 25: On the Let Microsoft and Apps use your location screen, selected yes and clicked accept.
[image: ]

Step 26: On the Find my device, selected yes and clicked accept.
[image: ]

Step 27: On the diagnostic data screen, select send required and optional diagnostic data and clicked accept
[image: ]

Step 28: On the improve inking and typing screen, selected no and accept.
[image: ]


Step 29: On the tailored experience with diagnostic data screen, selected yes and accept.
[image: ]

Step 30: On the let apps user adverting ID screen, selected No and accept.
[image: ]


Step 31: Skipped the customize your device screen.
[image: ]

Step 32:On the Get instant access to your Android phone’s photos, texts, notifications and more, selected ‘Do it later’.[image: ]


Step 33: On the Cortana screen, selected not now.
[image: ]

Step 34: After completing the installation wizard, logged into client 1, using the administrator account created in the installation process.
[image: ]
. 


[bookmark: _Toc66349378]Windows installation for Client 2

Step 1:  In the Client 1 settings, attached the windows 10 ISO file to the optical drive.
[image: ]

Step 2: In the system settings of the virtual machine, checked the PAE/NX check box on the processor tab. According to Ivan Sotrei Books [1], the PAE/NX option allows a x86 processor to access more than 4 gigabytes of RAM.
[image: ]
Step 3: In the display settings, set the video memory to 128 megabytes.
[image: ]


Step 4: Started the virtual machine and  selected the ISO file from the optical drive.
[image: ]

Step 5: On the initial installation screen for the windows 10, set the Language and keyboard to English United kingdom
[image: ]

Step 6: After selecting the language for the keyboard and operating system, click next and install to begin the installation.
[image: ]

Step 7:  On the activate windows screen, selected I don’t have a product key and clicked next.
[image: ]

Step 8: On the operating system screen, selected the windows 10 Pro edition and clicked next.
[image: ]

Step 9: On the licence screen, accepted the licence agreement and clicked next.
[image: ]


Step 10: On the installation type screen, selected the custom install option and clicked next
[image: ]



Step 11: On the following installation screen, selected the virtual disk we created for the virtual machine and clicked next.
[image: ]

Step 12: Waited for the installation to complete and restart the virtual machine.
[image: ]

Step 13: Once window restarted, on the region screen, selected United kingdom.
[image: ]

Step 14: On the keyboard layout screen, set the keyboard layout to United Kingdom.
[image: ]


Step 15: On the second keyboard layout screen, selected skip.
[image: ]

Step 16: On the setup screen, selected set up for personal user and not for organisation use, because a domain or azure cloud environment had not been setup.
[image: ]
Step 17: On the user account screen, clicked on create account.
[image: ]

Step 18: Created an account called administrator and clicked next
[image: ]



Step 19: On the password screen, set the password for the administrator user account to:  P@ssw0rd and clicked next[image: ]

Step 20: On the confirm password screen, confirmed the password and clicked next.
[image: ]

Step 21: On the first security question screen, selected a security question and created a answer to the security question.
[image: Machine generated alternative text:
Create security questions for this account 
Just in case you forget your password, choose 3 security questions, and make sure your answers are unforgettable. 
Security question (1 of 3) 
Your answer 
Or, even better, use an online account 
Next ]

Step 22: On the second security question screen, selected a security question and created a answer to the security question.
[image: ]


Step 23: On the third security question screen, selected a security question and created a answer to the security question.

[image: ]

Step 24: On the voice screen, selected don’t use online speech recognition and clicked accept.
[image: ]

Step 25: On the Let Microsoft and Apps use your location screen, selected yes and clicked accept.
[image: ]

Step 26: On the Find my device, selected yes and clicked accept.
[image: ]

Step 27: On the diagnostic data screen, select send required and optional diagnostic data and clicked accept
[image: ]

Step 28: On the improve inking and typing screen, selected no and accept.
[image: ]


Step 29: On the tailored experience with diagnostic data screen, selected yes and accept.
[image: ]

Step 30: On the let apps user adverting ID screen, selected No and accept.
[image: ]


Step 31: Skipped the customize your device screen.
[image: ]

Step 32:On the Get instant access to your Android phone’s photos, texts, notifications and more, selected ‘Do it later’.[image: ]


Step 33: On the Cortana screen, selected not now.
[image: ]

Step 34: After completing the installation wizard, logged into client 1, using the administrator account created in the installation process.
[image: ]



[bookmark: _Toc66349379]Task 2: Virtual Network Configurations

[bookmark: _Toc66349380]Server1 Network Configuration

Step 1: In the network settings of server 1, enable adapter1. Set the ‘attached to’ drop down box to internal network and named adapter 1 to PublicNet.
[image: ]

Step 2: Booted up Server1 and  logged into Server 1 using the administrator account. In server 1, navigated to network connection by clicking on control panel, network and internet, network and sharing centre and change adapter settings. In the network connections of Server 1, renamed the Ethernet connection to PublicNet.
[image: ]
Step 3: In the Internet Protocol Version 4 (TCP/IPv4) properties of PublicNet, configured the ipv4 address and subnet mask of Public Net to 192.168.1.100 and 255.255.255.0
[image: ]

Step 4: Shut down Server 1. In the network settings of Server 1, enabled adapter 2. Set the ‘attached to’ drop down box to internal network and named adapter 2 to PrivateNet1.
[image: ]
Step 5: Booted up Server1 and  logged into Server 1 using the administrator account. In server 1, navigated to network connection by clicking on control panel, network and internet, network and sharing centre and change adapter settings. In the network connections of Server 1, renamed the Ethernet connection to PrivateNet1.
[image: ]


Step 6:  In the Internet Protocol Version 4 (TCP/IPv4) properties of PrviateNet1, configured the ipv4 address and subnet mask of Public Net to 192.168.100.1 and 255.255.255.0
[image: ]


[bookmark: _Toc66349381]Client 1 Network Configuration

Step 1: In the network settings of client 1, enabled adapter 1. Set the ‘attached to’ drop down box to internal network and named adapter 1 to PrivateNet1.
[image: ]

Step 2: Booted up client 1 and logged into client 1 using the administrator user account. In client 1, navigated to network connection by clicking on control panel, network and internet, network and sharing centre and change adapter settings.  In the network connections of client 1, renamed the Ethernet connection to PrivateNet1.
[image: ]


Step 3: In the Internet Protocol Version 4 (TCP/IPv4) properties of PrviateNet1, configured the ipv4 address and subnet mask of PrivateNet1 to 192.168.100.2 and 255.255.255.0
[image: ]




[bookmark: _Toc66349382]Server 2 Network Configuration

Step 1: In the network settings of server 2, enable adapter1. Set the ‘attached to’ drop down box to internal network and named adapter 1 to PublicNet.
[image: ]
Step 2: Booted up server 2 and  logged into server 2 using the administrator account. In server 2, navigated to network connection by clicking on control panel, network and internet, network and sharing centre and change adapter settings. In the network connections of server 2, renamed the Ethernet connection to PublicNet.

[image: ]
Step 3: In the Internet Protocol Version 4 (TCP/IPv4) properties of PublicNet, configured the ipv4 address and subnet mask of Public Net to 192.168.1.101 and 255.255.255.0
[image: ]

Step 4: Shut down Server 2. In the network settings of Server 2, enabled adapter 2. Set the ‘attached to’ drop down box to internal network and named adapter 2 to PrivateNet2.
[image: ]

Step 5: Booted up Server 2 and  logged into Server 2 using the administrator account. In server 2, navigated to network connection by clicking on control panel, network and internet, network and sharing centre and change adapter settings. In the network connections of Server 2, renamed the Ethernet connection to PrivateNet2.
[image: ]


Step 6:  In the Internet Protocol Version 4 (TCP/IPv4) properties of PrviateNet2, configured the ipv4 address and subnet mask of PriateNet2 to 192.168.101.1 and 255.255.255.0
[image: ]


[bookmark: _Toc66349383]Client 2 Network Configuration

Step 1: In the network settings of Client 2, enabled adapter 1. Set the ‘attached to’ drop down box to internal network and named adapter 1 to PrivateNet2.
[image: ]

Step 2: Booted up client 2 and logged into client 2 using the administrator user account. In client 2, navigated to network connection by clicking on control panel, network and internet, network and sharing centre and change adapter settings.  In the network connections of client 2, renamed the Ethernet connection to PrivateNet2.
[image: ]

Step 3: In the Internet Protocol Version 4 (TCP/IPv4) properties of PrviateNet2, configured the ipv4 address and subnet mask of PriateNet2 to 192.168.101.2 and 255.255.255.0
[image: ]



[bookmark: _Toc66349384]Firewall Configuration

[bookmark: _Toc66349385]Server 1 Firewall

Turned off the firewall on Server 1 by navigating to the control panel, all control panel items, window defender firewall, customize settings, and selecting Turn off Windows Defender Firewall (not recommended)
[image: ]



[bookmark: _Toc66349386]Client 1 Firewall

Turned off the firewall on Client 1 by navigating to the control panel, all control panel items, window defender firewall, customize settings, and selecting Turn off Windows Defender Firewall (not recommended)
[image: ]




[bookmark: _Toc66349387]Server 2 Firewall

Turned off the firewall on Server 2 by navigating to the control panel, all control panel items, window defender firewall, customize settings, and selecting Turn off Windows Defender Firewall (not recommended)

[image: ]

[bookmark: _Toc66349388]Client 2 Firewall

Turned off the firewall on Client 2 by navigating to the control panel, all control panel items, window defender firewall, customize settings, and selecting Turn off Windows Defender Firewall (not recommended)
[image: ]

[bookmark: _Toc66349389]Network Test

Pinged Client 1 from Server 1. Got four successful replies.

[image: ]

Pinged Client 2 from Server 2. Got four successful replies

[image: ]



[bookmark: _Toc66349390]Task 3 Observations

[bookmark: _Toc66349391]3a. Hypervisor
 
According to Mathew Portnoy [2]. ‘A hypervisor is an arbiter of resources. It is software that sits between the physical resources on a physical server and the virtual machine that run on that server.’
There are two types of hypervisor, type 1 and type 2. A type 1 hypervisor runs on the server hardware without operating system beneath it. It is also referred to as a bare-metal implementation, because there is no operating system running between the hypervisor and physical hardware. Type 2 hypervisors, run on the top of an operating system. 
The benefits of a type 1 hypervisor, is they tend to perform better than type 2 hypervisors, because they interact directly with the hardware without having to go through a operating system. Type 1 hypervisor’s are seen as more secure. All guest operations are handled by the hypervisor and the guest operating system cannot affect the hypervisor they are running on if a guest operating system or machine becomes comprised. This will only effect the guest operating system and not the hypervisor or any other  guest operating system, because all guest operating system and the hypervisor are isolated from each other. A Type 1 hypervisor does run above an operating system, which means it can access hardware directly and guest operating systems run faster as a result. Type 1 hypervisor’s are less expensive, because the user does not need to purchase a host operating system. Below is a list of type 1 hypervisors from the techtarget website [3]:

Microsoft Hyper-V

VMWARE VSphere

Xen hypervisor,

Oracle VM 

Citrix Hypervisor. 

The benefits of type 2 hypervisors is that hypervisor 2 technology can support a large range of hardware,  because the hypervisor inherits the hardware from the host operating system. If the operating system support the hardware, the hypervisor 2 technology  that is  running on the operating system will support the hardware too. Type 2 hypervisors are easy to install and deploy, because all the hardware has already been configured in the host operating system. 
The drawback of a Type 2 hypervisors is that they tend to perform slower than type 1 hypervisor’s, because they have no direct access to the hardware and have to go through the host operating system to access the hardware. This slows the performance of the guest operating system. Also, type 2 hypervisors are less reliable, as they have more points of failure. If host operating system become comprised due to malware, this will affect the hypervisor and guest operating system. A type 2 hypervisor consumes more hardware resource than type1, because the host operating system requires resources to run. Below is a list of type 2 hypervisors from the techtarget website [3]:

Oracle VM virtual box

VMware Workstation Pro 

VMware fusion

QEMU

Parallels Desktop. 

Type 1 hypervisors are used in production environments severing many users. Type 2 hypervisors are used for a testing and development purpose etc. for example, a single developer testing and running an application they have written.


[bookmark: _Toc66349392]3b. Subnet Mask

According to Todd Lammle [4], IP addresses are used by network devices to communicate with each other. IPv4 addresses are accompanied with subnet masks to help IP addresses to communicate with devices. A subnet mask is a 32bit value, that is used to distinguish the network portion and host portion of an IP address. When an IPv4 address is assigned to a device, the subnet mask is used to determine the network address of the device.  The network address represents all the devices on the same network. It helps a network device identify if the device is on the same subnet, or on another subnet. If it on another subnet, it will pass the packet onto the router to forward onto the other network. Subnet masks help with the routing of traffic between different networks, to determine the network address and if a host is on the same subnet as another host. 
The example below demonstrates how the subnet masks helps distinguish between the network portions and host portions of the ip address. In the example, we will the use the IP address of 192.168.10.10 and  subnet mask of 255.255.255.0. 
Figure 3.1
	
	Network Portion
	Host Portion

	IP address
	192
	168
	10
	10

	
	11000000
	10101000
	00001010
	00001010

	Subnet Mask
	255
	255
	255
	0

	
	11111111
	11111111
	11111111
	00000000



[bookmark: _GoBack]The IP address and subnet mask are converted into binary numbers to work out network portions and host portions of the IP address. All numeric values are converted into ones, and all zeros are converted into zeros. When we match the 1 from the network address with the 1 from the subnet mask, this gives us the network portion of the IP address, where the zeros and matched with a zero, this gives us the host portion of the IP address. The process used in the example above to work out the network portions or host portions of the IP address, is called ANDing.

[bookmark: _Toc66349393]3c. Cloud computing

According to Kamal Kant Hiram [5] ‘Cloud computing is a wide-area network community that houses data centres  and their associated software/hardware applications,  and other Information Technology (IT) resources and infrastructures that can be assess using internet connectivity.’
Cloud computing allows an enterprise to access IT resources such as servers, storage and applications from a remote location through the internet. They no longer require to host these resources internally. 

According to Ejaz Ahmad Dar [6] The benefits of cloud computing are listed below.
Reduction in  cost. The client only purchase the resources they need. No infrastructure is purchased lowering the initial costs and maintenance costs. 
Unlimited scalability. The client can scale up and down to meet their needs. They can scale up during busier times of the business years and scale down during quitter times of the business year.
Flexibility. Cloud computing provides an easy way to test and deploy services. The customer can purchase the services they need. E.g. if one application provided by the cloud is not meeting the user needs, the user can switch to another cloud that can meet these needs. 
Increased Storage. Companies can store more data on the cloud than on their local servers. If a business grows and more storages is required. The company can easily scale up by purchased more storage from their cloud provider. 
Better mobility. Users can access cloud technology from anywhere and from any devices. This providers workers with a lot of flexibility, which can increase worker productivity. 
Reliability. Cloud service are available all the time and can be accessed from anywhere. Also the backup and recovery management offered by cloud providers are very robust and reliable. 

According to Enamul Haque [7]the drawbacks of cloud technology are listed below.

Vendor lock in. When your data is migrated to one cloud provider, it is difficult to transfer the data to another vendor, because they do not use the same technology. 
Security. The security is shared. The cloud vendor focus on secured the infrastructure. While the customer is responsible for securing the internet link to the cloud service. They customer needs to make sure that there security safeguards are suitable to run alongside the security safeguards run by the cloud provider. For the client, it is difficult sometimes to manage security, because they cannot see how the data is being stored and process. 
Regulatory and law restrictions. Legal and Regulatory restrictions may affect how data is stored in the cloud. E.g. The EU (European Union), does not allow data to be stored outside of European countries. The introduction of GDPR also requires that companies, take sufficient safeguards to protect data subjects(customers data). The fines that can be imposed by GDPR can be heavy, therefore companies, have to ensure that the cloud provider has sufficient safeguards in place to protect their client’ data.
Portability. You may have problems transferring applications between different cloud providers, because they use different programming languages and platforms.

[bookmark: _Toc66349394]3d.  Technology

[bookmark: _Toc66349395]Firewall
According to Mike Myers [8], Windows come with a built in firewall which is enabled by default,  to protect the operating system from hackers.  The windows firewall is a stateful firewall. A stateful firewall is a firewall, that only allows traffic to pass through the firewall, if it originate from the host who made the request. The windows firewall also operates at the  Application layer of the OSI model. You can control what traffic is allowed through a application. The windows firewall is a host based firewall, it runs on the operating system. Windows firewall is a GUI and command line  based firewall. Windows firewall can be run through a graphical interface or through PowerShell.
According  Jay LaCroix,  [9] all Linux distro (distributions) come with a Linux firewall. There are two types of Linux firewall UFW (uncomplicated firewall) or IP Tables (which is more complicated and advanced firewall). The UFW firewall is disabled by default on Ubuntu Linux and needs to be enabled. Once it is enabled, it can be configured to allow or deny network traffic. Most distributions such as Linux Ubuntu or Linux Mint are secured without an active firewall, because by default there are no open ports on Linux distribution. Even although there are no open ports in Linux operating system, it is still recommended to use a firewall. A user can still accidently open ports, for example, when installing apache and samba you can open ports for these programs to run. UFW is a front end to IP tables and is a host base firewall. UFW come with both a graphical and command line interface. UFW is a stateful firewall. It only allows traffic to travel to and forth from a host, if the traffic originate from the host. IP tables  uses a command line interface and is only needed for more complicated operations. For most user, UFW is satisfactory. 

[bookmark: _Toc66349396]Ping 
According to Todd Lammle [10], the ping command, is a tool from the ICMP(Internet Control Management Protocol). The ping tool verifies connectivity to a device. 

The ping is a universal tool and can be run from any operating system. The syntax is the same if you are running on a windows, mac or Linux distro. You simple accessing ping by opening a command prompt in windows or a terminal in Linux. Type the word ping, followed by the name of the host you wish to ping. A screenshot of the ping command is contained below.



Figure 3.2
[image: ]

The ping will send four requests to the host and tell you if they have been, successfully, by stating at the bottom, how many request were transmitted, received and lost. If they have been losses reported, this means there is a problem with the network connectivity. It will also measure how long in milliseconds it took to get a response. 


Bibliography

[1] 	I. S. Books, Oracle VM VirtualBox: Powerful cross platform Virtualization software, charpter 1 and 2 Amzaon Kindle, 2020. 
[2] 	M. Portnoy, Vitualizaion Essentials, Second ed., John Wiley & Sons Incorported, 2016, pp. 21-36.
[3] 	B. K. Stephen J. Bigelow, “What's the difference between Type 1 vs. Type 2 hypervisor?,” TechTarget, 13 Jan 2021. [Online]. Available: https://searchservervirtualization.techtarget.com/feature/Whats-the-difference-between-Type-1-and-Type-2-hypervisors. [Accessed 9 March 2021].
[4] 	T. Lammle, CCNA Cisco Certified Network Assoicate: study guide, Sybex, 2011, p. 115 to 147.
[5] 	K. K. Hiram, Cloud computing: Mast the concepts, architecture and applications with real world examples and case studies, BPB Publications, 2019, p. 2.
[6] 	E. A. Dar, “Cloud Computing-Positive Impacts and Challenges in Business Perspective,” Journal of Computer Science & Systems Biology, vol. 12, no. 1, pp. 15-18, 2018. 
[7] 	E. Haque, The Ultimate Modern Guide to Cloud Computing: Everything from Cloud Adoption to Business Value Creation, Independently Published, 2020, pp. 66-68.
[8] 	M. Meyers, CompTIA A+ Certification All-in-One Exam Guide, McGraw-Hill Education, 2019, pp. 1283-1292.
[9] 	J. LaCroix, Mastering Ubuntu Server: Master the art of deploying, configuring, managing, and troubleshooting Ubuntu Server 18.04, Packt Publishing, 2018, pp. 439-442.
[10] 	T. Lammle, CompTIA Network+ Study Guide: Exam N10–007, Sybex, 2018, pp. 647-650.
[11] 	R. E. S. R. G. B. Daniel J. Barrett, Linux Security Cookbook: Security Tools & Techniques, O'Reilly, 2003, pp. 23-47.
[12] 	S. S. Ted Jordan, CompTIA Linux+ Certification All-in-One Exam Guide: Exam XK0-004, McGraw-Hill Education, 2019, pp. 511 - 518.







image3.png
Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

[ViCreate start menu entries.
[ViCreate a shortcut on the desktop.
[VICreate a shortcutin the Quick Launch Bar
[VIRegister fie associations

Versn 6. 116





image93.png
M Customize Settings -

€~ M > ContiolPanel > Systemand Securty » Windows Defender Frewal » Customize Setings v || serch Contrl Panel

Customize settings for each type of network
You can modify the irwsl settings fr esch type of network that you use.
Private network settings
° (O Turn on Windows Defender Firewall
Block il incoming connections, including those in the st of sllowed pps

Notify me when Windows Defender Firewall blocks 2 new app
€ ©Tormof Windows DefenderFreual (ot recommended)
Public network settings
@ O on Windows Deender Firewal
Blockallincoming connections, including those in the st of alowed apps

Notify me when Windows Defender Firewall blocks a new app
@ Tum o Windows Defender Frwall (not recommended)




image94.png
licrosoft Windows [Version 10.8.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Adninistrator>ping 192.168.100.2

pinging 192.168.100.2 with 32 bytes of data:
Reply from 192.168.160.2: bytes=32 time=ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.100.2: bytes=32 time<ims

ping statistics for 192.168.160.2
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimum = ems, Maximum - ims, Average = ems

:\Users\Administrators.




image4.png
Warning:
Network Interfaces

Instaling the Oracle VM Vi tualBox . 1. 16 Networking
Feature wil reset your network connection and temporary.
disconnect you from the network.

Proceed with nstallation now?





image5.png
Ready to Install
The Setup Wizard i ready to begin the Custom installation.

CickInstal to bein the installation. If you want to review or change any of your
installaton settings, cick Back. Cick Cancel to ext the wizard.

Versen6.1.16





image6.png
‘Would you like to install this device software?

Name: Oracle Corporation UniversalSeril Bus ..
<% Publsher: Oracle Corporation

21 Aags it sftarefrom “Orace Coporaton.

@ You should only install diver software from publihers you trust. How can | decide





image7.png
Oracle VM VirtualBox 6.1.16
installation is complete.

Clck the Firsh button to exit the Setup Wizard.

[VIstart Orade VM VirtualBox 6. 1.16 after installation

oo ] [





image8.png
File Machine

11 s ¢ AR G

Preferences | Import  Export
Welcome to VirtualBox!

The left partof appication window contains
global tools and ists all vitual machines and
vitual machine groups on your computer. You
can mport, add and create new VM using
corresponding toobar buttons. You can popup.
2 tools of currently seected element using
corresponding element button.

You can press the Fi key to et instant help,
or vist wuw.virtuabox.org for more
information and latest news.





image9.png
Create Virtual Machine

Name and operating system

Please choose a descrptive name and destnation folder for the new virtual
‘machine and select the type of operating system you intend to nstal on t.
“The name you choose wil be used throughout VirtuaBox to identify this
machine.

Name: [servert

Machine Folders | C:\sers\s0251968\1usBox Wis

Type: [Microsoft Windows

Version: |Windows 2019 (64+5it)

Expertivode | [ Next Cancel

stenen





image10.png
€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be alocated to the
Virtual machine.

“The recommended memory siz s 2048 MB.

206

am 2768 M8

stenen




image11.png
T

Create Virtual Hard Disk
Hard disk fil
ard disk file type itene

P sel
Please choose the type of fle that you wouldike to use for the new virtual
hard disk. 1f you do ot need o Use it with other virtualzation softWare YoU  mor
caneave this setting unchanged.
@ VDI (VirtualBox Disk Image)
O VHD (virtual Hard Disk)
O VMK (Virtual Machine Disk)





image12.png
€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk fle should grow as it s used
(dynamically alocated) or i it shouid be created atits maximum size (fxed
sze).

A dynamically allocated hard disk le wil only use space on your physical
hard disk s t Al Up (Up to @ maximum fixed size), although it il not shrink
‘again automatcaly when space on s reed.

A fixed size hard disk fle may take longer to create on some systems buts.
often faster to use.

© Dynamically aliocated
O Fixedsize

tene




image13.png
X

€ Create Virtual Hard Disk
., N N iad
File location and size ite
/s

Please type the name of the new virtual hard disk il into the box below or cick

on the folder icon to seect a ifferent foder to create the fle n. o

|c:\Users\s0251968\VirtualBox VMs\Server 1\Server L.vdi a

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.

L Hooe

400m8 20078

Create Cancel





image14.png
Qn

e

Create Virtual Machine

Name and operating system

Please choose a descrptive name and destnation folder for the new virtual
‘machine and select the type of operating system you intend to nstal on t.
“The name you choose wil be used throughout VirtuaBox to identify this

machine.
Neme:

Machine Folder:

[server2

|| C:\Users\s0251968\VirtualBox VMs

Microsoft Windows

&

\Windows 2019 (64-bit)

Expertivode | [ Next

3afis




image15.png
e € Creste Virusl Hard Disk

o

o
H

fi

File location and size

Please type the name of the new virtual hard disk il into the box below or cick
on the folder icon to seect a ifferent foder to create the fle n.

|c:\Users\s0251968\VirtualBox VMs\Server 2\Server 2.vei a

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.

250068

400m8 20078

Create Cancel





image16.png
Create Virtual Machine

Name and operating system

Please choose a descrptive name and destnation folder for the new virtual
‘machine and select the type of operating system you intend to nstal on t.

“The name you choose wil be used throughout VirtuaBox to identify this
machine.

Name: [clent1

Machine Folder: [ 1

\Vsers|5025 1968)\VirtualBox Vi

Type: |Mirosoft Windows - %
Version: [Vindons 10 (s34

Expertivode | [ Next Cancel





image17.png
€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk il into the box below or cick
on the folder icon to seect a ifferent foder to create the fle n.

|c:\Users\s0251968\VirtualBox VMs\Client 1\Client 1. vei a

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.

20joo s

400m8 20078

Create Cancel





image18.png
Create Virtual Machine

Name and operating system

Please choose a descrptive name and destnation folder for the new virtual
‘machine and select the type of operating system you intend to nstal on t.
“The name you choose wil be used throughout VirtuaBox to identify this

machine.
Name:
Vachine Folder:
Type:

Version:

[ctent2

|| C:\Users\s0251968\VirtualBox VMs

Microsoft Windows

B

(Windows 10 (64bit)

Expertivode | [ Next





image19.png
J € Creste Virtus Hard Disk

o

File location and size

Please type the name of the new virtual hard disk il into the box below or cick

on the folder icon to seect a ifferent foder to create the fle n.

[c: Vusers\s0251968WirtualBox vies\Clent\Clent2. v

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.

20joo s

400m8 20078

Create

573




image20.png
Y

@ Senvert - Settings

T X
] General storage
[®] system Storage Devices: Atributes
. & Controler: SaTA Optical Drive: [SATAPort 1 -l@
isp
[ wve copvD
m Storage. [ Hot-pluggable
Informaton
Do audio R
& Neverk Sizer 465G
Location: C:\sers1s0251968 Ponrioadsle
£ seralPorts -
& uss
[ shared Folders
[ Userinterface
¢ea@
ok Concel





image21.png
@ Senvert - Settings T x
] Generl system
[&] system Motherboard | Processor | Acceleration
0 ooy B — —— [ E
G s 1w scrts
G sorse [ Wok
o Augo Lo [
& Networe Extended Festures: (7] Enable PAENK

[ Enable Nested VT-x/AMD-
£ sempons
5 v
1) Shaea Folders
] usermertace

3 e





image22.png
@ serverl - Settings

DR BTOEEI

Genersl
System
Display
Storage

Audio
Network
Seral Ports
use

Shared Folders

User Interface

Display

Sceen  RemoteDisplay  Recording

Video Memory:

o
Jr— 1
i
S Focr: [GHEETT] §

Graphics Controller: [VBoxsVGA +
Acceleration: [[] Enable 3D Acceleration





image23.png
You have the Auto capture keyboard opton turned on. This il cause the Vrtual Machine to automatically capture () )

Select start-up disk





image24.png
Windows Server- 2019

Language to instal

Time and currency format |

Keyboard or input method

Enter your language and other preferences and click "Next” to continue.





image25.png
Windows Server- 2019

Repair your computer

© 2018 Microsof Corporation. AL ights reserved.





image26.png
() ol indous seup

Activate Windows

Fthis s the first ime you're installing Windows on this PC (or you're installing a diferent edition),
You need to enter a valid Windows product key. Your product key should be in the confirmation
‘email you received after buying 2 digital copy of Windows or on a label inside the box that
Windows came in.

“The product key lookslike this: XOO00X- KXHHK- XHOKK- XXKKK-XKKKK.

I you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later

(=

Privacy statement Idon't have 2 product key.





image27.png
@ 1§y Windows Setup

Select the operating system you want to install

Operating system Architecture  Date modified
Windows Server 2019 Standard 64 11272019
Windows Server 2019 Standard (Desktop Experience) 64 11272019
Windows Server 2019 Datacenter 64 11/12/2019

Description:
“This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful f you want to use the Windows desktop or have an app that requires t.





image28.png
@ 1§y Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information, which may be associated with your organization, over the
intemet, and uses it to help improve your installation, upgrade, and user
experience, and the quality and security of Microsoft products and services.
Windows Server Essentials has four (4) information collection settings
(Security, Basic, Enhanced, and Full), and uses the “Enhanced” setting by
default. The Enhanced level includes information required to: () run our
antimalware and diagnostic and usage information technologies; (i)
understand device quality, and application usage and compatibility; and (iii)
identify quality issues in the use and performance of the operating system
and applications.

Laccept the license terms





image29.png
@ 1§y Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, sttings, and applications are moved to Windows with this option. This option is only
available when o supported version of Windows s already running on the computer.

Custom: Install Windows only (advanced)

The files, sttings, and applications aren't moved to Windows with this option. f you want to
make changes to partitions and drives, start the computer using the installation disc. We.
recommend backing up your files before you continue.





image30.png
@ ) Windows Setup.

Where do you want to install Windows?

Name Totalsize  Freespace Type

~ Drive0 Unallocsted Space 5068 5068
v pec





image31.png
o Windows Setup

Installing Windows

Status

/ Copying Windows files
Getting filesready for nstaltion (3%)
Instaling festures
Instaling updtes
Finishing up





image32.png
Customize settings
Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password




image33.png




image34.png
) Display

@ Senver2 - Settings

7 X
] General storage
[®] system Storage Devices Atributes
. & Controler: saTA Optial Drve: [sATAPort 1 -l@

isp

[ wve copvD
m SEEE [ Hot-pluggable:
Do avdio
[ Network 46568
Location: CiUser\50251968 Ponrioads e

£ seralPorts
& us
[ shared Folders
[ Userinterface





image35.png
] pisplay

@ server2 - Settings

General

System
Display
Storage
Audio
Network
Seril Ports

use

OYRGTOEETN

Shared Folders

User Interface

] Enable Nested VT-/AMD-/

100%

100%





image36.png
e VTV

@ server2 - Settings ? X
[99] General Display
[®] system Soeen | RemoteDisplay  Recording
B ospiy Veoemory: VmmE
I Y
Storage ove 1258
wonitor Count: [ 1
Do avdio o oy
[ Network Scae Factor: [Hilionios 7| 100% [
£ seralPorts e e
Graphics Controller: |VBoXSVGA ¥
& s ‘Accsleration: [] Enable 30 Acceleraton
[ shared Folders
User Interface
ok Concel





image37.png
Select start-up disk

Please select a virtual optica sk fie or 3 physicaloptical
drive containing a sk to start your new virual machine
from.

“The disk shouid be suitable for starting 2 computer from and
should contain the operatng system you wish to nstallon
the virtual machine if you want to do that now. The disk wil
be ejected from the virtual drive automaticaly next time you
Switch the virtual machine off, but you can also do this
Yourselfif needed using the Devices menu.

en_windows_server_2019_essentils upcated ser v [

Cancel





image38.png
@ Clent1 - Settings

7 X
] General storage
[&] system Storage Devices Attbutes
. & Controler: saTA Optial Drve: [sATAPort 1 -l@

isp

@ cientrva O ve oo
m FEET2 [ Hot-pluggable:
Do avdio e
(& Network See: 57368
Location: CiUser\50251968 Ponrioads e

£ serilpors Atached to: —
& us
[7] shared Folders
] serinterface





image39.png
@ Client’ - Settings 7 X
] General System
[&] system Motherboard  Processor  Acceleration
(I isplay nmu(s):- : : i : R
G s 1o scPus
() stoese Execution Cap: W 0% =
Do avdio Lo " 100%
& " Extended Features: [2] Ensble PAENX

0] Enable Nested VT-1/AMD-Y
£ seralPorts
& uss
(7] Shared Folders
] usertnterface

o Cancel





image40.png
@ Client1 - Settings.

General

System
Display

Network
Seril Ports
use

Shared Folders

MDY HTEEEI(

User Interface

Display

Saeen  Remote Display.

Video Memory:

Mritor Count:

ome

1

Recording

P L

Graphics Controller:

Acceleration: [[] Enable 3D Acceleration

VBoxSVGA

Min

12518

100%





image41.png
Select start-up disk

Please select a virtual optcal disk il or a physical optcal
drive containing 3 disk o start your new virtual machine
from.

“The disk should be suitable for starting  computer from and
‘shouid contai the operating system you wish to nstall on
the virtual machine if you want to do that now. The disk wil
be ejected from the virtua cive automatically next time you
‘switch the virtual machine off, but you can also do this
Yourselfif needed using the Devices menu.

en_windows_10_consumer_editions_version_20h2. ~ | [

Start Cancel





image42.png
28 Windows®

Language to install: [

Sty o
oortr s s [

Enter your language and other preferences and click "Next” to continue.





image43.png
m Windows

Repair your computer

© 2020 Microsof Corporation. A ighs reseved.





image44.png
() ol indous seup

Activate Windows

Fthis s the first ime you're installing Windows on this PC (or you're installing a diferent edition),
You need to enter a valid Windows product key. Your product key should be in the confirmation
‘email you received after buying 2 digital copy of Windows or on a label inside the box that
Windows came in.

“The product key lookslike this: XOO00X- KXHHK- XHOKK- XXKKK-XKKKK.

I you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later

(=

Privacy statement Idon't have 2 product key.





image45.png
@ ) Windows Setup.

Select the operating system you want to install

Operating system Date modified A
Windows' Home 21/09/2020
Windows 10 Home N 211097200
Windows 10 Home Single Language 211097200
Windows 10 Education 211097200
Windows 10 Education N 27/09/2020

Windows 10 Pro N 21/09/2020
Description:
Windows 10 Pro.





image46.png
@ ) Windows Setup.

Applicable notices and license terms

Last updated June 2018 ~
MICROSOFT SOLWARE LICENSE TERMS
WINDOWS OPERATING SYSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE
UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE
/AND CLASS ACTION WAIVER IN SECTION 11. IT AFFECTS HOW
DISPUTES ARE RESOLVED.

Thank you for choosing Microsoft!

Depending on how you obtained the Windows software, this is a license
agreement between (i) you and the device manufacturer or software installer v

Laccept the license terms





image47.png
@ ) Windows Setup.

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, sttings, and applications are moved to Windows with this option. This option is only
available when o supported version of Windows s already running on the computer.

Custom: Install Windows only (advanced)

The files, sttings, and applications aren't moved to Windows with this option. f you want to
make changes to partitions and drives, start the computer using the installation disc. We.
recommend backing up your files before you continue.





image48.png
@ ) Windows Setup.

Where do you want to install Windows?

Name Totalsize  Freespace Type

Drive 0 Unallocated Space 20068 20068





image49.png
G Windows Setup

Installing Windows

Status

indows files
les ready for installation

Installing features

Instal

Finishi




image50.png
Let's start with region. Is this right?

Tuvalu

US. Minor Outlying Islands
US. Virgin Islands

Uganda

Ukraine

United Arab Emirates





image51.png
Is this the right keyboard layout?

I you also use another keyboard layout, you can add that next.

us
Canadian Multilingual Standard
English (India)

Irish

Scottish Gaelic

United States-Dvorak




image52.png
Want to add a second keyboard layout?





image53.png
How would you like to set up?

3

=4 et up for an organization
You'll gain access to your organization’s resources like email,
network, apps, and services. Your organization will have full
control over this device.




image54.png
Let's add your account

L3 Access your apps, files, and services across your devices with your Microsoft account.

Create account

Offline account  Privacy & Cookies  Terms of Use





image55.png
Who's going to use this PC?

What name do you want to use?

Or, even better, use an online account




image56.png
Create a super memorable password

Make sure to pick something you'll absolutely remember.




image57.png
Confirm your password

Type your password one last time

Or, even better, use an online account Next





image58.png
Create security questions for this account

Justin case you forget your password, choose 3 security questions, and make sure your answers are unforgettable.

Your answer

SO— e




image59.png
Create security questions for this account

Justin case you forget your password, choose 3 security questions, and make sure your answers are unforgettable.

Your answer

Or, even better, use an online account




image60.png
Create security questions for this account

Justin case you forget your password, choose 3 security questions, and make sure your answers are unforgettable.

Security question (3 of 3) v




image61.png
Do more with your voice

Choose your settings, then select ‘Accept to save them. Check the ‘Learn more” link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works, and the related data transfers and uses.

IQ)) Use online speech recognition
Use your voice for dictation and to talk to Cortana and other
apps that use Windows cloud-based speech recognition.
Send Microsoft your voice data to help improve our speech
services.

Learn more





image62.png
Let Microsoft and apps use your location

Choose your settings, then select ‘Accept’ to save them. Check the ‘Learn more” link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works, and the related data transfers and uses.

R v

® You won't be able to get location-based experiences like
directions and weather or enjoy other services that require
your location to work.

Learn more




image63.png
Find my device

Choose your settings, then select ‘Accept’ to save them. Check the ‘Learn more” link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works, and the related data transfers and uses.

fo e
Windows won't be able to help you keep track of your
device if you lose it.

.




image64.png
Send diagnostic data to Microsoft

Choose your settings, then select ‘Accept’ to save them. Check the ‘Learn more” link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works, and the related data transfers and uses.

[A] send Required diagnostic data
Send only info about your device, its settings and
capabilities, and whether it is performing properly.
Diagnostic data is used to help keep Windows secure and

up to date, troubleshoot problems, and make product
(E=mnTs _





image65.png
Improve inking & typing
Choose your settings, then select "Accept’ to save them. Check the ‘Learn more’ link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works, and the related data transfers and uses.

7 v
Send optional inking and typing diagnostic data to
Microsoft to improve the language recognition and
suggestion capabilities of apps and services running on
Windows.

=




image66.png
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Choose your settings, then select ‘Accept’ to save them. Check the ‘Learn more” link for info on these settings, how to change them, how
Microsoft Defender SmartScreen works, and the related data transfers and uses.
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Customize your device

Select all the ways you plan to use your device. If you choose to tell Microsoft how you plan to use your device, we'll customize
suggestions for tools and services during device setup and your welcome experiences.
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Get instant access to your Android phone's photos,
texts, notifications and more.

Don't have Android? You can send web pages from your iPhone to your computer. To get
started, we'll help you link your devices.

GB (+44) v

‘We have pre-filled your phone number from your records. Please change the number if this is not
correct. By sharing your number, you agree to receive a one-time automated message from Microsoft
to this mobile phone number. Consent is not necessary to get or use the app. Standard SMS rates
apply. Wel also save your phone number 50 you won't have to type it again the next time. You can
90 to account microsoft.com to manage your info.
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Let Cortana help you get things done

To do this, Cortana needs access to some of your personal information

To let Cortana provide personalized experiences and relevant suggestions, Microsoft collects and uses information including
your location and location history, contacts, voice input, speech and handwriting patterns, typing history, search history,
calendar details, content and communication history from Microsoft services, messages and apps. In Microsoft Edge, Cortana
uses your browsing history. You can always change these choices in the Notebook and disable Cortana in Microsoft Edge.

Learn more Not now
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