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1. [bookmark: _Toc151114600]Introduction

For this Task our group was tasked with writing a report based on Viruses and Ransomware, this report will research what Viruses are and how we can combat viruses. It will then take a further look into Ransomware and the effects of Ransomware. Looking into a specific example of Ransomware called CryptoWall. We will then go into what CryptoWall is, how it works and then inevitably how to reduce the risk of RansomWare 



2. [bookmark: _Toc151114601]Viruses and trojans

2.1 [bookmark: _Toc151114602]What are Viruses and Trojans?

Most people in the modern generation have been affected by some sort of computer virus but not a lot of people really know what a computer virus is. “A Computer Virus is a type of computer program that attaches itself to other programs or files when executed and writes its own code so it can spread from one program to another, leaving infections as it travels. “ [1] . In brief a Computer Virus effects the use of computer programmes by attaching itself to a pre-existing program.  This makes viruses much harder to spot.
Trojans are very similar to a Virus. Instead of using a pre-existing computer program, a trojan to the user appears like an application but in reality, it will be a destructive program. Trojans are Singular as they do not replicate. 


2.2 [bookmark: _Toc151114603]Affects from Viruses

There are multiple reasons for people to create viruses and all viruses will have a slightly different effect. For example; Emotet.  Emotet became famous due to how harsh of a Trojan it was. “Emotet was widely used in cases of financial information theft, such as bank logins and cryptocurrencies”. [2] This Affected many people mainly in the United States. 
On the other hand, many Viruses and Trojans don’t have catastrophic impacts only mildly annoying effects onto your computer system like a slower PC or lots of useless notifications. Only a small number of Viruses and Trojans have the major effects like Emotet. 


[bookmark: _Toc151114604]3. Ransomware 

[bookmark: _Toc151114605]3.1 What is Ransomware?

“Ransomware is a type of malware which prevents you from accessing your device and the data stored on it, usually by encrypting your files. A criminal group will then demand a ransom in exchange for decryption.” [3]. There are multiple different types of Ransomware, for example; CryptoWall, Reveton, REvil and Blackmatter. Just to name a few. 

[bookmark: _Toc151114606]3.2 How is works?

Typically, Ransomware attacks begin with some level of breach in your computers network.  From this breach a hacker is then able to deploy their first stage of a ransomware attack by encrypting your files. 
After your files are encrypted you will have no access to your own information, from here the hacker will then use your natural human fear to attempt to make you pay some level of ransom. This can range from a small amount to an extremely high fee depending on who you are and what information they have on you. 

[bookmark: _Toc151114607]3.3 Effects of ransomware

There are multiple effects this can have on the person being affected by Ransomware. One effect would be having to factory reset your computer and lose all the information that you had stored on that laptop, unless you had your information backed up. Or you could pay the ransom, which “Law enforcement does not encourage, endorse nor condone the payment of ransom demands.” [3]
The reason Law enforcement recommends you don’t pay the ransom is due to the fact that you aren’t guaranteed to get your information back and that you will more than likely be a bigger target to the criminal organisations in the future.

[bookmark: _Toc151114608]3.4 Real world examples

One Real World example of Ransomware can be shown through the SamSam Ransomware, “two Iranian hackers were accused of using SamSam against more than 200 organizations and companies in the U.S. and Canada” [4].  The repercussions from this attack was determined to be around $30 million lost.  



[bookmark: _Toc151114609]4. CryptoWall

[bookmark: _Toc151114610]4.1 General Overview

CryptoWall is a form of Ransomware, it first came around in 2014. CryptoWall 3.0 (one of the types of Ransomware) has been estimated to cause $325 million of damage to the people who have been affected by the vicious Virus. 
CryptoWall is a very common choice for Ransomware by criminals due to its effective nature and the cheapness and easiness of use, this makes it so much easier for the criminal organisations to be able to take money from innocent individuals who don’t understand the repercussions of paying the ransom.

[bookmark: _Toc151114611]4.2 How CryptoWall works?

CryptoWall works like typical Ransomware, Usually CryptoWall will start with a phishing email making the user download an unsafe malware but there were also other methods to instigate the malware needed for CryptoWall, like Exploit kits and Malicious Ads.
one notable point to do with CryptoWall is that the hacker will let you access one file to show you that they have the decryption key available. This is effective as a lot of people then feel as if they can trust the hackers to give them access if they pay the given ransom fee. This was far from the case as “only 19% of users that pay the ransom get their files back.” [5]. 
Typically, the ransom fee for CryptoWall would start at $700 and then double after a week. This is a huge lump of money for most people especially when there is no guarantee of getting your personal files back.  
[bookmark: _Toc151114612]4.3 How to protect yourself from CryptoWall?

There are many ways of being able to protect yourself from CryptoWall. One of the most effective ways is to back up your files in a different are which is more secure. You can do this by utilising a USB hard drive or you could online cloud storage (bear in mind the online cloud has varying levels of security depending on which cloud you decide to store your information). 
Another way in which you can protect yourself from this CryptoWall is by just not clicking links on emails that are suspicious. If you don’t interact with the initial part of the malware attack then you cannot be affected. Therefore, making you safe from the CryptoWall.
If you keep your device up to date you also will be safer, this is due to the Malware utilising the vulnerability within the software you are using. If you can decrease the vulnerability within your computer then you inherently decrease the chances of being attacked by Malware. 


[bookmark: _Toc151114613]5. Evaluation
 
Overall, Viruses and Trojans can affect anybody. Everyone can instigate ways to make their devices safer and reduce the risk of a Malware attack. The main ways you can reduce the risks of malware attacks is by firstly avoiding them by not opening any suspicious links that you receive. Also avoid them by preparing yourself for the unfortunate case that you do receive a Virus or a form of RansomWare, this is done by storing your important information and data in additional areas so that if you receive a virus which makes you unable to access your data you can find it somewhere else.
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