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Introduction

This assignment will contain analysis on elements required to help control high risk activities in a process environment. Task 1 will explain how layers of protection failure and human factors can lead to process safety failure. Task 2 will Evaluate the main function and requirements of the following at a process environment:
1. safe working practices.

1. permit to work systems.

In the report, explanation on how each helps to control high-risk activities in order to prevent major process incidents, with an example of an activities.


















Task 1
Layers of Protection in a Process Environment – Layers of protection are designed to prevent unwanted incidents or conditions happening, they are implemented in various ways and can be used as crucial layers of protection.
High & Low-Level Alarms – These alarms are vital in the process industries, they are primary indicators for product level, and are used widely across a process environment. They can control levels in towers, vessels, knockout pots and finally tankage. The triggering of a high-level alarm can simply sound a klaxon to alert an operator or they can be configured via PLC systems to carry out immediate actions such as closing a valve or stopping a pump (automatic shut off).
[image: ]These alarms prevent the main safety issue in a process environment, which is overfill. By adding the presents of a high and low-level alarms, reduces the risk of overfilling. Having a control panel alarm and sound will also be as effective as having a high-level alarm out in the field, this is because it will inform panel operators that tanks, vessels, columns or knockout pots are reaching maximum or minimum levels. If these alarms were to fail, the panel controller would be blind and unaware the safe limits that can be worked to. If this did happen, backup systems are in place to prevent overfill or underfill, systems like independent high level and low-level alarms and independent sirens/klaxons in the field to alert operators there is an issue. 
Figure 1 illustrating how level alarms work.

Gauging systems – Gauging systems are also used to monitor levels in tankage, vessels, columns and knockout pots in a process environment. They are a main layer of protection for a panel controller, they allow the controller to closely monitor all types of level whilst giving them vital information on volume flow rates, pressures, temperatures and product levels. There are various types of gauging systems at a Refinery, gauges like radar gauges, satellite gauges and ultrasonic gauges. These gauges are widely used across a process environment to ensure safe reliable operations, without gauging systems many processes would be running blind or even would not be able to occur. Gauges are relied on 24 hours a day in a process environment, so it is important they are maintained, calibrated and very accurate otherwise they could cause major process failures. Gauging systems also work alongside level alarms as previously spoken about, so they need of accuracy is key to allow these level alarm systems to work. Some gauging systems can only be seen out in the field manually via and operator, these levels that require manual checks are very important in an operator roll as the panel controller would have no controller or visual over these levels. These manual gauging systems could be on knockout pots, chemical injection tanks or lastly [image: ]additive tanks.
[image: ]





Figures 2 & 3 illustrating how a gaging system works and an example of a radar gauge.
[image: ]Gas Testers – Gas testers are used widely across a process environment; they can come in various forms from handheld devices to fixed units. They are used to test atmospheres in specific locations for any unwanted gases to ensure the location is fit for work. Gas testing is usually done prior to permits being issued, this gas test as long as it comes back good will allow workforce to proceed with work in the gas tested location. Gas tester can also be used to test specific areas if required, sometimes in a process environment there can be many smells, any smell usually get investigated by using gas testing equipment to establish any root causes. Gas testers can also prevent work from being started, if work areas are found to be disturbed by dangerous gases this will prevent any work being commenced. They are very important layers of protection in a process environment and are used regularly. 
Figure 4 illustrating gas testers.
[image: ]Human Factors in a Process Environment – Human Factors is an element of process safety that analyses the competence & capabilities of individuals completing a task that has been assigned and identifying the potential for errors (e.g. doing the right thing on the wrong object, doing the wrong thing on the right object). For top Tier COMAH establishments such as a Refinery, the goal of human factors in relation to process safety is to reduce human error that result in a major accident hazard.  Key factors that influence the success of humans performing a task are shown in Figure 5.
Figure 5 Illustrating key factors that influence human performance.

No matter what job is being performed, doing it correctly is important. Some errors are more detectable than others. If an error is less obvious or has no immediate consequences, it may go a while before it is discovered either by observation or by process deviation. Human error is possible is every task carried out, however it can be managed by implementing safe working practices, layers of protection and procedures for all types of work at a Refinery. Finally, any job at a Refinery is risk assessed before it can take place, this will highlight any issues that human error could cause and should state that human error is always evidently regardless of the working conditions.  Key points to prevent human error: Understand the major hazards at the work area. Know the critical safeguards against those hazards and be sure they are working properly. If regularly operating with critical safeguards bypassed or impaired, report this to management.

Task 2 
Safe Working Practices in the workplace

Workplace – Refinery 
A refinery is a large industrial site with numerous units that are used to process hydrocarbons to create fuel. This makes a Refinery a dangerous place to work, safe working practices are used and enforced to eliminate the chance of a major incident happening, also ensuring the safety of the workforce. These safe working practices will ensure reliability, so that costs are not incurred. On a Refinery cost reduction is essential for future operations of the plant. Below are safe working practices that are used at a Refinery. 
Correct PPE – All industrial sites have a standard PPE guideline to follow, generally this would-be Flame-retardant overalls, Hardhats, Safety glasses and Safety Boots, as shown in Figure 6.
[image: ]There are various types of PPE that can be worn on an Oil Refinery, this is due to the number of different areas on the site. Some areas may require basic PPE where other areas will require extra PPE to allow work to take place, this could be items like rubber gauntlets, visors and chemical suits. Operation teams would be aware of extra PPE zones; however, contractors and other personnel may not be aware of this, this is where Permits come into the working environment to highlight what will be required when working in these specialists’ zones.
Figure 6 illustrating PPE standards.
If PPE guidelines are not followed in a Refinery environment it could cause major consequences, it could damage someone’s health or even badly injury someone. PPE is designed to protect personnel; therefore, it should be worn at all times even with regular enforcement of PPE rules via management and supervisors. An example of using correct PPE on a Refinery is when working with harmful materials like sour water, ensuring rubber gauntlets are used to prevent contamination to the skin.
[image: ]Following Procedures – A procedure is an official document that is written by someone of authority. This procedure will state guidelines and methods that will be required to begin a job, following this procedure should guarantee safety and success. There are various types of procedures in an Oil Refinery environment, as there are many jobs that are similar, however there are also special procedures which are produced for jobs that are very rare, unique or have never been performed before. These procedures are designed to be followed step by step, with each step being signed off on completion, not following procedure can in turn lead to injury, accidents and even disciplinaries. An example of following a procedure in a Process environment would be the procedure on a tank to tank transfer. This procedure would state steps to follow like; ensure all appropriate valve systems are lined up correctly with Valve numbers stated on the procedure. It would also highlight that a pack should be done prior to the transfer which will include P&ID drawings of the transfer, these are used to eliminate human error and to provide an accurate display of the transfer. It will also state things like, importance of clear commination between operators and panel controllers to ensure efficient operations, when following this type of procedure, it is also important to follow it step by step as they will be designed to have the safest operational method. 
[image: ]







Figures 7 & 8 illustrating a P&ID drawing and also how a procedure is laid out.


Lock off Tag Off – This is a system widely used across the process industry. It is designed to eliminate the potential of starting up live equipment whilst it is being worked on or being taken out of service. It is typically made up of numerous locks which are placed on equipment, for example a pump needs to be removed via maintenance for overhaul. A pack would be created via operational teams to ensure safe isolation of the pump, this would be done by steaming and purging appropriate suction and discharge lines and finally purging and draining the pump itself. Once this preparation is complete and signed off, operations teams will then tag and lock off appropriate valves and equipment which will prevent the pump from being used and also isolated the pump in its appropriate Substation, this supplies the amperage to the Pump. Once this is complete, maintenance crews working on the plant equipment will also put their own tags and locks on the equipment, this is done to stop anymore using the equipment before it is ready to go back into service. 
[image: ][image: ][image: ]	




Figures 9, 10 & 11 illustrating lock out tag out techniques.


Permit to work Systems
Permit to work systems are a process intended to provide open dialogue between all affected individuals and departments. This discussion is meant to identify safety concerns, identify mitigating steps, and ensure consistent communication. This discussion embodies the spirit of the permit. The permit is a tool to facilitate this discussion and help consistently mitigate hazards. 
This policy applies to all Refinery employees, contractors and visitors who may be required to issue or obtain permits for work in the Refinery facility. 
Types of Permit used at a Refinery 
1. Blanket SAFE WORK PERMIT - A permit issued to allow work on a grouping of closely interrelated or similar pieces of equipment (e.g., groups of exchangers, pumps, vessels and connecting piping, etc.). 

2. Confined Space - A space that is: 
- Sufficiently large and so configured that an individual can bodily enter and perform assigned work; 
- Has limited or restricted means of entry or exit and 
- Is not designed for continuous occupancy 
- Examples of confined spaces include but are not limited to: tanks, reactors, vessels, towers, drums, sumps, floating roofs on storage tanks when the roof is 4 or more feet below the top rim of the tank, excavations greater than 4 feet deep, and tower skirts. 

3. Critical Lift - any lift utilizing a mobile lifting device or crane in which one of the following occur: 
- The Load will exceed 75% of the specific equipment load chart 
- The object being lifted is 10,000 pounds or greater 
- The lift will occur over live equipment. 



4. Energy Isolation – the process by which a system is removed from service and completely protected against the release of energy and material. This can include lock out, tag out, blinding; misaligning or removing sections of lines, pipes, or ducts; or a double block and bleed system. 

5. Entry - The action by which an individual pass through an opening into a confined space. Entry is considered to have occurred as soon as any part of the entrant's body breaks the plane of an opening. 

6. Excavation – Means any man-made cuts, cavities, trenches, drilling, auguring or depressions in the earth’s surface made by the removal of earth. Activities which are not excavations include removing previously piled or mounded earth from above existing grade; and surface levelling, provided that the levelling activities do not extend below grade. 

[bookmark: _GoBack]7. Excavation Competent Person - A person capable of identifying existing and predictable hazards in the surroundings, or working conditions which are unsanitary, hazardous or dangerous to employees, who has authorization to take prompt corrective action to eliminate them and has been trained in the Valero excavation permitting process.

Example – Confined Space Permit for Vessel Entry
This type of permit would come under the confined space entry permit, depending on what work was being carried out in the Tank it could potentially fall into the Hot work permit category also. This type of Permit should not be issued out lightly. The vessel would either have to be gas free, if this is not passible breathing apparatus must be worn during all work inside the vessel. All scenarios should be looked at before allowing a vessel entry to personnel. This permit would prevent any accidents occurring during the vessel entry and also outline all the potential risks. This permit would also prevent working personnel performing tasks which they should not be performing. These types of Permits would be closely monitored via the permit issuer or even supervisors to ensure all protocol is being adhered to correctly and personnel are also adhering to the permit itself. If the permit issuer suspects that the permit is not being adhered, he has the authority to stop all work and prevent the workforce from acquiring another permit pending all issues have been resolved. 
When issuing a work permit, be sure that:
o Hazards are identified and explained to the people doing the work.
o Required safety procedures are specified and understood.
o Personal protective equipment is available and used.
o Personnel doing the work clearly understand the scope of work, and the need to stop work and contact the permit issuer before they do anything that was not included in the initial job scope.

When working on a job requiring a work permit:
o Understand the hazards, safety procedures, and protective equipment.
o Understand the job scope.
o As the job is being carried out, ensure for every step to recognize any change in the scope of work. Stop the job and consult the person who issued the permit before you do anything not included in the initial job scope!
[image: ]o If unsure the job scope has changed, stop and ask the person who issued the permit.
[image: ][image: ]
Figures 12, 13 & 14 illustrating documentation found whilst using confined space permits.
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