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Computer Forensics – Assignment 
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[bookmark: _Toc196999543]Computer Forensics Tools


Introduction

[bookmark: _Int_qXCl4UxC][bookmark: _Int_Og9EOfxD]Computer forensics tools are extremely crucial when it comes to collecting, analyzing and showcasing digital and original evidence [1]. The main principles of computer forensics will always stay the same. However, the tools used in computer forensics constantly changes due to the fact that there is no one size fits all tool paired with the constant development of technology, especially in today's society [2]. This report discusses research conducted on various computer forensics tools that are commonly used by professionals in the field, discussing each tool's strengths and weaknesses whilst also comparing the tools to one another.


Wireshark

Wireshark is an open-source network protocol analyzer. This is an application that allows users to capture, analyze and inspect a network connection from a computer in a home office or even the internet in as much detail as possible. Wireshark can essentially be seen as a high-level measuring device to examine the ins of what’s occurring inside of a network cable [3]. Wireshark does 3 things that most common packet sniffers do, and that is, 1. Capturing packets – by listening to a network connection in real time and collecting large streams of traffic. 2. Filtering – by cutting and sectioning out the data in order to allow users to apply filters and collect only necessary information. And 3. Visualization – by allowing users to see a visualized representation of conversations and streams of networks [4]. 

Having that in-depth visualized representation is a great advantage to Wireshark as it can allow forensic investigators to easily format conversations and to call out any suspicious behavior whilst also analyzing network-based attacks. Another great advantage that Wireshark has is the supportive analysis of over 1,000 network protocols which comprise TCP, UDP, DNS, HTTP and many more [5]. This allows for compatibility for almost any networking environment. Wireshark being free is another advantage, as the tool makes it extremely convenient and accessible to anyone looking into computer forensics [6]. As well as being open-source, Wireshark continues to seek development from the community of users also, always looking to strive for improvements.

A challenge that can come up when using Wireshark is the complexity of the tool and the learning difficulty as well. For a complete beginner in the field, it can be quite challenging as it is essential that users should have a solid foundation and knowledge within the topics of network protocols, common standards and architectures that can identify and analyze packets [7]. However, for users who do have these fundamentals down packed, then there shouldn't be an issue. Another challenge that can be faced by users of Wireshark is the fact that it can be resource intensive. As Wireshark captures all packets as well as carrying out real-time analysis performance, the performance of the system can slow down and can take up a lot of storage space especially if packets are being captured over a long period of time [8].


There are many cases where Wireshark has become a go-to tool for most forensic investigators, one of them being to analyze security. Wireshark is a great tool for detecting any suspicious or malicious related activity within the network as well as investigating security incidents and potential breaches [9]. Another common use of Wireshark is troubleshooting network performance issues. Wireshark identifies problems such as issues with connectivity, packet loss and slow performance within the network by capturing and analyzing the packets of the network [10]. The tool is also commonly used to monitor and analyze data which is exchanged between Internet of Things (IOT) devices. Wireshark shows a visual representation of conversations between these devices which can help users identify and pick up on any suspicious or malicious behavior [11].







Autopsy

Autopsy is another well-known open-sourced computer forensic tool that is used to assist forensic investigators to analyze devices such as hard drives, mobile phones and other storage devices. And as well as analyzing data, the tool also helps with retrieving digital evidence [12].

There are quite a few advantages when using Autopsy, one of them being that it is fairly easy to use, unlike Wireshark which has a bit more complexity. The installation process is simple and straightforward, and the tool includes a step-by-step guide to ensure that users understand how everything works and doesn’t get lost in the platform [13]. The fact that Autopsy is a free tool to use is another great advantage. This allows for easy access to anyone who doesn’t have a budget to spend on computer forensic tools, making things more convenient for users [14]. Another great feature that Autopsy contains is how it is designed to be extensible. This allows for other developers and investigators to add modules to further enhance the software. These modules can include timeline analysis, hash filtering, keyword search, data carving and many more [15]. This positive feature allows for a more customizable approach as well as creating a community around the brand.

Although Autopsy has many great advantages, there are also some drawbacks that partake with it. One of them being issues with performance when up against large datasets. When dealing with terabytes of data or a large batch of deleted files or data, Autopsy tends to decrease in speed or even freeze when trying to complete tasks. This results in a lot of time being consumed as the platform isn’t used to handling large amounts of data which can leave forensic investigators frustrated [16]. While Autopsy provides guidance for users, it focusses on helping them understand the basics. However, it starts to get a lot more complicated when performing more complex tasks and results in a steep learning curve to understand how to complete these more complex analyses within the platform [17]. In a way this can be seen as negative and positive as the platform allows for beginners to get started while also accompanying the fact that forensic investigator professionals are also likely to use the tool.

A common use case for Autopsy would be for corporate security investigations which comprise of computer data, the incident response of data breach, fraud and internal investigations of employees. Autopsy provides easy solutions to help investigators collect, analyze and understand digital evidence whilst also following legal and regulatory requirements which keep the digital evidence safe and unchanged [18]. Another use case for Autopsy would be for military and government use. Time and accuracy are extremely important especially in the case of military and government situations. Due to Autopsy’s fast processing in extracting data without error, Autopsy is the reason militaries and governments tend to seek to use this tool [19]. Another use case for Autopsy would be the fact that it provides for an academic and research environment. Autopsy carries this out by demonstrating the ins and outs of how the digital forensic tools work through features within the platform such as hash matching, keyword searching and reporting which provides a lot of value to under-graduates, and postgraduates in the field too, as it helps them develop new skills to aid them as a forensic investigator [20].


Volatility

One of the most crucial topics that has been coming up for the future of digital investigations is memory analysis, and Volatility has become the most popular tool used to combat this widespread topic [21]. Volatility is a free and open-sourced tool which is used to analyze RAM on a computer as this assists forensic investigators in understanding events that have occurred on a system while it has been running [22].

The advantage of Volatility being free allows for easy access for anyone who wants to experience the tool without having to have a budget to spend. Another advantage of Volatility is that it is open sourced which allows developers, researchers or even students to understand the ins and outs of the source code whilst also being able to change and improve the code too. This feature creates a community of Volatility users to participate in an environment of transparency, growth and improvement within the platform. Volatility having the main focus on the analysis of RAM is another great advantage as analyzing RAM as the priority helps forensic investigators collect valuable data which comprise of running processes, open network connections and loaded modules. This primary focus on RAM plays a huge part in identifying suspicious or malicious behavior in the memory itself [23]. Volatility also provides cross platform support which enables analysis to be carried out on Windows, Linux, and MacOS systems [24]. The versatility of Volatility’s framework support, again, demonstrates how easily accessible the tool is for most users.

On the contrary, a disadvantage to Volatility would be that the platform is solely a command-line interface. Although some may not see it as a worry, other users who are more known with a graphic user interface may feel a little uncomfortable when using this tool. This results in the tool having a steep learning curve if users are not too familiar with command line interfaces and creates subtle friction for people even using the tool [25]. Volatility can be an extremely effective tool to use as a forensic investigator. However, a downside to it would be that it requires a deep and technical understanding of operating systems, memory structures and analysis techniques. Consequently, users that do not have this type of experience or knowledge may struggle when using the tool and is not designed for beginners or for people without a computer forensic and cyber security background [26].

The most common use case for Volatility is analyzing a system's RAM. This feature helps forensic investigators identify important evidence and can retrieve any digital evidence that has been deleted or hidden. This can also help with detecting malware and identifying users who are unauthorized which results in an effective way for understanding and uncovering cyber incidents and criminal behavior [27]. Another common use case of Volatility is that it allows forensic investigators to create a timeline of system activity by collecting and filtering out data that is found in the RAM. Although Volatility can’t create graphical timelines like other tools, such as autopsy, Volatility can create and extract time-stamped data which can help investigators put together the pieces to the puzzle and understand events that occurred on the system [28].


Forensic Toolkit (FTK)

Forensic Toolkit (FTK) is a paid commercial forensics tool which is mainly used to identify, analyze and retrieve data, mainly from computers and storage devices and delivers results swiftly with FTK’s processing engine [29].

FTK provides a broad range of tools within its platform which allows for forensic investigators to conduct various tasks which can include recovering data, analyzing emails and file decryption. This showcases the conveniency of FTK’s platform as users don’t have to endlessly switch between various applications to perform various tasks [30]. FTK’s powerful features to recover data makes the tool a top choice for most forensic investigators. Due to FTK’s algorithm, ensuring that every piece of data is captured and examined especially when scanning complex file systems, FTK tends to uncover and retrieve the data with accuracy although digital data had been lost or hidden [31]. Another great benefit of FTK is the simplicity of the interface. Unlike the interface with Volatility, FTK has both CLI and GUI interfaces which eliminates the difficulty of the learning curve towards the platform allowing for a user-friendly environment, especially for new users to the platform [32]. Another advantage to FTK is that the tool is tailored to effectively handle large volumes of digital data. This is important for forensic investigators as some investigations involve a high volume and complex evidence. One key feature that assists with this is FTK’s advanced indexing engine which enables investigators to create instant keyword searches over large masses of data sets without the platform having to slow down or freeze unlike other platforms like Autopsy [33].

A disadvantage to FTK would be the high cost of the tool. As FTK is a commercial product the licensing and fees can be a bit over budget for many users, which is not recommended or as suitable for students but rather for forensic investigator professionals which limits the accessibility of the platform [34]. Another limitation for using FTK would be that FTK doesn’t allow users to automate tasks or customize workflows with scripting. This results with forensic investigators having to manually conduct processes through the interface which can be very time-consuming and inconvenient. Especially in this day and age where a lot of processes can be automated to increase the effectiveness and speed of output, unfortunately FTK fails to do this [35].


A common feature that is used in FTK is FTK’s Imager. This feature has the ability to create full copies of digital storage within devices such as hard drives, USBs, SD cards and more. FTK Imager ensures that the data remains unchanged or damaged and is kept in its original form, which is extremely crucial when showcasing evidence in court. These copies can then be analyzed a step further to identify and solve the case of criminal activity by uncovering deleted or hidden files and understanding events that had happened within the system [36]. A common use case for FTK would be to analyze browsing history, emails and social media activity. FTK can collect and analyze data from popular web browsers such as Chrome, Firefox, EDGE and internet explorer and can extract crucial information such as the websites the user has visited, searches, timestamps when websites have been visited, any downloaded files and cached content and cookies [37]. The ability to access this information is extremely important as it can help forensic investigators piece together the puzzle of the investigation.







[bookmark: _Toc196999544]Comparison Table

	Tool Name
	Type (Commercial/Open Source
	Key Features
	Advantages
	Disadvantages
	Use Cases

	Wireshark
	Open Source
	· Captures and Analyzes Network traffic
· Live packet capturing
· Seach filtering features
	· Free to use
· Supports a wide range of protocols
· Network troubleshooting 
	· Resource intensive 
· Complex and has a difficult learning curve
	· Analyzing security
· Detecting suspicious activity
· Troubleshooting network performance issues

	Autopsy
	Open Source

	· Device analysis and recovery
· Timeline analysis
	· Easy to use for basics
· Free to use
· Designed to be extensible
	· Issue performance with large datasets
· Steep learning curve when performing more complex tasks
	· Corporate security investigations
· Military and government use
· Providing an academic and research environment

	Volatility
	Open Source

	· RAM analysis
· Retrieving digital evidence
	· Free to use
· Focus on analyzing RAM
· Cross-Platform support
	· Solely command line interface (CLI)
· Requires a deep understanding on OS, Memory structure, analysis techniques
	· Analyzing a systems RAM
· Detecting unidentified / unauthorized users
· Creating a timeline of a system’s activity

	FTK
	Commercial
	· Identify, analyze and retrieve digital data
· FTK Imager
	· Provides a broad range of tools
· Ability to capture all data in complex scenarios
· CLI + GUI Interfaces
· Effectively handle large volumes of data
· Ability to create instant keyword searches
	· High cost
· No automations or customized workflows through scripting
· 
	· Create full copies of digital storage without change
· Analyzing browsing histories, emails and social media activity






[bookmark: _Toc196999545]Conclusion

In conclusion, computer forensics tools are extremely important, and all serve different purposes to achieve the same goal. After discussing the different computer forensic tools and understanding each one's key features, advantages, disadvantages and typical use cases, results in better decision making when choosing the right tools for the right scenarios in future cases.
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Forensic Methodology

Introduction
This section discusses the forensic methodology used to investigate and restore the deleted design files on Rich’s computer. The methodology used in this case follows a simple, yet effective, outline of finding and acquiring evidence, preserving evidence, analyzing evidence, documenting evidence and presenting evidence—all which is crucial in supporting and concluding this investigation.

Find and Acquire Evidence
[bookmark: _Int_41VK0blr][bookmark: _Int_qOnuEH6M]The very first step that must be carried out within this investigation is to find and acquire digital evidence as it can help point the investigation into the right direction. There are a number of places where digital evidence can be located thus it is crucial to be extremely aware to find all possible sources on information that is related to missing design files [38]. A few places which would be beneficial to look for would be Rich’s company workstation, internal and external storage devices used such as hard drives, email, browsing histories and other potential messaging platforms used to communicate internally as well as externally such as social media accounts. Searching in these places allows for a better understanding of Rich’s behavior at the time and can identify potential digital evidence that can support the investigation.

Preserve Evidence
Preserving evidence is an extremely crucial aspect of forensic methodology thus requiring two main principles to ensure that evidence truly is preserved. The first principle is to take no action which can result in data being altered. It is essential that digital evidence is kept exactly how it was found as it can be used effectively when brought into court [39]. The second principle is that only a person who is confidently skilled and well able to explain and justify actions is allowed to access completely original data. This is essential as working with original data can be risky and easily changed or even damaged, which will not do the investigator just in court.
In this case, Rich’s computer contained the missing files but was later, and unexpectedly, deleted. Although the files are now deleted, the files were originally stored in Rich’s computers’ storage device. To ensure that evidence on the storage device is acquired without modifying or corrupting it, a tool, such as write-blocker, can be used to carry this out. Write-blocker is an effective tool to prevent the alteration of data by only allowing read-only access towards the digital data and, when used correctly, even guarantees the protection of digital data [40].  

Another tool that can be used to preserve digital evidence is FTK imager. FTK imager can allow for creating a bit-by-bit copy of the original evidence of the storage device. This allows for the investigator to work on and analyze the data while keeping the original evidence in its original form without change which is congruent to the first principle mentioned above [41]. FTK Imager also provides certainty as it is validated by the tools hashing algorithm which guarantees that the copy of the data is completely identical to the original and that it has not been altered [42]. 

Analyze Evidence
After ensuring that the digital evidence is preserved and authenticated that it has not been altered from its original state, then the next stage would be to analyze the digital evidence collected from Rich’s computer. This part of the process is crucial as it can assist in regaining the deleted files and understanding the events that occurred within the storage device. Using a tool like FTK Imager can help recover deleted files if nothing has been written within the volume [43]. However, if it isn’t possible to recover the deleted files, using a tool like autopsy to analyze the device enables us to create a timeline of events of what exactly happened to the deleted files. Understanding the timeline of events can reveal important insights which can help us understand Rich’s behavior and can even identify any patterns within his activity [44].  And again, using a tool like FTK can help further analyze Rich’s behavior through any internal or external communication. FTK can be used to analyze Rich’s browsing history, emails, and social media activities which again aids in reconstructing events and timelines.




Document Evidence
The next step would be to document the evidence and again it is essential that this part is carried out. It is essential to ensure that there is a correct chain of custody when collecting digital evidence for the investigation. A chain of custody is a process which requires investigators to track and document whenever evidence is being handled or moved during an investigation. It can be seen as a journal for investigators to showcase anything that happens to the evidence such as people who access it and any actions that have been taken place towards the evidence. This helps ensure that nothing is missed out or undocumented which shows that the evidence has not been altered which makes it admissible in court [45].



Present Evidence
The last step of computer forensic methodology is presentation. After conducting the previous steps of collecting, preserving, analyzing and documenting evidence, it is now time to present the evidence. This stage comprises effectively communicating results found towards stakeholders in a clear and concise manner [46]. This can be done through a formal report which includes technical documentation and detailed evidence to support the investigation. The way that the report should be written must help concerned authorities have full clarity on the results, which can help carry out an accurate judgement made by court law.
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