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Section 1 Abstract

This is an assignment based on the implementation of networking and security. The task is to suggest a proposed network for a small textiles business. Research and advise on potential security risks to networks, how to identify and implement security within a network. 
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Possible security breach 1: Disgruntled Employees.
Reason: In the above scenario it states that there are users that have access to the business’s applications. The whole sales team has full access to business applications, so it is possible that one of the employees could have been unhappy with the changes and decided to plant the rekt. File.
Also, the sales head who was unhappy with being let go does not appear to have had his access privileges taken away from him, so it is quite possible that he has caused the issue.
“Disgruntled employees typically pose serious security threats to the entire company. A recent report reveals insider threats from employees cause nearly 30% of all data breaches on purpose or accidentally.”
(The Security Risks of Disgruntled Employees, 2021)

Possible security breach 2: Phishing attacks.
Reason:  Due to the fact that the entire network is open to your employees and your customers, it is quite easy for anyone to access the network and try to obtain your customers or employees personal information. Here is a definition of phishing according to Douglas E. Comer:
“Phishing is Masquerading as a well-known site such as a bank to obtain a user’s personal information, typically an account number and access code.” (Comer, 2009)
The rekt. File could have been uploaded remotely and all it would have taken was one of your employees or customers to accidently click on the file for it to become active.
Possible security breach 3: Denial of service.
Reason: In this particular case what has happened is the denial of service. Someone has encrypted your files denying you access to your files in order to deliberately hinder the business. A hacker could have accessed your network from around the block and even control it remotely.
DOS is: “The prevention of authorized access to resources or the delaying of time-critical operations.” (COMPUTER SECURITY RESOURCE CENTER, 2021)
Possible security breach 4: Employee Negligence.
Reason: There are no contingency plans for when something like this occurs. It is always best to plan for the worst case scenarios.
We cannot rule out the possibility that one of the employees or even customers could have accidently clicked on a link or file that would have infected the entire network. Here is an example of what employee negligence can cost a company:
“In a 2017 breach, a  City of Calgary employee acted with the most apparent negligent when they emailed an employee of another Alberta municipality sharing Workers’ Compensation Board claim details, medical records, Social Insurance Numbers, addresses, dates of birth, and other sensitive details. This resulted in a massive breach affecting more than 3700 employees and a $92.9 million lawsuit.” (The Security Risks of Disgruntled Employees, 2021)
Possible security breach 5: Lack of basic security.
Reason: By having no security in place it can make your network extremely vulnerable. Because there is no limit to who can use the café’s free wifi, anybody can access it. By setting up basic usernames and passwords for users to register access to the wifi, it would dramatically reduce the amount of malicious users attempting to access the wifi. 
Basic antivirus software would also help greatly. The antivirus software would be able to detect the majority of security breaches, notify you so you then have the opportunity to do something before it is too late. For example the software would have detected the rekt. File and instructed you to not open it.
There are thousands of examples of the importance of antivirus software, here is a quote from Tristar Tech solutions:
“Businesses likely use computers on a daily basis, which is why it’s paramount that they have sufficient virus protection. Computer viruses are more sophisticated and harmful than ever; a virus could damage a computer to the point where it can no longer be used. In order to protect your business and its computer systems, you need antivirus software.” (Tristar Tech Solutions, 1999-2021)
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What is a threat?
When defining threats to a network they can be divided it four different sub-categories:
· Structured threats
· Unstructured threats
· Internal threats
· External threats

Structured threats
A structured threat is an organised attack. They tend to be cause be experienced hackers who know exactly what they are doing in order to maximise vulnerabilities.
“ These people (hackers) use complex and highly improved methods to wreck havocs to networks.”

Unstructured threat
These are threats carried out by inexperienced people that use the latest available hacking tools to do it for them. They may be in experienced which you could actually argue is worst that experienced as they could cause a lot a damage, malicious or accidental.
Internal threats
“Internal threats occur when someone has authorized access to the network with either an account or physical access.”
External threat
“These types of threats are caused by from individuals working outside of a company who do not have authorized access to the computer systems or network.”
(What is a network threat? Explained, 2013)

Anything that could potentially cause harm to a network can be seen as a threat, from poor installation to malicious attackers. That’s why it is crucial to have as much security in place as possible to maximise business potential. Any damage to the network and it’s environment will affect your business.
Vulnerabilities.
When taking this case into consideration there any many vulnerabilities to consider:
Weak passwords
Most people struggle when thinking of a memorable password if it’s too complex they forget it so they tend to make it easy so that they can remember it. This is a classic mistake and can lead to unauthorised access on the network. It’s possible that one of your employees have a weak password that a hacker could easily have guessed.

Unauthorised access.
In this particular case you currently have 10 employees who have authorised access, how ever two of the sales executives that were let go now have unauthorised access as they no longer work there but still have login credentials for your business. This is crucial as no one should have access to your business accounts unless they are authorised to do so.

Unsecure back up methods.
It is essential that all your important data is backed up by several means. For example an original copy, internal copy and external copy would be adequate to ensure the safety of your data. Then it is important that you store the external data in a safe an secure location. Failure to do so could result in crucial data being lost or stolen.

(Network vulnerability, n.d.)

Attacks
There are many different types of attacks that a malicious hacker has at his disposal. Hackers are intelligent and they perform recognisance before they carry out any form of attack. They will pick a target and gather as much information as possible and then pin point their weaknesses’ and then pick the correct time to unleash the attack.
Attack techniques
Here is a list of attack techniques:
· Wiretaping- this involves creating a copy of packets (data sent across a network) as they traverse a network to attempt to get information.
· Key breaking – consists of automatically guessing an encryption key or a password to enable unauthorised access to the network.
· Name spoofing – using a misspelling of a house-hold name to infect a server with incorrect binding.
· SYN flood – overloading a server with information to interfere with TCP connections.
· Port scanning – scans all ports to find a vulnerability.
· Packet interception – this is when a packet is removed from the internet to bring in a man-in-the-middle attack.
· Replay – sending packets that are captured from a previous session.
· Dos and DDos – flooding a website with packets to overload the server.
· Address spoofing – involves using a fake IP address in a packet to deceive you into opening it.
· Buffer overflow – sending a load of data to exceed the buffer capacity.

Types of attacks
Not only are there methods to attacks, but there are also even different types of attacks. Here is list of different types of attacks and how they could infect your system.
1. Computer Virus – “Statistics show that approximately 33% of household computers are affected with some type of malware, more than half of which are viruses.”
A virus is called a virus because it acts like the common cold. It is a piece of software that is designed to spread across a network. They are well known for being hidden in e-mail attachment files or they piggyback on file downloads to corrupt and steal your personal information. 
2. Rogue Security Software – this is malicious software that will pretend to be a utility program and will prompt you for an update. Or it will make you think that you have a virus and it makes it look like you need the service to remove the virus. In fact it doesn’t remove what isn’t there in the first place, instead it will install malicious malware on your computer.
3. A Trojan Horse – “Trojan horse, or “Trojan,” is a malicious bit of attacking code or software that tricks users into running it willingly, by hiding behind a legitimate program.” It spreads usually by email; it may appear as an email from someone you know and once you click on it you’ve immediately downloaded malware to your computer. Once inside, it can record your passwords by logging keystrokes, hijacking your webcam, and stealing any sensitive data you may have on your computer.
4. Adware and Spyware -this is software that is designed to track data of your browsing habits and, based on that, show you advertisements and pop-ups. Adware collects data with your consent and is in fact a legitimate source of income for companies that allow users to try their software for free. The presence of adware on your computer can slow down your computer’s processor and internet connection speed.
“Spyware works similarly to adware, but is installed on your computer without your knowledge. It can contain keyloggers that record personal information including email addresses, passwords, even credit card numbers, making it dangerous because of the high risk of identity theft.”
5. Mani-in-the-middle attacks – these are “cybersecurity attacks that allow the attacker to eavesdrop on communication between two targets. It can listen to a communication which should, in normal settings, be private.”

By intercepting private conversations, a hacker can obtain any information that would usually be kept private.

(Borges, 2022)



What is a rekt, file? (Ransomeware)
According to CSO online, “Ransomware is a form of malware that encrypts a victim's files. The attacker then demands a ransom from the victim to restore access to the data upon payment.” 
Users are shown instructions for how to pay a fee to get the decryption key. The costs can range from a few hundred dollars to thousands, payable to cybercriminals in Bitcoin” (Fruhlinger, Ransomware explained: How it works and how to remove it, 2020)
What to do if infected?
CSO’s very own Steve Regan suggests that the 4 important steps are as follows:
· “Reboot windows 10 to safe mode.
· Install antimalware software
· Scan the system to find the ransomware program
· Restore to previous state.”
How ever he then goes on the say that this will restore your control of your computer but will not decrypt the important files that have been attacked. (Fruhlinger, Ransomware explained: How it works and how to remove it, 2020)


















Section 5 Task 5 Staff user guide

This user applies to all employees, contractors, volunteers and partners who access the network and computers. 
Employee internet usage policy

Our employees are advised to use our company’s internet connection for the following: 
· To complete their duties
· Search for information that they can use to improve their work.
· To access their social media accounts, while conforming to our social media policy.
While we do not want to restrict your access, we do expect you to use good judgement in order to stay productive in the workplace. We don’t want to restrict our employees’ access to websites of their choice, but we expect our employees to exercise good judgement and remain productive at work while using the internet.
Any use of our network and connection must follow our confidentiality and data protection policy.
Employees should:
· Keep their passwords secret at all times.
· Log into their corporate accounts only from safe devices.
· Use strong passwords to log into work-related websites and services.
What is inappropriate employee internet usage?
Our employees must not use the network to:
· Download or upload obscene, offensive or illegal material.
· Send confidential information to unauthorized recipients.
· Invade another person’s privacy.
· Download or upload movies, music and other copyrighted material and software.
· Visit potentially dangerous websites that can compromise the safety of our network and computers.
· Perform unauthorized or illegal actions, like hacking, fraud, buying/selling illegal goods and more.
We also advise our employees to be careful when downloading and opening/executing files and software. If they’re unsure if a file is safe, they should ask [their supervisor/ IT manager/ etc.]
Our company may install anti-virus and disk encryption software on our company computers. Employees may not deactivate or configure settings and firewalls without managerial approval.
We won’t assume any responsibility if employee devices are infected by malicious software, or if their personal data are compromised as a result of inappropriate employee use.
Company-issued equipment
We expect our employees to respect and protect our company’s equipment. “Company equipment” in this computer usage policy for employees includes company-issued phones, laptops, tablets and any other electronic equipment, and belongs to our company.
We advise our employees to lock their devices in their desks when they’re not using them. Our employees are responsible for their equipment whenever they take it out of their offices.
Email
Our employees can use their corporate email accounts for both work-related and personal purposes as long as they don’t violate this policy’s rules. Employees shouldn’t use their corporate email to:
· Register to illegal, unsafe, disreputable or suspect websites and services.
· Send obscene, offensive or discriminatory messages and content.
· Send unauthorized advertisements or solicitation emails.
· Sign up for a competitor’s services unless authorized.
Our company has the right to monitor corporate emails. We also have the right to monitor websites employees visit on our computers.
Disciplinary Action
Employees who don’t conform to this employee internet usage policy will face disciplinary action. Serious violations will be cause for termination of employment, or legal action when appropriate. Examples of serious violations are:
· Using our internet connection to steal or engage in other illegal activities.
· Causing our computers to be infected by viruses, worms or other malicious software.
· Sending offensive or inappropriate emails to our customers, colleagues or partners.




















