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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Introduction
[bookmark: _GoBack]In this report the author will discuss the variety of new and improved features available in Internet Protocol version 6 (IPv6) it will start by discussing what an IPv6 address is and why the scheme was developed, then will begin to focus on the additional functionalities of the protocol and additionally their security measures and finally how they are comprised, there is an expected level of moderate networking knowledge assumed from the reader.

What is IPv6?
IPv6 is the latest internet addressing system and was introduced to deal with the very short supply of IPv4 addresses that are available[1] it offers a 128 bit addressing system that can support up to 2128 which is equivalent to 340.3 undecillion. Although not yet widely used it will be soon as more and more people phase over from IPv4 to 6 and more companies upgrade their hardware and software to support the changeover[2], you may still be recognize seeing this throughout your operating system and in various reports and command line returns this is due to most devices now accepting dual stack which allows them to operate on both IPv4 and 6 simultaneously whilst the ongoing transition occurs and as a preparation measure [3]


Why are we moving away from IPv4?
IPv4 is the internet protocol version that is currently most widely used. IPv4 operates on a 32 bit addressing system which fundamentally only supports 4.3 billion device, prior to the boom in personal computers when IPv4 was first implemented (1981 [4]) this was a sufficient number of addresses available but as more and more internet devices became available to the public and came online it was found that it would not be long before the IPv4 system would not be able to support the internet addressing for as long as previously thought, so in 1998 engineers developed the new scheme, IPv6, in preparation for the imminent lack of addresses but as the prior addressing scheme was so firmly rooted in the internet and networks everywhere by this point, the full transition is yet to occur but it is being deployed.[5]

What has IPv6 got to offer?
One of the primary features of IPv6 is the removal of NAT (Network address translation) a system that was implemented to mitigate the deficit of IPv4 addresses, without the need for this now devices can initiate connections without having to route through a NAT device first to get its private address translated into a public address which should provide more robust connections in some applications[6] and potentially a faster connection for all devices, although it is owed to NAT that the transition has taken so long and been so relaxed as NAT has heavily mitigated the IP address shortage. [7]



Whilst not strictly available as part of IPv4 Anycast addressing has been retrofitted but was designed with IPv6 in mind, it offers a system whereby a selection of servers share the same IP address and can route traffic from the source device to the server topographically closest[8] it does this via links with the Border Gateway Protocol (BGP) in an effort to reduce needlessly lagged connections and preserve bandwidth[9]



How is an IPv6 address formed?

An IPv6 address comprises of three primary components, the network prefix, subnet ID and the Device ID, with the network prefix occupying the first 48 bits of the address, the subnet holding the following 16 bits and the node occupying the other 64 bits, see figure 1, (appropriated names). The network prefix refers to the information needed to globally route packet, the subnet ID is part of IPv6’s integrated subnetting in which devices will not need a traditional subnet mask as this refers to the private topology[10] of the internal network and finally the device ID is extrapolated from the mac address via binary and hexadecimal conversions as well as movement of specific bits and the addition of a 16 bit string. Figure 1 IPv6 address format
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IPv6 has incorporated some rules for producing these lengthy 128 bit addresses in shorthand and follow this schema;
You may replace strings of zero’s into a double colon ( :: )  but only once as if there are two double colons when resolving this into its full notation there may be 3 continuous 16 bit strings of 0’s in the 1st double colon but only one 16 bit string in the other or vice versa and no way of differentiating the amount in any double colon.
For example, the address listed in figure 1 could be written as:

2001:0db8::34f4:0000:0000:f3dd

This may then shortened further by saying any further 16 bit strings of 0’s may be appropriated to     ( :0: ) so it could be shortened to this:

2001:0db8::34f4:0:0:f3dd

Another step then can be to omit 0’s at the start of any 16 bit strings so it could look like this:

2001:db8::34f4:0:0:f3dd

Although not demonstrated above you may do this with further 0’s, for instance if one 16 bit string was: :006d: it may be shortened to :6d:

Security of IPv6
Whilst not fully mandatory it is heavily advised to use IPSec on networks using solely IPv6 addressing where applicable, see RFC6434[11]. IPSec provides 2 main modes dependent on the device sending and receiving the packet;
· Tunnel mode is used for connections between two gateways or a gateway and a host device and works by authenticating and encrypting the whole IPv6 packet as well as encapsulating it with a new IPv6 header. 
· The other mode is transport mode for between two host devices, here exclusively the payload is encrypted and authenticated[12]

IPv6 also hosts an replacement for IPv4’s Address Resolution Protocol (ARP) in the form of Secure Neighbor Discovery (SEND) which comes due to relatively easy ARP poisoning and redirection that can occur and instead uses Cryptographically Generated Addresses (CGA) to authenticate between hosts[13] per specifications in RFC3972[14], this provides an better layer of security for IPv6’s NDP (Neighbor Discovery Protocol).

Conclusion
In conclusion IPv6 provides a wide variety of improvements throughout and on paper seems extremely promising, the transition will be a very lengthy one due to mitigating factors such as NAT and dual stack addressing as well as how ingrained IPv4 is. But overall IPv6 will incorporate a lot of systems and protocols with many improvements added and very much could change the way networking is completed and presently restricted.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G
	172.16.13.104/30
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108/30
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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