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[bookmark: _Toc198326751]1. Introduction 
Network communication has an essential role in modern computing, it allows devices and systems to exchange data reliably and efficiently[1].  This report covers several key aspects of how this is done.  The Transmission Control Protocol (TCP) is covered, it ensures reliable delivery of data between devices using a connection process called a three-way handshake[1,2].  The impact of the Maximum Transmission Unit (MTU) is also covered, this defines the largest amount of data that can be sent in a single network packet[3].  Next, the differences between synchronous and asynchronous communication is also covered, with each suited to different types of applications depending on timing and coordination[4].  Finally, the concept of interoperability is covered.  This refers to how different systems can communicate and work together across platforms and networks[5].
[bookmark: _Toc198326752]2. TCP and Guaranteed Delivery 
[bookmark: _Toc198326753]2.1 Overview of TCP
TCP is a core transport layer protocol in the TCP/IP model[1,3,6].  It is on Layer 4 of the OSI model and provides reliable, ordered, and error-checked delivery of data between devices[7].  Unlike UDP that quickly send packets without confirmation, TCP establishes a connection between two endpoints before transferring any application data[1,3].  Once the connection is in place, TCP breaks the data into segments, attaches sequence numbers, and ensures that each segment is received in the correct order.  If any data is lost, TCP detects this using acknowledgements and retransmits the missing parts[1,3,7,8].  This makes TCP a suitable option for applications where accuracy and data completeness are more important than speed, for example, web browsing using HTTP, email through SMTP, and file transferring with FTP[1,8].
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[bookmark: _Toc198326754]2.2 Overview of UDP
The User Datagram Protocol (UDP) is another transport layer protocol in the TCP/IP suite.  It provides a connectionless communication method with no guarantees about packet delivery, order, or duplication[3,8].  Unlike TCP, it does not require a handshake before data is sent and does not use acknowledgements or retransmissions[1,3].  Each message, known as a datagram, is treated independently and may arrive late, out of order, or not at all[1,9].  UDP operates much faster than TCP because it has less overhead, making it suitable for applications such as voice and video streaming and online gaming[1].  UDP is used when the application can tolerate occasional data loss to help reduce delays.  While UDP relies on the application layer to handle any missing or disordered data, its speed and simplicity make it useful in applications where real-time performance is a higher priority than reliability[1,3,8].
[bookmark: _Toc198326755]2.2 Connection Establishment and the Two Generals’ Problem
Before any application data is transmitted, TCP must establish a connection between two devices.  This process, known as the three-way handshake, ensures that both devices agree to communicate and are properly synchronised[1,10].  The first step involves the initiating device sending a segment with the SYN (synchronise) flag set, along with its initial sequence number[10].  The receiving device responds with a segment that has both SYN and ACK (acknowledgement) flags set.  This response has its own sequence number and confirms receipt of the initial request.  The initiating device then sends back an ACK segment, completing the handshake.  Once this process is complete, both devices can begin transferring data using the agreed sequence numbers.  This prevents issues like duplicate or delayed packets from previous connections interfering with the new session[1,3,10].
Figure 3 [10]
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The three-way handshake is a practical attempt to solve the communication challenge explained in the Two Generals’ Problem.  This is a theoretical problem in computer science where two generals, positioned on opposite sides of a valley, must agree on a time to attack.  They can only communicate by sending messengers through the valley, but any messenger may be captured.  Even if one message is received, the other general cannot be sure that the response confirming the message arrived successfully.  This uncertainty leads to a situation where mutual agreement is impossible to guarantee.  The problem highlights the difficulty of achieving perfect coordination over unreliable communication channels[11,12].
Figure 4 [12]
[image: A cartoon of a knight and a castle

AI-generated content may be incorrect.]
Figure 5 [12]
[image: A diagram of a problem

AI-generated content may be incorrect.]
TCP does not completely solve this problem in a theoretical sense but provides an approach that works most of the time in real-world scenarios.  By needing multiple messages and acknowledgements before data is transferred, TCP reduces the risk of errors.  The use of timers, retransmission, and strict rules about when data can be sent ensures that both endpoints act only when they are reasonably sure the other is ready.  Although absolute certainty is still impossible with this technique, TCP’s approach makes failure so unlikely that it is suitable for usage in everyday tasks on the internet[1,10,11].
A real-world example of this going wrong occurred during a Deliveroo platform outage on 18 September 2018.  In this incident, users placed orders, but their devices did not receive confirmations due to delays or failures in backend systems.  As a result, many users received failure error messages with try again buttons that lead to them believing their original orders had not gone through and attempted to place them again.  This caused widespread duplicate charges and multiple orders for the same items.  The issue resembled the Two Generals’ Problem in that the orders were placed without confirmation, and the system lacked a reliable method to signal when an action had been successfully received and processed.  TCP prevents similar problems in digital communication by enforcing a handshake process and requiring acknowledgement from both sides before proceeding[11,13].
[bookmark: _Toc198326756]2.3 Acknowledgements, Flow Control, and Retransmission
In TCP, acknowledgements (ACKs) are used to confirm the successful receipt of data segments.  Each ACK contains the sequence number of the next expected byte.  This is meant to guarantee both sender and receiver maintain synchronisation.  For instance, if a receiver has successfully received bytes up to 2000, it will send an ACK with the sequence number 2001.  This mechanism allows the sender to identify any missing segments and take corrective action if necessary[10,14].
Flow control in TCP is managed through the sliding window protocol.  This manages the amount of data a sender can transmit before requiring an ACK.  The receiver advertises a window size, determining the buffer space available for incoming data.  As data is received and processed, the receiver updates this window size in subsequent ACKs.  The sender must adjust its transmission rate to prevent overwhelming the receiver's buffer.  This adjustment ensures the maintaining of optimal performance across varying network conditions [14,15,16].
Retransmission in TCP addresses data loss during transmission.  If an ACK is not received within a calculated retransmission timeout (RTO), the sender assumes the segment was lost and retransmits it.  The RTO is adjusted based on round trip time measurements, allowing TCP to adapt to the network conditions.  Along with this, TCP also uses a fast retransmit mechanism, where the receipt of three duplicate ACKs for the same data segment triggers an immediate retransmission, bypassing the RTO.  This approach allows for quicker recovery from packet loss, enhancing reliability and efficiency in data transmission [16].

[bookmark: _Toc198326757]3. MTU Size and Its Impact on Data Transfer 
[bookmark: _Toc198326758]3.1 What is MTU and Why It Matters 
To reiterate MTU is the largest size of a data packet that can be sent across a network connection without being split, a process called fragmentation [2,17].  On Ethernet networks, the MTU is normally 1500 bytes[2].  The MTU value includes both the data and the headers used by network protocols [17].  Using a standard MTU on a network helps efficiency between devices by allowing packets to be large enough to carry useful amounts of data without causing problems for devices on the network with them being too large, or the opposite issue if it is too small [18].  Setting the MTU too large can result in issues if devices along the path cannot support it, which may cause packet loss or connection failures requiring large amounts of data to be resent.  [2,17,18].  Conversely, if the MTU is too small, the number of packets increases, which adds more headers and uses more network resources [2,17,18].  For these reasons, correctly setting the MTU value to an appropriate amount is important to avoid performance issues and maintain stable and reliable data communication across networks [2,17,18].
[bookmark: _Toc198326759]3.2 Protocol Data Units and OSI Model Context 
The OSI model explains how data is prepared and transferred across a network in seven layers.  As data moves through each layer, it is wrapped in information known as headers.  These make up the different types of Protocol Data Units (PDUs), such as frames, packets and segments, depending on the layer, for example, the transport layer adds TCP or UDP headers, the network layer adds IP headers and the data link layer creates frames with its own headers [18,19].  Each added header reduces the amount of space left for the data.  If the total size becomes larger than the MTU, the packet must be fragmented [2,18,19].  This problem is managed by tracking how much space each layer uses[18,19].



[bookmark: _Toc198326760]3.3 IP Fragmentation and Reassembly 
 In IPv4, both the source host and intermediate routers can perform fragmentation.  Each fragment carries an identification number, offset value, and flags to help the receiver in reassembling the original packet in the correct order[17,20,21,22].  However, if any fragment is lost during transmission, the entire original packet must be retransmitted, leading to inefficiencies and potential increased latency [20].   Along with this, fragmentation adds additional overhead, as each fragment will require its own IP header to be sent [20].  In IPv6, fragmentation is handled slightly differently.  In IPv6 only the original sender is responsible for fragmenting the packets, while routers do not.  If a packet is too large for the next hop, the router gets rid of it and throws an error ICMPv6 "Packet Too Big" back to the original sender [17,20,21,22].  This IPv6 approach to fragmenting simplifies router processing but adds the burden of fragmentation to the device with the file to be sent.
Reassembly of fragmented packets happens at the receiving destination host.  The host uses the identification numbers and fragment offsets to remake the original packet in the correct order, no matter the order the packets were received.  In IPv4, if all fragments are not received within a certain timeframe, normally  60 seconds, the reassembly process is aborted, and all fragments are deleted [17,20].  Similarly, in IPv6, the fragments are discarded Also deleted after 60 seconds, and an ICMPv6 "Time Exceeded" message may be sent to the sender [2,17,20]. 
[bookmark: _Toc198326761]3.4 Practical Implications of MTU in Networks 
To address these issues with the MTU being too large or small, Path MTU Discovery (PMTUD) is used to determine the smallest MTU along the path between source and destination, allowing the sender to adjust packet sizes before sending accordingly [2,17,20,21,22].  However, PMTUD relies on receiving ICMP messages to function correctly.  If these messages are blocked by firewalls or other network devices, PMTUD can fail, leading to issues like black hole connections where packets are silently dropped with no warning or message [2,17,20,21,22].  Therefore, network administrators must carefully configure MTU settings and ensure that necessary ICMP messages are allowed through security devices to maintain optimal network performance and reliability using these methods.
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[bookmark: _Toc198326763]4.1 Definitions and Differences 
[bookmark: _Toc198326764]Synchronous Communication
Synchronous communication refers to real-time data transfer between the  sender and receiver.  Both must be simultaneously engaged with each other.  It normally involves continuous data transmission in blocks or frames, requiring both parties to coordinate precisely in time [24,23].  This gives immediate responses, making it useful for real-time applications such as video chat, or online games [23,24].  The tight connection needed between sender and receiver ensures consistent data flow but introduces added complexities to the system that must be considered [4,23,24].
[bookmark: _Toc198326765]Asynchronous Communication
Asynchronous communication, on the other hand, allows for data exchange without the need for a constant engagement.  Information is normally transmitted in discrete units, such as characters or bytes, often using start and stop bits to handle timing independently [4,23,24].  This decoupling allows the sender to transmit data without needing to wait for an immediate response, thus improving scalability and fault tolerance [4,23,24].  It is particularly suited to applications where delayed processing is acceptable, such as email, or message chats [4,23,24].
[bookmark: _Toc198326766]4.2 Use Cases for Synchronous Communication 
Synchronous communication is useful for applications that need immediate and coordinated data exchange, such as VoIP, video conferences, and online gaming, where low latency is crucial to maintain a usable user experience [23,4].  In these situations, protocols like the Real-time Transport Protocol and Session Initiation Protocol are used to make sure real-time interactions are done correctly.  RTP is used to ensure the timely delivery of sent media streams, while SIP manages session signalling and call setups, making sure that communication sessions are set up and maintained properly [23,24].
The User Datagram Protocol (UDP) is often utilised in these applications due to its low latency, which allows for faster data transmission without the overhead of establishing a connection, making it suitable for real-time applications where speed is prioritised over reliability [3].  However, synchronous communication faces challenges such as sensitivity to latency and jitter, where network delays can disrupt synchronisation and degrade service quality, an example being lag in an online game.  To mitigate these issues, things like jitter buffers are used to compensate for timing variations, although too much latency can still lead to large interruptions in voice or video streams rendering it unusable in the worst situations[4].
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Asynchronous communication is used in applications that do not need a real-time simultaneous data exchange.  These things include things like email and messaging apps, where responses can be delayed without impacting overall function [4,23,24].  This model has benefits such as improved fault tolerance, since messages can be cached and retransmitted, and scalability, by decoupling sender and receiver processes allowing for the usage of TCP/IP with no concern for the added time[4,23,24].  Protocols like SMTP and HTTP make use of  asynchronous designs by using background data delivery [4,23,24]. 
Asynchronous communication suits delayed or background tasks, improving system responsiveness and reliability.  An example of  Java’s asynchronous I/O support could be the Java NIO package, which allows for event-driven networking by using channels and selectors to handle multiple connections without blocking threads, enhancing performance in asynchronous scenarios [4,23,24,25].
[bookmark: _Toc198326768]4.4 I/O Models and Implementation Patterns
In network communication, the choice between synchronous and asynchronous I/O models significantly impacts the created applications performance and responsiveness.  Synchronous communication requires both sender and receiver to be active simultaneously, leading to potential delays if one party is not ready to communicate [25].  Conversely, asynchronous communication allows the sender to transmit data without waiting for an immediate response, slowing for better utilisation of resources and improved scalability during the time waiting for a response [24,25].  This approach is particularly beneficial in distributed systems where components operate independently and may not be available at the same time [23,25].
Java's I/O (NIO) framework covers the addition of asynchronous communication in programming.  NIO introduces non-blocking I/O operations, allowing a single thread to manage multiple channels simultaneously without being blocked by any single I/O operation [25].  This is achieved using channels, buffers, and selectors, which collectively enable efficient data handling and multiplexing [25].  By making use of these components, it is possible to build scalable network applications that maintain high performance even under heavy loads [25]. 
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[bookmark: _Toc198326770]5.1 What Is Interoperability? 
Interoperability refers to the capability that different systems, applications, or services should be able to communicate with each other and use the shared data properly.  It allows systems and applications to work together, even if they were made using different technologies or by different people.  This is important in modern computing, where systems often need to exchange information across different networks.  Interoperability makes it easier to share data and carry out tasks between systems.  It includes horizontal interoperability, where systems at the same level, such as two apps, work together, and vertical interoperability, where systems at different levels, like a server and a user device, interact [26,27].
[bookmark: _Toc198326771]5.2 Why Interoperability Matters 
Interoperability is needed for enhancing system integration, reducing redundancy, and minimising the need for manual data transfers.  By having a seamless communication method between systems, organisations can simplify workflows, accelerate development, and have easier system upgrades.  Having this done properly can lead to significant cost savings and improved operational efficiency.  For instance, interoperability allows for cross-platform applications to be made.  this in turn allows for legacy systems to be able to interact with newer software and support international systems in exchanging information.  Having this capability in some capacity is essential in today's digital landscape, where timely and accurate data exchange is essential for decision-making and service delivery [27,28].
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To ensure different systems work together smoothly, several technical steps are important.  Using open standards like HTTP and JSON allow systems to share data in a common format, making it easier for them to understand each other [29].  RESTful APIs also support this by providing a clear method for systems to request and send information [29].  Having shared data formats and structures make sure that information is organised similarly across systems.  This consistency allows for smoother data exchange and reduces the complexity in parsing the data on the receiver [27].  Keeping documentation clear and maintaining consistent versions of software helps people to know how systems should interact and what to expect from each version [27].  Middleware acts as a bridge between different systems, translating and managing data so that each system can understand it.  This is especially useful when systems use different technologies or protocols [28]. 
[bookmark: _Toc198326773]5.4 Challenges and Best Practices 
Despite the benefits, achieving interoperability comes with several challenges.  The existence of multiple proprietary protocols and the absence of one universal standard are issues to integration between some systems.  To address these issues, best practices include designing systems with modular architectures that support decoupling, allowing for backward compatibility to support legacy systems, and making use of open standards to ensure broader compatibility.  Testing across different platforms and systems is also important to identify and resolve interoperability issues in the development process.  [27,28].
[bookmark: _Toc198326774]Conclusion
This report has explored key networking topics including reliable delivery with TCP, packet sizing using MTU, synchronous versus asynchronous communication, and interoperability.  These are the foundations of systems that transfer data efficiently and work across platforms.  TCP, which is used in over 70% of internet applications, ensures that data arrives correctly [3].  Correctly managing MTU avoids delays and dropped packets [2,17].  Choosing between synchronous and asynchronous methods affects how systems respond to users [4].  Finally, interoperability lets different systems talk to each other, reducing cost and improving flexibility [5].  Understanding these topics helps build stronger, smarter networked applications.
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