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[bookmark: _Toc99629923]Abstract 
Security is in everyone's lives, and this means people need to be more aware of how the lack of understanding and choices they choose to make every day can affect their lives greatly, the choices that they make a normally down to convenience of how they operate. This research proposal investigates how a how people operate their security by understanding types of security that can be used but alternatively trying to understand and find and knew or improved method of authenticating for user access. the research investigates biometrics authentication and multi factor authentication I'm taking advantages of both and trying to create a new or improved method of authenticating for users. Furthermore, the investigation will also take place into looking at different types of testbeds that would be used with services such as Microsoft Azure and conventional database logins and testing if that these could be improved in anyway with the advancement of token technology and the comparisons between them.

[bookmark: _Toc99629924]Chapter 1: Project Overview
[bookmark: _Toc99629925]Introduction 
Over the last 30 years, more countries are progressively getting faster with adopting technology into their lives, allowing them to be more connected than ever [1]. With this comes lots of positive outcomes but also brings lots of negatives, at the start there were plenty of positives and very few negatives, but over the years, the negatives have started to build up against the positives to create a situation. What are the most prominent threats people face in cyber security, and their understanding and willingness to protect themselves is one of the largest areas that fail people every year [2].
In 2020 a pandemic struck the world, creating work from home a requirement and creating an opportunity for malicious hackers and scammers to target people who would never be using technology to this extent [3]. This has created a situation that has accelerated faster than most people would like to believe; going forward into the 2020s will accelerate going forward more than ever as technology has sped up people's lives and more people have adopted a newer form of living [3].
When people think of cyber security, they instantly grow hatred towards the subject itself due to the hassle and inconvenience is it causes people every day, such as trying to remember passwords having to get a text message sent to the user's phone every time there want to log into the bank or even having to use a phone to get a code or approve of a login [4]. This type of security makes people's accounts more secure and better against account hijacking. However, due to people's willingness to accept and live with this, they remove this layered security for those conveniences, which results in account security being low and compromise to their personal lives even more manageable, which moreover allows scammers and hackers to take advantage of collecting as much information about the individuals without their privacy being much of a concern [4].
People having their privacy turned off while being on the Internet is the equivalent of having the front door opens to the street and inviting everyone in to have a look around a person's home. If people understood the equivalence of their privacy online compared to that analogy, would more people be willing to have security enabled on their accounts? The research of this assignment is aimed to find out where people will draw the line for their security or convenience, and this is the war that people face every day; this research will find out if there can be a solution.


[bookmark: _Toc99629926]Aim and Objectives 
[bookmark: _Toc99629927]Aims
This research is necessary for the ongoing growth of security concerns with end-users as the world is becoming more connected with services on everyone's devices.
This research is about developing and understanding a common ground, but users will go before they ultimately stop caring about their security and privacy.
To achieve this research, a test on a small group of participants with different levels of security to find what users are willing to settle for at what cost to their privacy ground security.
[bookmark: _Toc99629928]Objectives
Researching into different areas of security layers and gathering authentication information.
Investigating different layers of authentication commonly used by the consumer and at the enterprise level.
Research into any known vulnerabilities around two-layer authentication or other related methods.
Create tests involving different levels of security and give participants monitoring for results and outcomes.
[bookmark: _Toc99629929]Hypothesis
The hypothesis to this type of report is challenging to the layout, but an understanding of what has been found in the research and what could be potentially expected is one of two of the following users will not fully understand and log in and set up an account with the easiest method for their convenience optionally going for the lower security for the convenience of access to their account. Alternatively, users may find out afterwards about the security and how easy it is to hack these accounts though they may alternatively go for the more secure accounts when they are made aware at the end.
[bookmark: _Toc99629930]Research Overview
Over the years, researchers have been created to try and answer and find solutions to the other current time issues with security and convenience. This research is to identify and try to offer an alternative to the current methods being used if that could be a potential solution to finding a new method of security. The study is overall talked to benefit the end-users by advancing an understanding of what the end consumer is looking for and how they operate; giving this information and setting out a research report can lay the foundations or even the start towards newer, more secure accounts for end-users or even a new form of security.
Describe some of the significant issues, and some of the problems that need to be addressed in this research of understanding how to gather information stop would accurately show findings or information gathered that is the accurate primary information that can be used. Looking at some of the subproblems would be gathering, extracting, and delivering the information in a way that would present an answer that looks and feels genuine and not artificially created for results; the end outcome must show a conclusion.

[bookmark: _Toc99629931]Structure of the proposal
The structure of this project is created upon the principles of the introduction and the layout of the aims and objectives set within this part of the chapter. The introduction has opened the proposal with a clear understanding of what research will be found and collected going on to give an understanding of the topic that will be studied and researched.
The second section of the proposal delivers information about research and critically analysing papers about the current research proposal identifying current trends and latest developments from authors using journals, articles, books, and some web songs; taking this information will be able to lay out a clear path and have a deeper understanding into the topic that will be researched. Comparing authors with their work will help align and critique for finding an area that has not been researched to give a new perspective or even a new understanding of this industry of security.
The third section is the methodology, and it investigates the type of research that will take place and the strategies needed but also the approach and the choices that would need to be used to gain the information and go into the testing and evaluation section that would follow shortly after it will set a clear goal and a path.
The last part of this proposal is the summary and what could be the outcome; it will also discuss overall everything that has been mentioned and talked about throughout the proposal giving evidence and findings if they are credible to be backed up as well as also trying to follow the original aims number actives.
The last two will be a list of references found relating to works needed and an appendix section for anything that may not be required in the proposal but would be necessary to keep for reference.


[bookmark: _Toc99629932]Chapter 2:  Research & Review of Literature
1. [bookmark: _Toc77710204][bookmark: _Toc77710267][bookmark: _Toc77710330][bookmark: _Toc77710405][bookmark: _Toc77710474][bookmark: _Toc77710537][bookmark: _Toc93933904][bookmark: _Toc93933967][bookmark: _Toc93934030][bookmark: _Toc93935640][bookmark: _Toc93935710][bookmark: _Toc93935792][bookmark: _Toc93935868][bookmark: _Toc93935944][bookmark: _Toc93936014][bookmark: _Toc93936084][bookmark: _Toc94028132][bookmark: _Toc97594145][bookmark: _Toc99377039][bookmark: _Toc99629889][bookmark: _Toc99629933]
1. [bookmark: _Toc77710205][bookmark: _Toc77710268][bookmark: _Toc77710331][bookmark: _Toc77710406][bookmark: _Toc77710475][bookmark: _Toc77710538][bookmark: _Toc93933905][bookmark: _Toc93933968][bookmark: _Toc93934031][bookmark: _Toc93935641][bookmark: _Toc93935711][bookmark: _Toc93935793][bookmark: _Toc93935869][bookmark: _Toc93935945][bookmark: _Toc93936015][bookmark: _Toc93936085][bookmark: _Toc94028133][bookmark: _Toc97594146][bookmark: _Toc99377040][bookmark: _Toc99629890][bookmark: _Toc99629934]
[bookmark: _Toc99629935]Introduction
Security is all around us, and it is an ever-growing industry that has resulted in billions of pounds being poured into the economy every year by governments and companies alike to achieve the same goal of better secure cyber security for everyone for the intellectual property, their staff for their safety [5]. This comes with the concern of hackers trying to exploit vulnerabilities in user accounts and personal lives. Technical innovations are making their lives easier; small things such as tiny homes that are integrating all our devices to talk and collect, making IoT and in central parts of our lives that are becoming essential [5]. 
In this area, to protect the uses of all industries, more layers of security must be implemented to protect the end-user, whether that is for a simple login to a website forum or banking or corporate accounts. These all need to have greater security than what it was in the last ten years [6]. The industry is constantly developing and growing, requiring innovations and ways to keep users protected but also to keep the hackers constantly on the heads with innovations; previously, they used to use a database with a simple login of a password and username, then it got a bit more advanced requiring a caption of random letters, in recent times accounts have required additional support from getting authorisation codes from text messages emails calls, on the most current way of getting the highest level of support would be using a biometric on an authenticator app requiring the individual to put this in every time there want to log into a service[5, 6]. 
The research will be looking into two dominant areas and critically reviewing two papers from each giving a depth and understanding of further research into this topic and what this report would investigate providently.
[bookmark: _Toc99629936]Types of Biometric Security 
There are lots of different types of security that can be used and implemented on end-user accounts or even system protection; some of the most common options are chosen for the most convenient for people, such as facial recognition, fingerprint scanner, iris scanners or even a simple patens design used on phones screens. Following these two different types of biometric recognition will be talked about, including papers relevant to research conducted using this type of technology and how it could further benefit research in this report [7,8].
[bookmark: _Toc99629937]Facial Recognition & Fingerprint Technology
With the growing use of facial recognition technology in mobile devices over the last ten years, it is now becoming more accepted and secure enough for mobile phone operators and app services to start integrating this feature and level of security into their services. This works by taking a digital image of the end-user and then taking the photo using a computer algorithm to pick out distinctive features and details about the person's face; these can be small things such as distance between eyes, Length of the nose, the shape of the chin, freckles & birthmarks. These are then converted into a mathematical representation and compared to data on other faces collected in the facial recognition database [7,9].
Related Work – Facial Recognition 
Researching more into this, there are different levels of facial recognition and technologies given to make such an advanced method of security around this type of authentication method. The research found a paper (Genia Kostka, Léa Steinacker & Miriam Meckel, 2021) talking "Between security and convenience: Facial recognition technology in the eyes of citizens in China, Germany, the United Kingdom, and the United States". The paper goes into detail about how public perception of face recognition technology and how it benefits, and how they accept this type of technology in different parts of the world; they use online surveys to communicate with different populations to gather information for studies. The paper discusses how the selected countries perceive the consequences of the usefulness on the reliability of facial technology, looking at it as a benefit does not seem to see it as surveillance and control by the government. It is widely growing and very fatly being adopted, showing its enormous potential and opportunities [10].
Related Work – Fingerprint recognition
[bookmark: _Hlk99491056]another research area is looking into fingerprint recognition on the technology behind this compared to facial recognition. The main differences between the two types of biometrics are that one uses a fingerprint and scans via ultrasound. The other uses an algorithm to dictate certain features on the face. Researching into a paper (Mahesh Kumar & Devender Kumar, 2022) talking "A Systematic Analysis of Fingerprint Matching Techniques for Fingerprint Recognition System". The paper goes on to talk about the conveniences and uses of the security features and considers it to be a reliable identification system; furthermore, it talks about the continuous improvement of the fingerprint recognition system and how it overcomes limitations related to overlapping fingerprints latency and detection of fake fingerprints as development within the technology itself. The analysis is conducted for the latest and quality contributions of its research; this is equivalent and a valuation of the efficiency of the technology and collecting popular data sets and challenging issues [11].
[bookmark: _Toc99629938]Critically Review
Critically reviewing both related works for this section gives an understanding more about the technologies individually and what they benefit from, also what they lack and how they could be used to further research into becoming more mainstream for security or a lack of development that may still be apparent with some of the knowledge given. Reading through (Genia Kostka, Léa Steinacker & Miriam Meckel, 2021) gives an understanding of the type of facial technology and how it is adopted and used in parts of the world; in comparison to fingerprint facial technology seems to be less favourable in the Western Hemisphere compared to the eastern hemisphere where countries such as China and more adopting of the technology in comparison towards the West which prefers more fingerprint scanning instead. Looking into (Mahesh Kumar & Devender Kumar, 2022), using this is also since fingerprint scanning has got more development behind it and has shown to be consistently being updated with the latest developments to overcome limitations that it was previously obstructed. Furthermore, these limitations have been slowly reduced over the years with development such as ultrasonic sound fingerprint readers, allowing for better scanning and analysis of fingers for more secure unreliable contact. This would benefit the research for the report as it would show data sets and offer an inside view into already pre-existing data collected on different technologies and how they could be relevantly implemented into a new existing method of security. Based on the finding of these papers, a new method of security could be implemented, taking advantage of what has been pre-existing research [10, 11].
[bookmark: _Toc99629939]Types of Security Token
In the modern cyber security environment, the current issue is that passwords alone are not sufficient for protection; they are too easy to bypass whether this is for leak database passwords that are easy to guess or even shoulder surfing. These new methods such as two-factor authentication and multi-factor authentication are gaining a lot more popularity in recent years due to their ability to add a high level of security to the end-user. When it comes to implementing multi-factor, this will require the use of a password as it very much also understood the use of using either hardware or software token. The related work talks about research papers looking into both types of tokens then a critical review showing what is good and bad about their work, moreover what would benefit this research and why it would have a good impact [12].
[bookmark: _Toc99629940]Related Work – Hardware Token
All token in comparison to other types of tokens is an easy method of authentication a hard token is a physical object that can be used to grant access to restricted services or applications both types of tokens can ground authentication through two factor or multi-factor authentication the only type of difference between them is the risk factor that can be associated with each type of token. However, tokens are used in high-security applications that are mostly found with financial services such as banks back in the early 2000s first direct used a code generator based on an algorithm this is now software-based as it is used within the phone on the HSBC app. This was then later used by other financial services to give the benefit of authentication over the phone as well and then later logging on through the bank via web services [14].
A research paper (H. K. Lu and A. Ali, 2008), "Communication Security between a Computer and a Hardware Token," talks about the popularity of online authentication and secure storage using hardware tokens and how it is becoming more used for personal information. The paper goes on to talk about the security tokens and how they use cryptography services and secure storage this furthermore goes on into the communication between the token and the host computer and how this is overall used within the security framework it follows, the paper does not mention the framework they follow so it is assumed that this paper is using their method or framework. the paper is ultimately designed to tackle the challenging task it requires to solve multiple problems such as ensuring that the hardware token is only able to talk with genuine host functions exchange, encryptions keys and reducing the effect on transfer running [13].
[bookmark: _Toc99629941]Related Work – Software Token
A software token is a digital authenticator key these are software-based tokens and most of the time single-use codes that allow for authentication to work, these can be found in an app such as the Microsoft Authenticator, Google Authenticator or Steam Guard. To see if a soft token requires the use of a secondary device or account for delivery such as for a device being a phone to receive a text message or phone call with the code given out for a count for delivery could be an email address that would receive an email with an authentication code inside. Another method can be receiving a notification that requires approval army approval may require the use of the third layer of authentication being fingerprint face recognition iris scanner or even a password the Microsoft authenticator app does this as an additional layer of security and protection but also the app requires the phone to have a lock screen for it to be able to work making sure the device is also secure. Once the token has been used it will then no longer be used again and a new code will generate a one-time code that will last for a short period, or it will be a consistently newly generating code that will last about 10 to 30 seconds before a new code will appear [15]. 
A research paper by (Brian Rasmussen, 2021) "A Usability Study of FIDO2 Roaming Software Tokens as a Password Replacement" talks about the issues with conventional passwords and their shortcomings with their significance of a more dependent Internet and web services for the end-users. the research goes on to talk about how web or thin is a potential technology for password replacement but at the moment it is currently being used with a hardware token, the people will continue to talk about how the requirement of continuously holding on to a device is not within the intentions or convenience of the end-users this is where the research involves using a roaming software token as a password replacement on the benefits that it could potentially use. the study came to find that users were less worried about carrying an extra device for the software token but ultimately their fears were at most brought to if the battery of the device was dead or a broken phone resulted in non-access [15].
[bookmark: _Toc99629942]Critically Review
Critically reviewing the two related works above gives an idea of the benefits that could be potentially used within the research of the report. Both papers talk more in detail about the two different types of tokens and the benefits that they both harbour and possess, reading from H. K. Lu and A. Ali, 2008 & Brian Rasmussen, 2021 paper had a lot of critical points and discussions to take into consideration for the research conducted, the main point that both of them brought up was the fact of people do not want to carry devices around solely for authenticating into services this was a similar area that both papers talked about, another item that was brought up was the difference between the two types that mainly were found with the issue of a broken device or a battery that was dead as this would then stop or affect logging into services for a long and short period. the software token has a more beneficial effect on users' convenience but also has less benefit towards security as a hardware token would have to be stolen or replicated for it to be of any use whereas a software token can have its authentication administration rights hacked and then available to be reset. the findings from both related works have shown that it may be challenging to come up with an expected result for this type of research as it is becoming more challenging to find an answer from this research, this will lead to a fascinating outcome as potential further research could be taken into new areas of developing a new type of authentication [13, 15].
[bookmark: _Toc99629943]Conclusion 
To give a conclusion to this chapter of the literature review would openly discuss the introduction of types of security methods for authenticating into logon services, the discussion of different types of biometrics services such as facial recognition and fingerprint recognition was discussed and given a critical review between two different types of related work the works were discussing how the benefits will affect the users by convenience but also how they can have drawbacks against the individuals as well. furthermore, the second side of the research was looking into different types of authentication tokens instead of biometrics this looks at hardware tokens and software tokens giving the users an option between a software key which is digital that can be accessed via a phone app or a hardware token that may be found on a device separate, this show to have an outcome that the hardware token had a much more robust security side than the software but ultimately it was more inconvenient to have a hardware token. critically reviewing both showed to be a software was the better choice but ultimately came down to a lack of security in comparison but still had a strong level in parallel to conventional just having a single password.

[bookmark: _Toc99629944]Chapter 3: Methodology
1. [bookmark: _Toc77710217][bookmark: _Toc77710280][bookmark: _Toc77710343][bookmark: _Toc77710418][bookmark: _Toc77710487][bookmark: _Toc77710550][bookmark: _Toc93933917][bookmark: _Toc93933980][bookmark: _Toc93934043][bookmark: _Toc93935657][bookmark: _Toc93935727][bookmark: _Toc93935809][bookmark: _Toc93935885][bookmark: _Toc93935961][bookmark: _Toc93936031][bookmark: _Toc93936105][bookmark: _Toc94028145][bookmark: _Toc97594158][bookmark: _Toc99377052][bookmark: _Toc99629901][bookmark: _Toc99629945]
[bookmark: _Toc99629946]Introduction
This section is used to discuss the research and the design of the project. It will focus on delving into the research methodology and how the methods for data collection are used. The predominant aim of this chapter is to justify any findings of the research design. The development of this report, an overall finding, will evolve and change as new understandings and learning development come through with the research.
[image: Diagram
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[bookmark: _Toc99629964]Figure 1 - Research Process for the Project Highlighting the Process
[bookmark: _Toc99629947]Philosophy
Philosophy is the set of principles concerning a comprehensive view that is conducted within research. this research relies on positivism and assumes that the knowledge is independent of the subject that is being researched this allows for more scientific results testing whereas the alternatives study is more of a quantitative nature. There will be numerous amounts of assumptions made in this research, there will be three different tests where an individual user must set up and choose which type of security they prefer. collecting this information and data will have an impressive portfolio of user interaction as well as a preference for systems as well as ease of use [16].
[bookmark: _Toc99629948]Approach
The approach for this research is more identifiable by the inductive method as the approach will be used to observe individuals testing out different types of security on an account and will result in creating a new theory in comparison to using historic research that may be outdated for its current time [16].
[bookmark: _Toc99629949]Strategy
The strategy for this type of study requires a mixture of two items one will be a survey/interview the other side of it would be experimental the reason for this is the experiment will contain preliminary information gathered from users whereas the interview and surveys will gather information to back up the evidence from the experiment. With a survey, a collection of information will be found about user habits and will find relatable information that will correlate with the experiment that will test users on different types and levels of security [16].
[bookmark: _Toc99629950]Choices of Methods
The type of methods used will be more oriented around the mixed method scheme as it would be based on getting two or more methods of research and will allow being using the use of quantitative and qualitative methodology so taking in the ability to watch what people do without any tampering with, also giving them a survey that allows for input. Ultimately this choice of method will give an extensive range of options and ways of gathering information that could come up with results [16].
[bookmark: _Toc99629951]Time Horizons
The time horizons are an observation for this research the method of choice used is the cross-sectional data as it is used when all observations are from a single point in time such as surveys that will be used and the experiments. This will benefit the research by giving a fixed time for each test and survey allowing for accurate results to be collected [16].
[bookmark: _Toc70429284][bookmark: _Toc70546027][bookmark: _Toc99629952]The Techniques & Procedures
Other techniques the final stage of the onion diagram consists of collecting data and analysing data and this will be done by using a load of techniques and procedures that would be able to clearly explain the ways and the purpose of the researched and how it will be conducted. At this stage, the choice between using primary or secondary data will be effectively chosen as this project consists of collecting both it would work in its interest to use both forms of data and have them collected from different sources [16].
[bookmark: _Toc99629953]Problem formulation / Design Overview
The problem formulation for this report is about looking into the users of systems and trying to understand and find well the users will trade their privacy for convenience and understanding at what level is it too much for an end-user. This research is going to conduct away and a solution that will propose a way to give more security and better privacy without losing the convenience and ease. These conducting experiments involving users participating in an activity as well as getting the questionnaire for users will determine a high level of findings for this report.
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[bookmark: _Toc99629965]Figure 2 - Block Diagram Layout Design 1
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[bookmark: _Toc99629966]Figure 3 - Block Diagram Layout Design 2




A block diagram above in figure 2 is showing a basic problem formation design for this project by using an Internet connection on the laptop and phone it will be able to connect to the Microsoft authentication systems to be able to log in and authenticate this will be a process used as one of the experiments. Figure 3 is the simplest version which only requires the system to log on to a straightforward website. This does not require any authentication and is a straightforward and easy log well user needs to have a username and password this information is then stored in a local database.
Each of these experiments will give an understanding to which the end-user will prefer how they are set up and how they would interact with it giving a level of confidence to results and findings that will come from the experiment furthermore getting an understanding from the initial survey and then after giving them an understanding of the difference between the two systems to see if it would affect the results afterwards if they had to reset this same experiment.
[bookmark: _Toc99629954]Software & Tool
A handful of different software tools will be used to create the experiment some tools such as Notepad++, WordPress, Apache, MS Azura and docker. Other software and tools will be required these will come clearer once further research has been conducted and the start of creating the system for the experiment to begin but for the most part the tools listed above will be 90% of all software and tools used [17-21].
[bookmark: _Toc99629955]Devices & Hardware
Depending on the number of users participating in the experiment or result in multiple hardware and device requirements, if the devices are only required by one individual at once then only the need for one laptop, and one phone will be required for the hardware all other instances will be kept in the cloud running the back end to the systems.
[bookmark: _Toc99629956]Experiment Overview
Will have many challenges to oversee and many outcomes that could be taken from the results. the experiment needs to have a problem to be solved for it to be considered valid. undo trying to solve a problem with how users interpret security, trying to understand if there is a more straightforward method to make users have better security the results will show not an answer directly on how to answer the problem, but it will give research into how uses operate and what could be done to make their lives easier whether it be done on the client-side or the server-side.
Taking the information from a survey of users will help create the type of test bag needed or adjustments to the original testbed plan for the experiment. This will only slightly adjust the setting as the primary test meant will still require the three different types of authentication methods.
Conducting experiments will require using two or three different testbeds. Interested one will be an elementary login page to a web server. This will only be a text file in a MySQL database, and it will log and record users' registration and login credentials being just an email and password this has drilled no security. Another testbed will conduct using an authentication service such as an email token or text message from an external source to log the user in this will provide another layer of security, making that the user has to receive another additional layer of information to gain access to their account the third testbed would require using an authenticator app such as Microsoft plans to cater and locking them in to be able to receive notifications about their account if they wish to log in this will require the user to sign up and register through the app as well as through the website giving multiple layers of additional stages to creating their account but also requiring multiple stages when they wish to log back in.
Once the users have completed the test all the information will be collected and logged and sentences into an excel document and charts would be generated using this information.
[bookmark: _Toc99629957]Conclusion 
To conclude this chapter the methodology section has been laid out with the areas that would be most relevant to what would be researched and studied throughout the report. Furthermore, understanding the techniques and procedures used to layout and operate the testing and experiment for this project. within the methodology following the different layers of the onion diagram a plan would have been set out using the stages. As for the second part looking into what devices hardware software and tools would be used giving a brief understanding of what would be required to be gathered before testing begins having the problem formulation as well as the design overview giving a brief understanding of the required measurements that will need to be taken and the setting that would be taken for this report to be completed leaving towards the hypothesis at the end which will give a quick view of what could be the outcome depending on what type of action the uses at the end wish to take.


[bookmark: _Toc99629958]Chapter 6: Summary / Expected outcomes
The title of this paper is "an investigation of how easily and quickly people are willing to trade their privacy for convenience in the digital age?" and the research that has been conducted strictly into the convenience of the users and why they are willing to trade their privacy for that convenience the research conducted will look at different ways to make the end-users experience easy and less hassle than the current methods are used now. Advancing with the research in more depth the report will investigate different areas of server and client-side security, using more biometrics and looking into different types of tokens to research. Also, the continuation of research in the areas that have been discussed in this proposal will be investigated further.
Looking back at the literature review given the type of papers that were researched and reviewed has given an understanding of the types of different authentication methods available but furthermore, it has also given an idea of the level of understanding towards what could make it more secure and convenient for the end-users. This research will conduct further into looking at server-side security that could offer stronger security authentication for the end-user but also gives better control to the administration team researching this type of work is very difficult and will be very hard, but the outcome will be advantageous and could also be used as the grounds for further research at another level or for other potential students to research in different areas on top of what was research. More research will need to be investigated authn & authz in combination with using biometrics and token login there may be a new method or a way to improve on existing authentication to bring more convenience to the end-user without having to compromise the security [22].
The expected outcome of this research can go multiple ways depending on how the research is conducted, the way this research will be conducted will be through user input for primary data and taking that data on expanding it into readable/visual information such as charts and statistical evidence. the overall outcome that is expected to be found in multi-factor authentication is unpopular and is playing a lot of user's lives as it requires to have their phone on the mall the times it requires them to have to authenticate multiple times a week or daily and it creates issues in terms of if they have a dead battery or lose their phone as this results in unable to log into their services. users will opt for the easier option such as just using their password log in knowing that it would be less secure would be more convenient for them to use, the research will hopefully show that a new method or an improved method will be able to bring more security to the end-user but also give convenience to the user as well and potentially give a better level of administration to the admin side of the authentication method.
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Please refer to the separate upload created for the ethics form; this will contain the information required for the project and how it will be conducted on an ethical scale. The link can be found in Moodle on the second upload.
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[bookmark: _Toc99629963]Comments in the information section
The first stage is planning out the project, and there should almost take six days to complete.
Starting off the project with the introduction of aims and objectives lays out the project, its goals, and what it should achieve by the end.
The literature review will be broken down into different stages to be completed; they should then complete sections in reasonable timeframes. Instead of giving a massive overall time to complete within this, should set many schedules so that goal feels more realistic and achievable within the time frame.
The methodology is being done in two sections allowing for the initial stages of the completion with a follow up afterwards to check up on any differences or any changes that may need to be made if referred to the literature review.
Design implementation sections are very closely worked together. However, for this, it needs to be separate and kept in two different sections so the time can be focused on making sure that the design is going through and then following through with the implementation.
Giving enough time for testing should take more than average, giving enough time for people and results to be collected from the tests
the evaluation should be able to be done at a relatively quick, leisurely pace; once the testing is done, the answers should flow through relatively easy.
Giving any recommendations and conclusions from the findings to detail the work conducted.
Finishing off the report within the last bit of a time frame should be relatively easy if everything goes to plan or the final report and any editing of the submission for this project.
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Task
@ \ode - ToskName ~ Duration  Start ~ Finish

» Begin planning project 6days Thu 31/03/22 Thu 07/04/22 ‘The first stage is planning out the project there should roughly take six days to complete.
» Introduction, Aims, 6days Mon 09/05/22 Mon 16/05/22 ‘Starting off the project with the introduction aims and objectives lays out the project for its goals and what it should achieve
Objectives by the end.
» Literature review 6days Mon 16/05/22 Mon 23/05/22 the literature review will be broken down into different stages to be completed they should then complete sections in reasc|
» Literature review 6days Mon 23/05/22 Mon 30/05/22 the literature review will be broken down into different stages to be completed they should then complete sections in reasc|
» Literature review 6days Mon 30/05/22 Mon 06/06/22 the literature review will be broken down into different stages to be completed they should then complete sections in reasc|
» Literature review 6days Mon 06/06/22 Mon 13/06/22 the literature review will be broken down into different stages to be completed they should then complete sections in reasc|
» Methodology 6days Mon13/06/22  Mon 20/06/22 the methodology is being done in two sections allowing for the initial stages of the completion with a follow up afterwards t
» Methodology 6days Mon20/06/22  Mon 27/06/22 the methodology is being done in two sections allowing for the initial stages of the completion with a follow up afterwards t
» Design 6days Mon 27/06/22 Mon 04/07/22 design implementation sections are very closely work together but for this it needs to be separate and kept in two different
» Design 6days Mon 04/07/22 Mon 11/07/22 design implementation sections are very closely work together but for this it needs to be separate and kept in two different
» Implemendation 6days Mon 11/07/22 Mon 18/07/22 design implementation sections are very closely work together but for this it needs to be separate and kept in two different
» Implementation 6days Mon 18/07/22 Mon 25/07/22 design implementation sections are very closely work together but for this it needs to be separate and kept in two different
» Testing 6days Mon 25/07/22 Mon 01/08/22 giving enough time for testing should take more than normal giving enough time for people and results to be collected from
» Testing 6days Mon 01/08/22 Mon 08/08/22 giving enough time for testing should take more than normal giving enough time for people and results to be collected from
» Testing 6days Mon 08/08/22 Mon 15/08/22 giving enough time for testing should take more than normal giving enough time for people and results to be collected from
» Evaluation 6days Mon15/08/22  Mon 22/08/22 the evaluation should be able to be done in a relatively uick easy pace once the testing is done the answers should flow thr
» Recommendations, 6days Mon 22/08/22 Mon 29/08/22 giving any recommendations and conclusions from the findings to detail the work that was conducted.
Conclusion
» Final Report Editing, 6days Mon29/08/22  Mon 05/09/22 finishing off the report within the last bit of a time frame should be done relatively easy if everything goes to plan or the

Submission of Project final report and any editing of the submission for this project.
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