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Report on the technicalities of my implementation

Searches and Filtering
Allowing the user to search and filter for a specified piece of data was one of the major aspects of the website. It would allow a user to type in different sorts of data that they would like to see e.g. Sensor, temperatures, etc.


 Firstly, I created a filter system in which a user would click one of the three sensor radio buttons and click submit to view every sensor individually. This would allow the user to see any sensor that they would want to see what was available. Below is a screenshot of the result of clicking on a sensor filter. 

[image: ][image: ] 
This then brings up a table and included all the data that is relevant to the filter search. Below is the annotated code that shows how the table is made and how the query to get the table works.


The HTML form code to create the filter form

[image: ]




The PHP code that runs the query.
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The HTML code that creates the table.

[image: ]
 Then I allowed the user to view all the relevant data from the database. This is created by running a simple query that searches for all the data in the rainfalldata table. Below is a screenshot of the query that queries the data.
[image: ]





After the first filter system, I created a second search system that would allow the user to search for specific data such as the amount of rainfall or again different sensors. Below is a screenshot of the search system. I created this search system to allow the user to have a bit more flexibility in searching the database for the specific data.
[image: ]
The code to create the search system uses a query that searches the database for the data that was inputted by the user. Below is a screenshot of the code.
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Filter by date
I have also created a filter by date search option that allows the user to search for a specific date. I created this to allow the user to gather certain pieces of data from their preferred date. Below is a screenshot of the form.

[image: ]

Graphs
Creating graphs allow the user to gain a better understanding of the data visually rather than through numbers. When creating graphs, I decided to create graphs for every sensor. When the user filters to specific sensors such as senor one, then there will be two different graphs one bar graph and the other a line graph both only showing data for that specific sensor. I used a variety of graphs to allow the user to have more options to view and compare the data with other sensors. Below is a screenshot of the graphs used to show the data for sensor one.

[image: ]

Graph library
The graph library which is used is called phpmygraph. This library is very easy to use and connect to the database. When connecting the graph to the database I had to include the mygraphlibrary.php file which includes all the pre-set tools to allow me to create a variety of different graphs. Below is the code that enabled me to build my first on many different graphs on the website.

[image: ]


Security 
Logging system
I created a login system to make sure that no unauthorised users have access to the data. The system allows only authorised users to enter the website. I created a session when allowing the user to log into the website because that prevents anybody from entering the website by changing the URL. Below is the code for the login system.

[image: ]
This checks whether the current username and password are correct and if so then allow the current user on to the secret page where they can access the main menu. If not, then they are sent back to the landing page where they can try to login again.

POST method
The post method will help secure the user's details when transferring the data to and from the database. It will prevent any personal data from being seen within the URL and will prevent hackers from getting the information [1]. Below is a screenshot of the code that uses the POST function to send data. 
[image: ]
Prepared statements
Prepared statements are very good at preventing SQL attacks on the database. It allows the statement to be executed multiple times by sending individual parameters rather than the whole query. I used prepared statements on the check login page to make sure that hackers cannot SQL inject and receive sensitive data such as usernames or even worse passwords [2]. Below is the code that includes prepared statements.
[image: ]

Session creation
Session plays a major role in securing my website. I used a session to only allow the user that has a valid username to be authorised to move around the site. It prevents hackers from changing the current URL page such as "Landing.php” to the “seceret.php” page. It prevents hackers from skipping the login system. Below is a screenshot of the use of a session [3].
[image: ]
Also then if the current username is incorrect then it will not allow access to the main part of the website.
[image: ]

User-friendly interface
Within my website, I have included a lot of different tools to allow the user to see and navigate around my website. These include:

· Labels, I have labelled everything that needs to be labelled to enable the user to navigate and perform operations with ease on my website.
· Buttons, buttons such as back buttons and filter buttons allow the user to navigate through my website with ease.

· Tables, I have included tables for every filter function. I created tables to make it easier for a user to visuals the data.

· Graphs, like what I stated earlier on in the report, I used graphs to allow the user visually to see the data in bars and lines. Some users would prefer the table format, and some will prefer the graphs. That’s why I have included both tables and graphs for the results of the different filter functions.
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<html>
<title>

Fetch Rainfall data
</title>

<body>

<center>

</center>

<table align="center" border="1px" style="width:600px; line-height :40px;">
<tr>

<th colspan="4"><h2>Rainfall Data</h2></th>
</tr>

<th> ID</th>

<th> Sensor</th>
<th> Date</th>
<th> Rainfall</th>

<?php
while (Srows=mysqli_fetch_assoc (Sresult)) // If the result row is an associative array then print out the rows
{

2>
<tr>

<td><?php echo Srows['id'];2?></td>
<td><?php echo $rows['sensor'];?></td>
<td><?php echo Srows['thedate'];?></td>
<td><?php echo $rows['mydata']l;?></td>
</tr>
<?php
}
2>
</table>
<input type="butten" value="Go back!" onclick="history.back()">
</body>
</html>
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2lse if (ST
(

fdata')// if fdata is selected then query all data

Squery="SELECT * FROM rainfalldata";
:
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Filter by search

Search: |1
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[11111717117177711/7/71/7////7///////FILTER BY SEARCHING THE DATABASE///////////////1/111111111111111111111011110100001100171011717117
$search=§_POST["search"];//stores the current value in search

if ($ft=="Ssensor')

{

Squery="SELECT * FROM rainfalldata WHERE sensor like '§search'";

}

else if ($ft=="Stemp')

{

Squery="SELECT * FROM rainfalldata WHERE mydata like '§search'";

}
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Filter by date

Search: [dd/mm/yyyy
Date:
Submit

Go back!
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Sensor 1 Graph
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image12.png
<?
include_once ('mygraphlibraryfile.php'); // Link to library file phpMyGraph 5.0

Scfg ['title'] = 'Sensor 1 Graph'; //configured the graphs title,width and height
Scfg ['width'] = 1250;
Scfg ['height'] = 300;

include "coninfo.php"; //connects the database

$query="SELECT mydata, thedate FROM rainfalldata WHERE sensor=1"; // querys the data to put into a graph
Sresult=mysqli_gquery ($link, Squery); //get data from database

Sdata=arzay () ;
$x=0;

while (Sr=mysqli_fetch_array (Sresult))
{

$data[$r["thedate"]]=$r["mydata"]; //put data into array
Sx++;

}

header ("Content-type: image/png");

Sgraph = new phpMyGraph () ;

Sgraph->jparseverticalColumnGraph ($data, $cfg); //creates the graph
2>
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|<?session start();//Starts the users current session

include "Coninfo.php"; // connects to connection info file

$un=$_POST["username"]; // Posts the username and password that the user has entered
$pw=5_POST ["password"];

$query="SELECT * FROM pass_user WHERE username like '§un' AND password like '$pw'"; // checks whether the username and the password is matching to the database
$result=mysqli_query($link, $query);// allows connection to the database if the result is correct
$num=mysqli_num_rows (Sresult);//checks how many rows were found

if ($num==1)//log person in if there username and password matched

1{

$_SESSION["uname"]=$un;//set session for the authorised user

echo "Thank you for logging in!<br><br>";

echo "<a href=\"secret.php\">Go to the main menu</a><br><br>";// Links the user to the main menu

2>

<input type="button" value="Go back!" onclick="history.back ()"><br>
<?php

-}
else//don't log them in if num != 1, also takes them back to the landing page to retry
1{

echo "Sorry, wrong details";?>
<br>

<a href="landing.php">Try again</a>
<?
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k?session_start();//Starts the users current session
include "coninfo.php";
$un=$_POST["username
$pw=$_POST["password

// connects to connection info file

; // Posts the username and password that the user ha:
17

$query="SELECT * FROM pass_user WHERE username like ? AND password like 2?";




image15.png
$stmt = mysqli_stmt _init($link);
mysqli_stmt prepare ($stmt, Squery) ;

mysqli_stmt bind param($stmt,"ss", Sun,$pw);
mysqli_stmt execute ($stmt);

$result=mysqli_stmt get result($stmt);// allows connection to the database if the result is correct
$num=mysqli_num rows ($result);//checks how many rows were found
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<?session_start();//Starts the users current session
include "coninfo.php"; // connects to connection info file
Sun=$_POST["username"]; // Posts the username and password that
5pw=$_POST ["password"];

Squery="SELECT * FROM pass_user WHERE username like 2 AND passw




image17.png
if (€5_SESSION["uname"
{

echo "<hl><center>Main Menu</hl1>";

")//must be logged in to enter the main menu

echo "<h2> <center> Please select a link to navigate to the :";
echo "<h2><center><a href='landing.php'>Account page</a><br><br>";// links back to the landing page
echo "<center> <a href='rainfalldata.php'>Rainfall data</a></h2>";// links to the rainfall data page

}

else
{

echo "No access!";
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Filters

Search by sensors/graphs or view all data

Sensor 1: ©
Sensor 2:
Sensor 3:

View all data:

Submit
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Rainfall Data

ID || Sensor Date Rainfall
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<hZ>Search by sensors/graphs or view all data<hZ> <!-- creates the Iforms for the user to search and Ifilter through the data within the database-->
Sensor 1: <input type='radio" name="fieldtype" value="senl" ><br>

Sensor 2: <input type='radio" name="fieldtype" value="sen2"><br>

Sensor 3: <input type='radio" name="fieldtype" value="sen3"><br><br>

View all data: <input type="radio" name="fieldtype" value="fdata"><br><br>
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<?php
include "coninfo.php";//connection to the database

$ft=$_POST["fieldtype"];//stores the current value in fieldtype

if (ft=="senl') // if the fieldtype is equal to senl then query the sensor 1

{

Squery="SELECT * FROM rainfalldata WHERE sensor like '1'";//the peice of code below draws the graph for sensor 1
2>
<center><img sr
<center><img src:

<?php

}

else if (Sf
{
Squery="SELECT * FROM rainfalldata WHERE sensor like '2'";//the peice of code below draws the graph for sensor 2
2>

<center><img src="makegraphsensor2.php"></center>

<center><img src="linegraphsensor2.php"></center>

<2php

}

else if(3ft=='sen3')// if the fieldtype is equal to senl then query the sensor 3

{//the peice of code below draws the graph for sensor 3

2>

<center><img src="makegraphsensor3.php"></center>
<center><img src="linegraphsensor3.php"></center>

<2php

$query="SELECT * FROM rainfalldata WHERE sensor like
}

else if (Sft:
{

makegraphsensorl.php"></center>
linegraphsensorl.php"></center>

sen2')// if the fieldtype is equal to senl then query the sensor 2

fdata')// if fdata is selected then query all data

Squery="SELECT * FROM rainfalldata";
}




