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[bookmark: _Toc180316279]Introduction:
As the demand for faster and more secure wireless connectivity increases. This is critical in planning for High density environments, such as offices, football stadiums, and other urban areas. Wi-fi6E is one solution to this problem, by extending the existing bandwidth into the 6GHz spectrum. This design will offer more bandwidth and lower the latency and improve performance. However, with this expansion of bandwidth and larger frequency spectrum and more connected devices this will present new security challenges especially in congested areas like offices or a football stadium. [1]   
The core focus of this project is to evaluate the security protocols of Wi-Fi6E in high-density environments, specifically where a weakness is more likely to be exploited due to congestion and interference. Protocols like WPA3 and Enhanced Open, have addressed some of these challenges [1], [2] their effectiveness in densely populated environments has not yet  been thoroughly evaluated, and research suggests that they may be vulnerable to attacks like denial-of-service (DOS) and man-in-the-middle (MitM) [2], [3] Given that having a secure wireless network is important across a wide range of areas like business, government and in the home, recognizing and understanding theses security gaps is crucial.
Research done in a paper called “A First look at Wi-Fi6 in Action,” has shown that Wi-Fi 6 the predecessor of Wi-Fi 6E improves throughput and latency but it is still susceptible interference especially in crowded environments [1]. Additionally, emerging indoor networks that have started to implement 6G technology, have started talk about the potential benefits of Wi-Fi6E but underscoring the importance of addressing the evolving methods of attack vectors [4]
This report seeks aims to identify gaps in Wi-Fi 6E’s current security protocols and explore a potential mitigation strategy, such as Dynamic Frequency Hopping (DFH), which could improve the networks resilience without extensive hardware modifications. The results will contribute to securing the next generation wireless networks, ensuring that they can withstand the evolving threats in densely populated environment.
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Wi-Fi networks have become essential in modern communications, driven by a growing demand for high-speed, and more capacity and better security. One of the most recent developments is Wi-Fi 6E, this is an expansion of Wi-Fi 6 by adding the 6GHz spectrum it enhances the performance in high-density environments like stadiums, urban areas, corporate campuses. However, despite the improved performance, the security of Wi-Fi 6E has its challenges that need investigating. This literature review talks about the current state of Wi-Fi 6E, its vulnerabilities and security features and how these align with current trends in cybersecurity, identifying the gaps that this project aims to address. 
[bookmark: _Toc180316281]Wi-Fi 6E and its Security Challenges
Wi-Fi 6E introduces new capabilities by utilizing the 6 GHZ band, resulting in improved throughput and lower latency, reducing the congestion in high-traffic environments. However, as more devices connect to these networks, the susceptibility to attacks expand. Current protocols such as WPA3 are designed to address these security concerns, the effectiveness of theses mechanisms in high-density environments has not been fully validated. The paper “A first look at Wi-Fi 6 in Action “analyses these advancements, showing the increase in throughput and latency improvements in comparison to Wi-Fi 5, but it also highlighted concerns over its energy efficiency and security in real world conditions [1]. The authors argue that WPA3 provides improvements over WPA2, including Simultaneous Authentication of Equals it still remains vulnerable to attacks such as Denial-of Service (DoS) and eavesdropping in densely populated networks [1]
WPA3 and Enhanced Open are designed to mitigate some of the security challenges facing Wi-Fi 6E environments. WPA3 offers increased encryption protection and against brute-force attacks through the SAE, while the Enhanced Open provides encryption for open networks without the need for passwords, thus improving security in public areas [1]. But as noted “Cyber Security Threats and Vulnerabilities: A Systematic Mapping study”, Man-in-the-Middle (MitM) attacks remain a concern even when these security protocols are employed, particularly in settings where there are numerous devices connected at the same time [2].
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In high-density environments, another challenge for Wi-Fi 6E is managing channel congestion. With more devices transmitting data simultaneously, interference becomes a significant issue, which in turn weakens security as it can leave the network open to Jamming and DoS attacks. The “Study “Optimal Channel Selection for Tri-Band Wi-Fi in a Residential Scenario” provides ideas for reducing interference by selecting optimal channels across the 2.4GHz, 5GHz and 6GHz bands [5]. However, these strategies may still leave networks vulnerable to channel-switching attacks, where attackers overwhelm a frequency, forcing the network to switch channels, repeatedly, this degrades performance and exposes security vulnerabilities. The adoption of Dynamic Frequency Hopping (DFH) in Wi-Fi 6E networks offers one approach to addressing congestion by dynamically shifting channels to avoid interference. However, this also could introduce potential risks, as bad actors could exploit the system’s automated decision-making process to disrupt normal operations [5]
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As the next-generation wireless technology such as Wi-Fi 7 and 6G emerge, there are both performance and security implications for the current Wi-Fi 6E systems. The paper” Prospective Evaluation of Next Generation Wireless Broadband Technologies: 6G versus Wi-Fi 7/8” explores the evolution of these technologies, noting that Wi-Fi 6E, while offering significant advancements over Wi-Fi 5, is still likely to fall behind 6G in terms of latency and throughput, and security [6] Future wireless technologies are expected to incorporate artificial intelligence (AI) and machine learning (ML) for real time security adaptations, something that current Wi-Fi 6E networks are lacking. 
In “Recent Developments of Emerging Indoor Wireless Networks Towards 6G”, the focus is on the move to transition from Wi-Fi 6E to 6G and the security required to manage the complexity of future networks. The authors emphasize that current reactive security measures such as those used in Wi-Fi 6E may not be adequate for a high-density environment, where proactive and adaptive security measures driven by AI will become necessary [4]
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Another area of promising research is called Software-Defined Networking (SDN), which provides a more flexible approach to managing network traffic and security. The paper “On the Road to Proactive Vulnerability Analysis and Mitigation Leveraged by SDN” emphasizes the potential of SDN to mitigate DoS and Jamming attacks in a High-density network by allowing real time, centralized control of network resources [3]. Through SDN, network operators can dynamically adjust network paths, firewalls and encryption levels, offering a more adaptable solution for maintaining Wi-Fi 6E network security in high-density environments. Despite the potential SDN its application in a consumer -grade Wi-Fi 6E network is still in its early stages of research, so has significant gaps in literature.
[bookmark: _Toc180316285]Identified Research Gaps
This literature review highlights several gaps in Wi-Fi 6E security, particularly in High-density environments. While WPA3 and Enhanced Open have improved encryption and authentication, their effectiveness in a real-world situation has not been thoroughly evaluated [1]. Similarly, while Dynamic channel selection and SGN offer other potential solutions to manage a congested network and improved security, there is little research on how these technologies can be integrated into current Wi-Fi 6E networks to mitigate specific threats such as DoS, MitM and jamming attacks [5], [3]. This project aims to address one of theses gaps by investigating current security mechanisms of Wi-Fi 6E in a high-density environment, evaluate their limitations and explore potential enhancements.
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This research problem will focus on evaluating the effectiveness of Wi-Fi 6E’s current security mechanisms in high-density environments, such as offices, stadiums and in the high street where congestion and interference may expose vulnerabilities. The study aims to identify gaps in security protocols and explore potential enhancements to improve its resilience against evolving attack vectors.
[bookmark: _Toc180316287]Project Aims & Objectives
· Evaluate effectiveness of Wi-Fi 6E current security protocols
· Identify and analyze common vulnerabilities 
· Investigate potential mitigation strategies 
· Propose recommendations for enhancing Wi-Fi 6 E’s security to be more resilient. 
 
 
[bookmark: _Toc180316288]Methodology: 
Phase one: Evaluating Wi-Fi6E Security in High-Density Environments
Objective: Evaluate the security features of Wi-Fi 6E’s, focusing on WPA3 and Enhanced open, by simulating attacks on a high-density environment such as an office or football stadium.
Setup: A virtual network simulation software package called Mininet, that mimics a high-density Wi-fi6E environment with multiply devices connected to a Wi-Fi6E network.
Simulated Attacks: Man-in-Middle (MitM): Intercepting communications between devices through an access point, attempting to eavesdrop or alter the data.
Denial-of-service (DoS): Overwhelm the network with excessive traffic to interrupt and disrupt normal operations.
Metrics to be Measured: 
· Network speed: Measure the speed reductions during an attack.
· Latency: Track increase in response time during simulated attacks.
· Data integrity: Evaluate the extent to which attacks disrupted or compromised data.  
Phase two: Testing Enhanced Security Solutions
Objective: Assess the effectiveness of Dynamic Frequency Hopping (DFH) in improving the resilience of Wi-Fi 6E networks against interference and attacks. 
Adaptive Security Solution: Implement DFH, allowing the network to automatically switch channels when interference or attacks are detected, enhancing the network’s resistance to disruptions.
Comparison Metrics:
· Network speed: Compare performance with and without DFH in terms of speed.
· Resistance to attacks: Assess the ability of the network to maintain its stability and security when under attack.
· Latency: Measure how DFH impacts the response times during normal operations and under attack conditions.     
Recommendations: Based on the results of the study, propose improvements to Wi-Fi6E's security framework to better handle a High-density environments and cyber threats.                                             
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