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[bookmark: _Toc14989643]Section 1 – Presentation
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When presenting, the main topics covered were; Hobbies and interests, Likes and dislikes and Goals. The hobbies and Interests mentioned were watching ice hockey, the team that is supported by the presenter is the Cardiff devils. Other hobbies and interests covered include; Listening to music and attending live concerts and travelling. The locations travelled is represented with the flags in the slide below. The slide (above) was talking about a basic introduction to the presenter. Discussed here was the location of the current and past area the author has been living and the fact that the author has been recently married and where he works. 
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The likes and dislikes section went over how the presenter likes to play the guitar, drink beer and play video games. In the Goals section the author went over how he would like to mix the current experience in software development with the knowledge gained from this degree and the passion for video games to become a game developer. 
[image: ]
Throughout producing and presenting this presentation it was learnt that the use of images instead of long blocks of text engages the audience more, as the presenter it takes your focus off of reading from the screen and makes it so that you focus more on the audience and maintaining eye contact. This means that confidence is built up as you get to know the audience and you are more inclined to be upbeat and entertaining. The downside to only using imaging, however, is that when presenting, you may not remember everything that was rehearsed and make the presentation shorter than it should have been. Another thing that was learnt from creating this presentation was that, it isn’t as easy as first thought to think of what your hobbies are etc... as it becomes second nature to engage with your hobbies that it may be difficult to list everything that would be considered a hobby. The same goes with naming the goals that is aimed to get out of the course and where you would like to be in 5/10 years, this section required a bit of thought as there were several different pathways that could have been mentioned i.e. progressing in current career or looking at starting something slightly different.
In future presentations I think I will add more slides as the presentation I presented was 1 minute off the set time of 5 minutes. The implementation of the presentation, I thought, went very well, my voice was clear, and I remembered most of what I was going to say. I think despite it only being 4 minutes, I managed to fit a lot of information in and the overall task was achieved as I do not think I missed anything out. To improve, I think I will talk slightly slower to make sure my voice is heard and so that it will increase the time taken on the presentation slightly.

[bookmark: _Toc14989644]Section 2: Research into Skills Evaluation
Learning in higher education can be seen as a difficult task, there are many different aspects of higher education that needs to be learnt first in order for you to be able to successfully get the most out of University. Report writing is a key skill that may not have been learnt before starting university, since it is used in so many modules, it is a skill that needs to be picked up and improved to be successful. Another main skill is timekeeping. Unlike report writing, this skill should be utilised daily, be it arriving at work in a punctual manner or meeting deadlines. Despite this the writer believes they can improve on their timekeeping skills and that skills that may seem simple can actually be rather difficult. A skill that generally overlooked but is very necessary is the ability to work in a team, whether its group exercises or just generally helping each other with a piece of work, team work is very valuable, this can be a downfall for some people who may consider themselves as introverts since socialising and talking to others can be an impediment to them. Even so, it is a worthwhile skill to learn, the ability to work in a team is unrivalled.
Employers look for these transferrable skills when they are looking at candidates to hire, it may be easy to teach someone who has all the skills above something and they are able to excel in that role, on the other hand, trying to work effectively with someone who knows what they are doing but isn’t willing to work to deadlines or work as a team can impede efficiency.
Along with those skills, other useful qualities that employers may look for is basic personality traits such as being an overall nice person, being able to mesh with a team improves teamwork and improves efficiency and improves the working environment.
I have personally completed a personality test and the results are in the screenshots below:
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From doing these tests I can see that my current role and my suggested roles are the same. I agree with 99% of the outcome of the tests since I do see my self as an introvert that enjoys problem solving. I can see how I fit into the Perceiver category also, since, I make last minute decisions to do things and I do not see myself as an organised person. This trait is good for agile kind of developing since there is a lot of changes that happen during the sprinting process, even though the goals stay similar, the bits in the middle may change in order to get there. I also believe that this trait is good for achieving my goals in general since I have what I would like to achieve but I do not mind how long it takes or how I end up getting there. I can see how the intuitive trait relates to me also, I do prefer to think about the future rather than the present which ties into what I was saying with the perceiver trait. I am always coming up with new ideas that I may not act on but still right down for future plans for example, my end goal is to become a game developer, I have been coming up with ideas for potential games and writing it down so that when I have the correct knowledge of how to make that game I am able to make it. This trait is also useful in my current role as a business and support analyst, It helps me with paying attention to how the software works and comparing it to how I think it should work and then relaying these comparisons to the necessary person to be reviewed. Usually I find things that nobody else has found yet or I have thought of a way that something can be improved in order for it to be easier to use for the user. Following on from this, having the ability to be investigative is very useful in supporting the application as there is sometimes issues with data that needs to be looked at, coming up with the solution to the issue is one of the reasons I enjoy my current job as much as I do.
[bookmark: _Toc14989645]Section 3: Action Plans
[bookmark: _Toc14989646]Short term goals
As I am starting my first year in university one of my goals is to pass the degree. To add onto that, I don’t only want to pass the degree, I want to be able to retain the information that I have learnt in my time at university so that I can apply this knowledge to my current role and any future roles I may embark on. I am aiming to achieve a promotion at work while I am studying as I would like to take on more responsibility and learn more as I do so. Short term goals in my personal life, I would like to continue learning to play the guitar and join a band so that have another medium to express my creativity. I would also like to look at self-learning courses in game development and design so that I can better my skills.
[bookmark: _Toc14989647]Long term goals
Following on from the point about learning game development, I would like to pursue a career in game development, either by creating my own business or joining one. My long-term personal goals are to make sure I achieve a healthy lifestyle since working on a PC all day can lead to being unhealthy.
Something that I would like to do but is not necessary is to aim to achieve a masters degree so that I can achieve a full Engineer accreditation. 
[bookmark: _Toc14989648]How am I going to get there?
Passing degree:
· Make sure I allow for at least 1 hour of study per night to look back at what has been learnt throughout that day.
· Improve timekeeping skills as, if I keep procrastinating, I will continue having issues with getting my work in on time. Ideally, I would like to learn this before the first full year of University has finished in preparation for the second year of education. 
· Attend all lectures, this is something I have already been doing but it is something I will add on here to make sure I keep attending all my lectures.
Promotion at work:
· Look at shadowing someone in the role above my role to learn the skills needed for the promotion.
· Learn the skills that I need to know from my time shadowing and make sure I continually improve on these skills so that I can demonstrate what I have learnt effectively.
·  I aim to gain the skills needed for a promotion by the time a new role is actually available to apply to so that when I am able to apply for this promotion, I already know everything I need to know to attain it.


Learn Guitar:
· Continue learning new techniques and allow for at least 2 hours of practice each week.
· Actively look for a band so that I can put my practice to the test.
Game Development
· In the short term, as mentioned previously, I aim to do some extra learning outside of university in order to learn to be proficient in game development initially, I am looking at 1 hour a week assigned to learning this but in the long term this would ideally increase.
· I would like to work on the current games I have started designing and flesh them out more. Eventually I would like to make these designs into actual games.
Maintaining a healthy lifestyle
· Start looking at my diet and see if there is anything I need to cut down on or eat more of.
· Research what sort of diet would be best for me since I am not looking to lose weight, but I don’t want to gain weight either
· Research local gyms and costs to see how much it would cost. Ideally, I would like to join a gym that has access to a swimming pool or a climbing wall as they are my preferred form of exercise.

[bookmark: _Toc14989649]Section 4: Application
A) [bookmark: _Toc14989650]Looking after your data
The backup strategy that I have come up with consists of using an external hard drive as well as using Microsoft one drive and using the internal hard drive on the PC. When a document is modified, One-drive takes the document that I have saved locally and saves it on the cloud. When I have finished modifying a document, I make sure I also save a copy into the external hard drive and unplug the external hard drive to make sure if there are any power surges, my data is secured. Since I use One Drive, my data follows me wherever I go so if I need to find a document quickly, I just need to log onto my Microsoft account from any device. I also take my External HDD with me so that I have another way of saving my data wherever I go. This proves me a stable way of securing my data from threats that could steal or destroy it. If something happens to any of my hard drives then I have one drive to retrieve my data, the same can be said if anything happens to Microsoft servers down the road.
Threats that could affect my data include:
1) Data / HDD can be its own enemy as they can become corrupted which usually prevents access to the data or wipes the data entirely. If this happened to me while using the above backup strategy, I would be fairly secure since its unlikely that both of my HDDs will corrupt at the same time so as long as I don’t override the data on my external HDD with corrupt data then I should be ok. Even in the unlikely event that I do not have access to either of my HDDs, I will be able to access One drive.
2) Power surges can affect HDDs and essentially destroy anything that was on it. Luckily, if that happened to my backup system, the files automatically save online. Also, if I unplug my External HDD from the machine, I decrease the risk of power surge from affecting it.
3) Hacking / data breach, this method of data corruption is more malicious and less ‘freak accident’ and is most likely to affect my kind of backup strategy. This is due to how some ransomware works. In the report I have written, I talk about cryptocurrency which hides itself on your PC and encrypts data of a certain filetype. If, for instance, I save an encrypted version of my data on my HDD then everything on there could become affected. Same for if any of my corrupted data is uploaded to One drive.
4) Microsoft closing down / discontinuing One drive, this would mean I would have to make sure all of the data saved on One drive is downloaded onto my PC otherwise, if they shut down their One drive servers, there is probably no way of getting that back.

B) [bookmark: _Toc14989651]Time management and Self-organisation
Currently I would describe myself as the least organised person I know, I intend to improve this however. A way I am going to change to be more organised is to start looking at utilising my calendar more and make sure I stick to the tasks I have allotted myself for that specific time. If I manage to become more organised, I will be a lot less stressed as I end up completing my assignments a while before the deadline instead of trying to complete it in the few nights before the deadline.
I have started structuring out my PDP so that I have something to add to when it comes to learning and improving. I aim to keep all the training resources I have used for my game development self-learning in the short-term folder and I have started putting my ideas for games in the long-term folder. I already had a few recordings on my PC for my guitar folder, so I have moved them into the recordings folder, I am going to start putting together compositions at some point. I have added a folder for learning guides for some time down the line if I find anything useful.
[image: ]
I have set up some folders for the use of looking for diets and putting my research into a document, Since I haven’t started that yet, I have just created a blank word document ready.
With the Work home learning, I had some self-learning files from when I have done ITIL so I have put them into this folder. The aim is to fill this folder by the end of the year with useful learning materials. 

I have made sure my linked in profile is up to date also so that I am able to make connections at work for people to shadow to work towards a promotion. I have currently got 34 connections and I have made sure I have added items such as ITIL certificate to my profile.
[image: ]
[bookmark: _Toc14989652]Section 5: Conclusions and Evaluation:
From this assignment, I have learned more about myself and I feel that it will help me in future career ventures since I know what sort of strengths and weaknesses I have so I can relay that sort of information in an interview for instance.
I don’t think I was surprised by the results of the personality tests, I knew a lot of the information the tests came up with about me such as my proficiency in problem solving as well as my analytical skills, I also agreed thoroughly about how I prefer to look into the future rather than what is happening now. This can be a good and bad thing; I think it’s good as I can plan out things better and I have a passion for creating projects for my self to work on. The bad thing I can see about this trait is that I plan out what I am going to do but never want to do the stuff I have planned. I also think I procrastinate too much which is part of being disorganised. I am looking to improve this by using the timekeeping skills I have started learning from this assignment so that in future I am able to complete my tasks when I set them instead of right before when they need to be done by.
The research I completed on cryptowall and other ransomware viruses I found very interesting, I have learned about how they work and how to minimise the affect of a ransomware attack on my own data by using backup strategies. I will set myself a task to look at other viruses that are prominent right now so that I am clued up in other forms of security issues and make sure my backup strategy is effective and up to date. 
I am interested at looking more into network architecture also since I enjoyed the network module and I enjoyed talking about backup strategies using NAS and cloud technologies.







Section 6: Appendices
Cryptowall assignment after this page.
Personality test results : https://personalitymax.com/report/?pt=1-21-89-16&mi=50-97-73-63-100-17-70-67&ls=56-51-59&bh=44&name_key=71e4785924
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[bookmark: _Toc14989857][bookmark: _Toc14989903]Introduction
The aim for this report is for the reader to know and understand what Ransomware is, Cryptowall in particular.  The reader will also obtain a knowledge of how to prevent data loss through this type of computer virus using a variety of different methods. 
This document will run through how the computer could be infected and what files the virus will target and what will happen to the data after corruption.
[bookmark: _Toc14989858][bookmark: _Toc14989904]What is Ransomware?
[1] defines Ransomware by writing: 
“Ransomware is a form of malicious software ... that threatens you, usually by denying you access to your data. The attacker demands a ransom from the victim ...  to restore access to the data upon payment. “
It is a form of Trojan virus that when activated, hides on the machine and starts encrypting files, when it has completed its task it then stops access to the files until a ransom is paid.
The ransom is generally requested in a form of untraceable Cryptocurrency [2] or Credit card.
[bookmark: _Toc14989859][bookmark: _Toc14989905]How does it infect your system?
Many hacks of this type happen through the form of Social Engineering [3]; sending a link through an email pretending to be someone they are not and try to get the user to click on that link or open an attachment attached to the email. After clicking the link/attachment the Ransomware will discretely download itself to the PC and begin locating and encrypting the files on the PC [4] and other file shares attached to the PC. 
The user will then find that they are unable to access certain files or in some cases, the entire system. The screen will show a message that prompts the user to pay for the decryption key to ‘unlock’ their files.
[bookmark: _Toc14989860][bookmark: _Toc14989906]What types of Ransomware are there?
The largest recent attack of this kind is that which affected many businesses, the NHS included, nicknamed ‘WannaCry’, it was classified as a “Cryptoworm”. [5] WannaCry used an exploit named EternalBlue that targeted a vulnerability in the Windows Server system, “the attack was estimated to hit more than 200,000 computers globally, causing billions of dollars worth of damage.”
Another prolific type of Ransomware is Cryptolocker, this Is of the same family as Cryptowall which this report will discuss further in. Crypto Locker has been described as the “attack that launched the modern Ransomware age” [1] It was launched in 2013 and reportedly affected up to 500,000 PCs. With Cryptolocker, you will not see anything wrong until it is too late.  In [6], the writer reports that most antiviruses can remove the Cryptolocker but the files are still inaccessible since they have been encrypted, “In some cases, users have re-installed the Trojan after removal in order to pay the ransom and unlock their data.”
[bookmark: _Toc14989861][bookmark: _Toc14989907]Cryptowall
[bookmark: _Toc14989862][bookmark: _Toc14989908]How does Cryptowall differ from other forms of ransomware?
This kind of attack uses a Command and Control server to create and store an encryption key once a connection is formed [7], it will then encrypt your files. Since this key is on a remote server, this data is realistically inaccessible. It has been advised that even when payment has been received by these hackers, in most cases they do not even provide the decryption key.
[bookmark: _Toc14989863][bookmark: _Toc14989909]What does Cryptowall do?
As mentioned above, the decryption key is generated and sent to the C&C Server. This key was generated using an AES algorithm [7] and the key itself is encrypted using a unique RSA public key generated by the hacker. Once the files are encrypted, there will be some text displayed on the screen that details the payment methods in order to obtain this RSA token to unlock the AES key to decrypt the data [8]. Cryptowall creates registry keys that store the path of the encrypted files and it runs every time Windows starts.
[bookmark: _Toc14989864][bookmark: _Toc14989910]Targeted File-types.
The full list can be found in [8, section 3.1] A few in particular are:
Excel Spreadsheets (XLS), Powerpoints (PPT), RAW, MP3 and Image files (I.e. JPG, PNG etc.)
[bookmark: _Toc14989865][bookmark: _Toc14989911]Ransom
As mentioned before, payment of this ransom is not advised as it is not guaranteed to fix the issue, the best way to combat this form of malicious attack is to stop it from happening in the first place.
[bookmark: _Toc14989866][bookmark: _Toc14989912]Preventative measures
As mentioned earlier in the report, the infection is spread through emails, the best way to prevent the infection in the first place is to make sure that suitable guidelines are kept by the users and that they do not click on any unknown links or open any files that could be harmful.
If a link has been clicked however, the next steps would be making sure the data itself is going to be retrievable.
Since Cryptowall detects and encrypts network file shares, it is recommended to have a comprehensive backup strategy consisting of a mixture of both online and offline solutions.
[bookmark: _Toc14989867][bookmark: _Toc14989913]Online
This form of backup will automatically store anything in a certain file location to a website that can be accessible from anywhere with an active internet connection. Examples of this are: Onedrive, Google Drive and Dropbox.
The pros of saving data to the cloud is that it can be easily accessed through several different devices and can be edited from anywhere. Due to this, it is also seen as a negative point since if one of these files are infected with the virus then it will replicate to the other files saved in the store.
Another issue with this is that you only get a certain amount of storage space made available, if more is required then a subscription is usually needed.
[bookmark: _Toc14989868][bookmark: _Toc14989914]Offline
This can consist of either a backup server (which is dedicated to checking for data changes and copying them to the on-board hard drives), or a more portable option in the form of Flash storage or External Hard drives. 
Since these are not always online, if the data is infected then the user is able to roll back to an earlier version of the data that has not been encrypted.



[bookmark: _Toc14989869][bookmark: _Toc14989915]References
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Your personal Holland Code

Depending on how strongly you favor any specific type you can compose your own personal
Holland Code. You do this by taking the first letters of the types you favor most. In your case, this
is the letters I, R and C Your personal Holland Code then becomes either IRC, IR, Rl o even RIC.

Your jobs

Here is a list of jobs that fit your Holland code IRCASE. The list is only part of all jobs that fit your
personality. You should use this st of occupations as prototypical examples. A total of 20

occupations are suggested based on your score.
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Data scientist

Enterprise architect

Mechanical engineer

Food biotechnologist

Polygraph examiner
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Optical engineer

Geologist

ICT system architect

Computer scientist
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Geology technician

Application engineer

Chemist

Drilling engineer

Explosives engineer

Electronics engineer
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Your personality type

You preferred 'Investigative’ the most, followed by ‘Realistic’ and ‘Conventional’. Your six letter

personality type is 'IRCASE'. Your personal preference is also shown in a graph below.
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Your Jung personality type

The descriptions you chose about your behavior indicate that the

Personality Type that most accurately describes you is: Introvert-iNtuitive-Thinker-
Perceiver

Introverts tend to be reflective, reserved and private. A popular misconception is that
Introverts are shy - this is not necessarily so. They draw their energy from their own
thoughts and the time they spend alone. Introverts do not need people around them
all the time.

iNtuitives pay more attention to information that is imaginative and original. iNtuitives
focus on the future.

Thinkers make decisions using logic and impersonal analysis. They think with their
heads rather than their hearts.

Perceivers prefer a lifestyle that is spontaneous, flexible and adaptable. They like an

environment that is unstructured, and like to keep their options open.
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Who am I?















Hobbies and Interests































Animation order:

Cardiff devils

Music

Travelling (with frank)

Most recent abroad

Countries I have visited
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Likes (and Dislikes?)











Personality



Strengths



Weaknesses







Personality

	Introvert, shy at first but talkative when I get to know someone. Not the kind of person to approach a social situation without overthinking everything.



Strengths

	Strong attention to details, This trait makes helps me to my job better since I am able to find bugs and I have a better understanding of if something works as it should etc.



Weakness

	Being Shy – makes it harder for me to do things like presenting.
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Where do I see myself in 5/10 years?











Mix passion for PC games and implement my software development knowledge to become a game developer.
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Any Questions?
(have more pictures of my dog)
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