



Network programmability
	The world of computer networking is a constantly evolving industry that is always heading towards the next big invention. Cloud computing and SDN’s are becoming the industry standard that most larger companies are heading towards. Engineers are being forced increasingly to adapt and learn about all the modern technologies that are being developed constantly around them. Things like REST, JSON, cloud computing and SDN’’s are an example of this industry evolution. A shift from hardware to software, local to cloud are just small examples of how networkers are expected to quickly adapt while keeping their previous skills well honed and trained to be able to work in any environment that is presented to them. A massive number of companies already use cloud computing, showing its viability and potential to be the next mainstream approach to networking, by bringing local systems to the next stage, the cloud.
The industry wide shift to cloud computing has majorly affected the working industry in the fields of computing, but has allowed other industries, like healthcare and manufacturing to have more flexibility, while also allowing for far faster data ingest and calculation. Cloud computing has allowed many different industries to work in a far faster, more efficient way than they have been previously afforded. Industries like healthcare are using cloud computing for Big Data analytics and data backups. Healthcare is increasingly making use of virtual machines, to allow for storage of data, and allowing for the use of office-related software’s like word, excel etc. [1] While industries like manufacturing can leverage cloud computing’s massive data processing ability, meaning that they are able to limit the number of on-site systems that would otherwise process this data, slower, this is also typically considerably cheaper than running these machines locally, due to things like up-keep cost and depreciation of goods value. These are things that a modern business that utilises cloud computing will not have to deal with. Cloud computing has seen a gigantic uptick in usage over the past few years, in 2022, 89% of businesses used a multi-cloud approach, already a large majority. Even then, 97% of IT cloud computing experts plan to increase their cloud systems even more. It is expected that by the end of 2027, the cloud computing market as a whole is estimated to reach $1.24 trillion in value. [2]  Security is also an important factor in businesses taking up cloud computing, as the security standard in the major players in cloud computing is by standard far better than what most businesses would typically implement, this is also cheaper and more effective as the security is pre-implemented into the cloud, while locally this would have to be configured manually, allowing for mistakes, giving hackers more options with accidental vulnerabilities. Besides this, companies that utilize IoT cloud computing also gain a barrier to DDoS attacks, thanks to implementations by cloud service providers, like AWS (Amazon Web Services), Microsoft Azure and GCP (Google Cloud Platform) which all supply a minimum of a highly configurable AI powered firewalls and the ability to view and filter unwanted traffic. Businesses are able to scale far faster than ever before thanks to the implementation of cloud computing, as the costs of scaling and adapting are now far cheaper and simpler than ever before. This has also allowed entire industries to streamline their data management, production or storage needs better than ever, paid services are far cheaper than full local system storage, management, or production thanks to not requiring entire server systems and a team to manage those servers. It has also afforded industries to have far less downtime, thanks to the stability of the services that are offered. Although, when these services (like AWS, for example) have downtime, it majorly can affect businesses that require them to operate. In 2022, 33% of businesses used AWS for day-to-day operation, meaning that if there was a major outage (complete blackout) it would affect 33% of the entire internet, some of this would be payment processing services, meaning that in specific circumstances, it would temporarily be impossible to make a purchase. [3] 
	Network engineering is already a complex field. Network engineers need to be able to cover lots of different fields, while also having time management, analytical and general strong IoT skills. Cloud computing has made it so that network engineers now also need to gain a knowledge of this, also. Although cloud computing offers the field a way to streamline and automate projects more than ever before, the field of networking engineering is becoming far more complex than what was first ever imagined. Its lead to the creation of dedicated cloud network engineers, people who has focused on using cloud computing in the network engineering environment. Your typical network engineer will use a dedicated server accessible from one individual location, while the cloud engineer will be able to access any form of information from anywhere, thanks to the cloud. People who do not learn this skill soon, will likely be left behind in the chase for automation. Its becoming a more demanded skill in the field, requiring those who do not know it, to learn it with the fear of the ever-changing field to change once more. This implementation of the cloud into general infrastructure allows for non-human intervention when anyone requires using any tools or resources they require. Allowing network engineers to focus on other tasks that require their attention. It is far less likely that someone would need human intervention to be able to use whatever tool they require, thanks to important tools and data being stored on an accessible cloud. [4] Also, with the growing use of multi-cloud solutions, the ability to multitask, while keeping high performance is something that network engineers will need to practice, as multi-cloud solutions have a higher risk of failure, with things like security being improperly implemented and data not being handled correctly during transfers could lead to catastrophic failures. Network engineers are used to managing multiple points of failure, but with the introduction of cloud computing into the network, this means that there is now a single point of failure, this is also out of the network engineers’ hands. Meaning that they can either make a local backup of the cloud for data or hope that major downtime never affects them. Single points of failure are something that any network engineer wants to avoid, as these require lots of upkeep to maintain. A solution to this is using data redundancy, using a different cloud, from a data centre that is far enough away from the main system, hopefully allowing for the cloud to maintain uptime if one were to go down.
	RESTful web services are an API that allows any user to interact with another system over the internet. It has become incredibly popular in recent years allowing users to interact with other online services or people using its effective and efficient communications standards. RESTful or Representational State Transfer is an architecture that is used as a guideline for how an API should operate. [5] RESTful has become mainstream implemented thanks to its abilities in communication. RESTful allows for communication between web applications regardless of the language they have been written in or what operating system they are running. It also allows mobile based applications to communicate with normal web applications thanks to its ability to it self-configuring the layers for the devices. This has meant that cloud-based systems are using RESTful by standard, which makes it important for normal web applications to implement RESTful so they can be compatible. [6] RESTful services have made the job of networking far simpler than ever before, allowing for less possible mistakes in configuration of systems and an ease of communication allowing for more leniency in what the system is built around. REST also supports many different data formats, HTML, XML, JSON etc. Making it far more versatile for system integration. REST allows for communication between client and server, while keeping them independent of each other. This means that the client can make changes, without concern to affecting any of the servers, while servers can be modified without affecting any clients. RESTful web services have allowed for network engineers to far more efficiently scale up to a very large number of clients thanks to its caching and load balancing abilities. It also is useful for optimization, thanks to it being able to use different message formats, JSON or cleartext, for example. [7] RESTful Api’s has a few criteria it must conform to like managing requests through HTTP and being stateless. But this is still far easier to work with than other similar systems like SOAP which has many specific direct requirements to allow it to work, therefore making RESTful far easier to work with. Its simplicity means that apprentices, or just people interested in learning how the system works, can do so far easier than with the other types of systems, thanks to it being far more lenient and easier to understand, also having less strict requirements to make them work meaning that developers can work with many different platforms without the concern that it will not be compatible for their system integrations. 
	SDN or Software Defined Networking is becoming more popular by the day. A recent switch from the traditional hardware-based networking has seen companies adopting SDN on mass, regardless of the adaptation required from network engineers. It allows companies to go software based using things like the cloud to control their network, while also making use of APIs for the automation of some of the simpler tasks. It is cheaper and far more accessible than hardware-based networking, so companies having started to adopt it. A cisco survey reported that the majority of use cases for SDN in businesses is the unified wired and wireless networks, integration of virtual machines and cloud hosting.[8] Cloud-native applications in businesses has come very popular over the past few years, allowing businesses to scale up while not slowing down on efficiency and speed. This has allowed businesses to shift from the physical dependence and go fully cloud based. More recently we have seen an adoption of the work from home trend, thanks in large part to the covid lockdowns. Without a SDN approach, these work from home employees would find it far harder, if not impossible to do certain tasks without being at the office. Its given companies the flexibility to offer people hybrid contracts that allow them to work from home, meaning more people have more opportunities to work from businesses that would be too far away to work at. Thanks to cloud and SDN, more jobs that would have originally required to be in the office to do, are now far more possible to do at home than ever before. SDN has given people more flexibility to work from home, thanks to the scalability of networking bandwidth and lower latency offers. Unfortunately, though, more network engineers are being forced to learn new practices on the fly and understand a new ecosystem. Although, SDN still requires the underlying understanding that a network engineer has, even a SDN still has routing and switching requirements. Also, if you were required to migrate from the existing hardware network, to an SDN, you would have to be able to do that migration. While when this migration is done, you would need to learn the adopted SDN and how it works. SDN would make the job easier overall, allowing for more automation on menial, simple tasks that on a hardware network otherwise would need to be fully checked manually for mistakes or completion. This can all also be done from a centralized location thanks to SDN’s being able to make use of API’s (like REST, for example) compared to the hardware-based approach which requires on site access.
	Json and REST are the most popular web service API’s that are used in modern day networking and programming. REST is popular due to its granularity and low requirements. REST allows users to make RESTful compliant Api’s as REST is more similar to an architecture guideline, which tells users what it requires to be “RESTful.” Some of the guidelines are being stateless and using HTTP post codes. Stateless existence in REST means that the API does not require any info of the status of the user, or server, allowing it to work with the client and server seeing any messages sent, but not requiring to see any previous ones. SOAP is the “competitor” to REST, it is less flexible than REST and more difficult to understand, it can only use XML for message transfer, making it fairly linear in use. But a benefit to SOAP is its far more superior security implementation, so it is typically used in places where high security is necessary. REST is far simpler, flexible, and scalable than SOAP, but SOAP is typically used in banks and payment transfers (PayPal’s public API is based on the SOAP architecture.) While REST is used in less security concerned areas (Twitter or X uses REST as the API to help find historical tweets and also sending direct messages.) [9] JSON is data storage API, which allows users to store data in arrays. It is both machine and user readable making it the best option for this task. It is also useable in any programming language, making it incredibly versatile and the best for jobs when translating large data sets between languages. It is by the far the easiest to understand and program, due to it being incredibly simple yet immensely powerful. JSON is typically used when storing temporary data, for example user generated data (like filling out a form.) The reason that REST is more popular is due to its compatibility with JSON, among other options like HTML, XML and YAML. This gives far more interoperability than the other options, as it can be used in multiple separate ways without any issues. The rise of JSON was helped along by REST, as thanks to their compatibility, the human readable and easier to understand language was quickly adopted by most users. They are both being used in conjunction with each other thanks to JSON being lightweight, allowing it to have quick data transfer speeds, it being compact also helps with larger data sets, meaning that storage is being used far less than with other similar API’s.
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