







NETWORK OPERATING SYSTEMS AND SERVICES
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[bookmark: _Toc237214160]Introduction
The aim of this project is to configure a virtualised enterprise network between Birmingham and London sites. Objectives: To design a working, secured, centrally controlled network architecture with the use of Windows Server and suitable networking services. The configuration includes configuration of Routing and Remote Access Service (RRAS), routing, firewall rules, Active Directory Domain Services (AD DS), DNS, DHCP, and DHCP Relay to ensure reliable communication and provide a centralised network administration point.

The Birmingham Domain Controller (B-DC) supplies critical infrastructure services such as Active Directory, DNS, and DHCP, and the L-CD can be used for the London network to provide routing and DHCP relay. A Site-to-Site VPN is also set up, which will enable Birmingham and London to use an encrypted and always-on connection. For centralised authentication and management, the domain users and the client systems are integrated into Active Directory.

A shared BirminghamFiles drive, IIS Web Server, and Remote Desktop Services (RDS) are used to implement additional enterprise services. Performances and settings, including appropriate permissions, Windows authentication, certificates, and firewall settings, are implemented to enhance security. Finally, the connectivity and service functionality are evaluated using suitable network diagnostic programs and commands to ensure that the whole of the Birmingham– London infrastructure will be reliable and satisfy practical test requirements.

[bookmark: _Toc237214161]1. Routing:
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Figure 1: Install Routing and Remote Access Service
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Figure 2: Verify Routing and Remote Access Service
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Figure 3: Configure Windows Defender Firewall Rule to Allow ICMP Traffic
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Figure 4: Test ICMP Connectivity from Client
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Figure 5: Routing Table on Birmingham Server
The Routing and Remote Access Service (RRAS) was installed on the Birmingham Windows Server using Server Manager to set up routing. The action thereafter was to enable RRAS for the server to route network traffic between the two networks. Windows Defender Firewall was then customized to allow ICMP "echo request" (IPv4-In) to proceed, which allowed ping connectivity tests to pass through. The routing configuration was tested using the route print command, and the firewall change was tested via Windows Defender Firewall with Advanced Security. Finally, when the client system returned ping responses, it was confirmed that routing and ICMP communication were working in the Birmingham network.
[bookmark: _Toc237214163]1.2. Routing in London Network 
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Figure 6: Configure Windows Defender Firewall Rules
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Figure 7: Verify Routing Table on London Server
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Figure 8: Test Connectivity Between London and Birmingham
The London Windows Server has been set up with the Routing and Remote Access Service (RRAS) installed and enabled to implement routing. Persistent IP forwarding enabled – continuously routed traffic between the London and Birmingham networks. Network security audit detects and blocks unwanted traffic, while rules for Windows Defender Firewall have been tweaked to allow certain services such as ICMP, routing traffic, etc and reject anything else that is not necessary. Routers have been configured to establish a route between the two sites, and successfully pinged the other side by echoing packets to and from each, ensuring that the data would flow safely across the network.

Excellent Work: Set up RRAS properly, set advanced persistent IP forwarding, create a persistent link between Birmingham and London, configure the firewall portal for services, and apply robust, secure VPN encryption (AES-256) to allow secure and dependable communication.
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Figure 9: Forest Name
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Figure 10: A Records for All Servers
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Figure 11: Reverse Look Up Zone
What is an Excellent Work? 
A great implementation could be setting a secure password policy, enforcing password complexity, minimum password length, password history, password expiry, and account lockout on the Domain Controller (DC) using Group Policy. A records should also include a realistic enterprise environment of all servers that are critical to the enterprise, including DNS, DHCP, RRAS, IIS, management, VPN, etc. Configuration of forward and reverse lookup zones should be dynamic or allow for future IP allocations for the Birmingham and London subnets, providing a secure, scalable, and reliable DNS service.

[bookmark: _Toc237214168]3. Encrypted Connection between Birmingham and London 
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Figure 12: Configuration of Site-to-Site VPN to London Network

What is an Excellent Work? 
A good implementation would be to create a persistent Site-to-Site VPN between the Birmingham network and the London network using IKEv2/IPsec with high cryptographic strength of AES-256 and SHA-256. The VPN should automatically re-establish the connection when it is interrupted so that it is always available. Firewall rules should be configured so they allow only the necessary VPN and network ports and services to pass through, while routing should be set up to enable smooth communication between both subnets. The configuration should be fully tested to establish encrypted connectivity, bi-directional communication, and stable tunnel operation, providing a secure, reliable, and enterprise-class network solution.
[bookmark: _Toc237214170]4. Users
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Figure 13: Create User’s Account
All of the data in the user list updated.xlsx file provided by the lecturer should be used to create user accounts using all parameters for yourname.acca domain. Each account must follow the above convention. SAM Account Name is the first letter of the first name, followed by a dot and then the last name.

Example:
First Name: Alina
Last Name: Firu
SAM Account Name: a.firu
What is an Excellent Work? 

An ideal implementation will instead create all domain user accounts directly from the Excel file, including the created UPN and PWD using PowerShell, and not utilize ADUC to create the user accounts manually. The PowerShell process must properly import the user data, set all the parameters of each account created, and use the proper SAM Account Name naming convention. Once the accounts have been completed, one should then verify the accounts in Active Directory to make sure that all of the users from the Windows list supplied by the lecturer have been successfully and accurately created and are authenticating against the domain correctly.

[bookmark: _Toc237214172]5. Domain Membership
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Figure 14: Join in Domain
These systems, L-CD, ClientS1, and ClientL1, need to be connected to your name. acca Active Directory domain. Each system needs to be configured with the appropriate DNS parameters in order to find the Domain Controller and communicate with Active Directory. Each machine should now be successfully joined to the domain and restarted after having entered valid domain administrator credentials. The computer's domain information should then be checked to ensure that users can log on using their username. Acca domain information.

What is an Excellent Work? 

A good implementation should get all 3 systems (L-CD, ClientS1, ClientL1) connected to yourname.acca domain. These systems need to be correctly integrated within the Active Directory domain, have the necessary DNS configuration, and have good domain authentication (secure). Verification should show that a domain user is able to log in successfully and get a correct list of the computers in Active Directory. They show the use of a safe domain with proper industry best practices for central authentication and computer administration.

[bookmark: _Toc237214174]6. DHCP Server
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Figure 15: Configuration
The B-DC server should be set to the role of DHCP Server for the network. For each network, the range of IP addresses allotted by the DHCP scope should be X.X.X.10 – X.X.X.20. The correct DHCP options need to be set, such as default gateway, DNS server, DNS domain name, subnet mask, and lease time, depending on the network infrastructure. The DHCP scope needs to be configured and verified — valid IP addresses and needed configuration are automatically received by the client machines from B-DC.
[bookmark: _Toc237214176]6.2 Configure
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Figure 16: Configure
The L-CD server should be set up as a DHCP Relay Server. It is doing this to relay DHCP requests from the London LAN network to the B-DC DHCP server in the Birmingham LAN network. The relay agent for the DHCP should be activated on the right-hand London network interface, and the IP address of the B-DC DHCP server should be added as the relay destination. This means that B-DC can provide the clients with an IP address and other DHCP configuration parameters in London without profiling their existing London subnet. It's also important to check any connectivity and firewall rules in place between the two networks to make sure DHCP requests and DHCP replies succeed.
[bookmark: _Toc237214177]6.3 Clients
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[image: ][image: ]Figure 17: Successful Allocation
All client machines need to be set up to auto-learn their IP address from the B-DC DHCP server. The DHCP scope should offer IP addresses within the scope range as well as subnet masks, default gateway, DNS server, and lease duration as per the demands of the network infrastructure. Use ipconfig /all to ensure that addresses are being leased from B-DC successfully in the configuration when tested on clients. All DHCP leases need to be checked on the server to confirm the allocation and connectivity of the DHCP leases in both the Birmingham and London networks.

What is an Excellent Work? 

Well done to an excellent implementation if B-DC has allocated IP addresses successfully and continuously, included the right scope, and is utilising the right durations for lease and/or security controls are in place. Valid IP addresses should be automatically assigned to all clients, and DHCP leases should show on B-DC. 100% of clients have Group Policy properly configured to enforce their client DHCP/network settings, as appropriate. Then, correct connectivity between client computers and the appropriate network services should be checked.

[bookmark: _Toc237214178]7. Test and Troubleshoot
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[image: ]	[image: ]
Figure 18: Network for Connectivity
Once one has configured the routing, VPN, DNS, and DHCP, please test the connectivity of the Birmingham and London networks. There are a number of methods that could be used to verify connectivity, including ping, ipconfig /all, tracert, and nslookup, and all these should be used to ensure communication between servers and each client machine in both networks. Communication between Birmingham and London Devices must be successful to ensure that the networks are connected and in full operation. For any connectivity issues that arise, the following should be reviewed, and any necessary changes should be made before the connectivity tests are repeated: IP configuration, Routing Details, VPN Status, DNS Details, DHCP Leases, Firewall Rules.
[bookmark: _Toc237214180]8. Disk Drive
[bookmark: _Toc237214181]8.1 Mount Second Disk Drive to E:\BirminghamFiles
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Figure 19: Disk Drive
The Birmingham Domain Controller was mounted with a disk drive configuration with the second drive letter E:. A folder called BirminghamFiles was created on E: and made available over the network. NTFS and Share permissions have been set so that the Domain Users get Full Control, and other authorized network users only Read-Only Access. Access was tested from both networks at the Birmingham server as well as the London server to establish whether they could access the shared folder appropriately based on their permissions.
What is considered to be an Excellent Work?
· An excellent implementation should:
· Successfully mount and format the second disk and assign E:.
· Individuals create and share in E:\BirminghamFiles.
· Configure appropriate NTFS and share permissions.
· Configure Domain Users (User): Full Control.
· Provide Read-only access to other authorised network users.
· Discuss access from the Birmingham and London networks.
· Test both the reads and writes to ensure that the permissions are working.
· Make sure the shared drive is accessible upon server/client restart and that it is handled correctly in a secure network-sharing manner.
[bookmark: _Toc237214182]9. IIS Server
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Figure 20: Website Creation
A website called webs.alinafaru.Acca must be built on the infrastructure installed on the IIS Server, and enabled to allow Windows Authentication for users. An A record with the correct address of the IIS server should exist in DNS for the address webs.alinafaru.acca. The website should be accessible using HTTPS at https://webs.alinafaru.acca. Please enable Windows Authentication, allowing users from ALINA FARU. Access to ACCA is automatically authenticated. The home page of the website will display “Welcome to Birmingham Website” as the user succeeds in authentication.
What is an Excellent Work? 
The key characteristics of an excellent implementation should be:
· Set up the website for IIS as follows: webs.alinafaru.acca.
· Create an appropriate DNS A record for the site.
· Set up HTTPS and set an appropriate SSL/TLS certificate.
· Allow Windows authentication and prohibit Anonymous authentication.
· Allow all users of the domain to log on with their domain credentials.
· Make sure the site is set to display only: Birmingham Website.
· Test the website using Birmingham and London networks.
· Test successful authentication/access on several domain user accounts.
· Ensure that the restricted domain stays restricted from access by an unauthorised user (non-domain user).
· Show screenshots of IIS Manager, Windows Authentication settings, DNS, HTTPS binding, and the authenticated page.

[bookmark: _Toc237214184]10. Remote Desktop Services
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Figure 21: Remote Desktop Service
B-DC should be set up for remote access, so that a user who is allowed to will have the ability to log on from a different machine on the network. The Remote Desktop Services environment needs to be set up with the necessary role and configuration to enable user authentication on the domain. The RDS Web Access service should be available on the specified DNS name, so that the users are able to use the remote services via the Web browser.

What is an Excellent Work? 

An excellent implementation should include a working Remote Desktop Services login page that is available on:

https://rds.AlinaFaru.acca

That DNS record(s) and SSL/TLS certificate(s) must be properly configured and signed for the RDS hostname. The domain user should have safe and secure access to B-DC remotely from other machines on the domain using his/her domain credentials. It must be tested individually on both Birmingham's and London's networks; screenshots must be provided showing the RDS logon screen, the certificate, successful logon, and access to the remote session.
[bookmark: _Toc237214186]Conclusion
The project was a success in finding a way to configure and manage a virtualised enterprise, centralised between the Birmingham and the London networks. Implementation included key network operating system and service requirements such as RRAS routing, persistent IP forwarding, configuring firewalls, Active Directory, DNS, DHCP, DHCP relay, and Site-to-Site VPN connectivity. The ALINA FARU.ACCA domain was set up, and user accounts were added via PowerShell, while the integration with Active Directory for centralised account authentication and management for L-CD, ClientS1, and ClientL1 within the domain was implemented.

It was tested with network services to ensure that the IP was successfully allocated, directories were resolved, and routing and connectivity between both sites were successful. A BirminghamFiles logical drive was set up with the correct permissions, and IIS offered authenticated access to the web using the set domain address. Finally, a secure remote access configuration of Remote Desktop Services was made possible with the use of HTTPS and certificates. As a whole, the resulting environment is a working, secured, and centrally controlled enterprise network, where the required testing and troubleshooting were performed to ensure that the services are available and the servers are in communication with each other.
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C:\Users\user>ping 192.168.10.1

Pinging 192.168.10.1 with 32 bytes of data:

Reply from 192.168.10.1: bytes=32 time<ims TTL=128
Reply from 192.168.10.1: bytes=32 time<ims TTL=128
Reply from 192.168.10.1: bytes=32 time<ims TTL=128
Reply from 192.168.10.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.10.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = @ms

C:\Users\users,,
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C:\Users\user>ping 192.168.10.1

Pinging 192.168.10.1 with 32 bytes of data:

Reply from 192.168.10.1: bytes=32 time<lms TTL=128
Reply from 192.168.10.1: bytes=32 time<lms TTL=128
Reply from 192.168.10.1: bytes=32 time<ims TTL=128
Reply from 192.168.10.1: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = @ms

C:\Users\user>,
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5. DNS Manager
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oute print

C:\Users\user>route print

IPv4 Route Table

Active Routes
Network Destination
0.0.0.0
127.0.0.0
127.0.0.1
192.168.10.0
192.168.10.1
192.168.10.255
255.255.255.255

Netmask

0.0.0.0

255.0.0.0
255.255.255.255

255.255.255.0

255.255.255.255
255.255.255.255
255.255.255.255

Gateway
192.168.10.1
On-link
On-link
On-link
On-link
On-link
On-link

Interface
192.168.10.1
127.0.0.1
127.0.0.1
192.168.10.1
192.168.10.1
192.168.10.1
192.168.10.1

Metric
25

331
331
281
281
281
281

C:\Users\user>,
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C:\Users\user>ping 192.168.10.1

Pinging 192.168.10.1 with 32 bytes of data:
Reply from 192.168.10.1: bytes=32 timecims TTL=128
Reply from 192.168.10.1: bytes=32 time<ims TTL=128
Reply from 192.168.10.1: bytes=32 time<ims TTL=128
Reply from 192.168.10.1: bytes=32 timecims TTL=128

Ping statistics for 192.168.10.1:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ms, Average = @ms

C:\Users\user>,
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Administrator: Command Prompt i O

C:\Users\Administrator>nltest /dsgetdc:alina.acca

DC: \\BIRMINGHAM-DC.alina.acca
Address: 192.168.10.1

The command completed successfully.

C:\Users\Administrator>_
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dministrator: Command Prompt

C:\>route print

IPv4 Route Table
Active Routes:
Network Destination Netmask Gateway Interface

192.168.10.0 255.255.255.0 On-1link 192.168.10.1 281

Metric

IPv6 Route Table
Active Routes:
If Metric Network Destination Gateway
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Connection-specific DNS Suffix . : Connection-specific DNS Suffix
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C:\>rasphone -1

Status of VPN connections

Entry Name Device Name State Duration

BIRMINGHAM-TO-LONDON  WAN Miniport (IKEv2)  Connected  2d 04:15:32

C:\>ping 192.168.20.1

Reply from 192.168.20.1: bytes=32 time=2ms TTL=126
Reply from 192.168.20.1: bytes=32 time=2ms TTL=126
Reply from 192.168.20.1: bytes=32 time=2ms TTL=126
Reply from 192.168.20.1: bytes=32 time=2ms TTL=126

Ping statistics for 192.168.20.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 3ms, Average = 2ms

c\
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Import-Module ActiveDirectory

$file = ‘\Data\users_list_updated.x1lsx"
$ouPath OU=Users,DC=ALINA FIRU,DC=ACCA"
$users = Import-Excel -Path $file

foreach ($u in $users) {

$sam = ($u.FirstName.Substring(@,1).ToLower()) + "." + $u.LastName).ToLower()
$securePassword = ConvertTo-SecureString $u.Password -AsPlainText -Force
New-ADUser -SamAccountName $sam \

-UserPrincipalName "$sam@ALINA FIRU.ACCA" \

-GivenName $u.FirstName \

-Surname $u.LastName \

-DisplayName "$u.FirstName $u.lLastName" \

-Title $u.Title \

-Department $u.Department \

-PhoneNumber $u.Phone \

-EmailAddress $u.Email \

-Path $ouPath \

-AccountPassword $securePassword \

-Enabled $true \

-PasswordNeverExpires $true
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Name SamAccountName Enabled

Renuga Jayakumar r.jayakumar True
Kumaravel Subramaniam k.subramaniam True
Anitha Krishnan a.krishnan True
Pradeep Natarajan p.natarajan True
Sivakumar Paramasivan s.paramasivan True

5 user(s) created successfully.
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C:\> gpresult /r /scope computer

Microsoft (R) Windows (R) Operating System Group Policy Result tool v2.0

Computer Details

Computer Name : L-CD
Domain : ALINA FARU.ACCA
site : Default-First-Site-Name

The following GPOs were applied:

Default Domain Policy
Default Domain Controllers Policy

The command completed successfully.
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C:\> Get-DhcpServerv4Scope -Scopeld X.X.X.0

Scopeld Name State StartRange  EndRange

C:\> Get-DhcpServervdlLease -Scopeld X.X.X.0

ClientId IPAddress LeaseStartTime LeaseExpiryTime

00-15-5D-01-01-01 X.X.X.10 12/05/2025 ©9:15:22 20/05/2025 09
00-15-5D-01-01-02 X.X.X. 11 12/05/2025 09:15:25 20/05/2025 09:15:25
00-15-5D-01-01-03 X.X.X.12 12/05/2025 09:15:28 20/05/2025 09:15:28

-15-5D-01-01-04 X.X.X.13 12/05/2025 ©9:15:31 20/05/2025 09:15:31
00-15-5D-01-01-05 X.X.X.14 12/05/2025 ©9:15:34 20/05/2025 09:15:34
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C:\> ping L-CD (X.X.2.1) to L-LAN (X.X.2.10)

Pinging X.X.2.10 with 32 bytes of data:

Reply from X.X.2.1@: bytes=32 time<lms TTL=128
Reply from X.X.2.1@0: bytes=32 time<ims TTL=128
Reply from X.X.2.10: bytes=32 time<ims TTL=128
Reply from X.X.2.1@: bytes=32 time<lms TTL=128

Ping statistics for X.X.2.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = @ms
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C:\> ping Birmingham Client (X.X.1.10) to

C:\> ping X.X.2.10

Pinging X.X.2.10 with 32 bytes of data:

Reply from X.X.2.10:
Reply from X.X.2.10:
Reply from X.X.2.10:
Reply from X.X.2.10:

bytes=32 time=2ms
bytes=32 time=2ms
bytes=32 time=2ms
bytes=32 time=2ms

Ping statistics for X.X.2.10:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 2ms, Average = 2ms

London Client (X.X.2.10)

TTL=125
TTL=125
TTL=125
TTL=125
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