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An IP address can be defined as a unique number that is assigned to a computing device for the purpose of communication and unique identification. One may ask what do we need an IP address for. You can imagine having a computer device A which has to send a message to another computing device B. how will A be able to know the location of B and once B receives the message, how will it know the device to respond back to? For sure, IP addresses to aid in the identification of computing devices over the internet. The process of information transfer over the internet is a very complicated process. The process necessitates techniques which ensure that internet users get quality internet services. Internet protocols are standards set to define and regulate information transfer over the internet. Computer device addressing is one of the primary components available in the internet protocol. There exist two types of addressing namely IPv4 and IPv6 with the latter being the latest. IPv6 was developed to address the challenges which are faced by IPv4. One of the challenges which have been widely known is the depletion of IP addresses due to the evolution of IoT (Coffeen, 2014). 
The purpose of this paper is to highlight in detail the benefits of IPv6 and the challenges encountered in the implementation of IPv6. 
[bookmark: _Toc40135702]IPv4 Challenges
IPv4 has been in since its publication in the year 1981. This year, the computing systems were very huge, rare, and very expensive. The IPv4 had a provision of around 4b IPv4 addresses which appeared to be a myriad of IP addresses as compared to the number of computing devices. Regrettably, IPv4 addresses were not consequently used. There exist huge gaps in IPv4 addressing. For instance, company ABC has been allocated an IP address with a prefix of /24. This implies this company has a total of 254 usable IP addresses in exposure for use and no other organization can use this due to the routing principles. Unfortunately, company ABC has 50 computers only. That is, 50 IP addresses will be used. The remaining 204 will be reserved for future use but it will never be used. Subsequently, what happened to be an enormous number in the year 1981, today it is a very small number.
IETF realized this and came up with the CIDR and private IP address. With CIDR single network can be divided into two networks and each network assigned to different organizations. If today your organization needed 12 IP addresses, your organization will be assigned a total of 14 usable IP addresses. IP addresses enable computers in an organization to communicate with one another without going out on this network.
The IPv4 has another problem of having a variable-length header. This was acceptable when routing was being performed by software.  However, current routers are hardware built. For this, the processing of variable length header in the router hardware. The routers which push the packets are having the challenge to cope up with this task. A new scheme is required to fix the variable-length headers (Graziani, 2017). 
All these challenges of IPv4 consider the need to have the next version of Internet Protocol.
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With the above challenges observed with IPv4 and evolution of IoT, IETF unveiled the IPv6 which is the next generation of the internet protocol. This proliferation of computing devices need for newer and more data-hungry applications a world level and the increased purpose of networks in the manner by which business enterprises carry out their business activities to sort out pressing issues; IPv6 seeks to take care of all these challenges. Below are the technical features of IPv6; 
[bookmark: _Toc40135704]IPv6 Technical Structure
i. Newer header format developed to preserve the overhead. This was accomplished by moving optional and non-fundamental fields to extension headers which are located after the IPv6 header. The streamlined IPv6 header can be efficiently handled at transitional routers. 
ii. Enormous address space. The IPv6 has 16-byte source and destination IPv6 addresses. The huge address space of IPv6 is developed to allow many levels of subnetting and the IP address allocation from the internet backbone interfaces of devices in an organization. This obviates the requirement for IP address conservation techniques such as NATing. The IPv6 address has 8-4 sets of hexadecimal bits written as yyyy:yyyy:yyyy:yyyy:yyyy:yyyy:yyyy:yyyy (where y is the hexadecimal value between 0 and F). these hexadecimal values accept both lower case and upper values. IPv6 has types of IPv6 namely unicast, anycast, and multicast. 
iii. Hierarchical and efficient addressing and routing infrastructure.
iv. The stateful and stateless technique of addressing. Addressing can be automatically managed with or without the DHCP server. Computer interfaces on a common link automatically assign themselves a link-local address and start communicating to one without any manual configuration. 
v. Improved support for prioritized packet delivery. Achieved by the Flow Label field of the IPv6. 
vi. Built-in security - IPv6 requires compliance with IPsec since IPsec is part of IPv6. The IPv6 header offers extensions that are not hard to implement encryption, integrity, and authentication.
vii. Extensibility – the IPv6 is to extend for the newest features by adding an extension to IPv6 header.
viii. Latest protocol for the neighboring interface interaction.  The ND protocol for IPv6 has replaced the broadcast-based ARP ICMPv4 redirect and ICMPv4 router discovery (Hagen, 2014). 
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With the above technical features, IPv6 has the below benefits to the present internet;
i. Enormous addresses – this is the first benefit the internet benefits from the IPv6. IPv4 faced the challenge of having limited IP addresses. The IPv6 has billions of IP addresses that can be allocated to computing devices and be used to attain other goals.
ii. Better security – the noteworthy improvement among IPv6 and IPv4 is the integration of security protocols. Because IPsec is integrated into IPv6, it has proven protection of IPv6 addresses by encrypting or authenticating each packet. This is the most integral feature of the IPv6 protocol. Furthermore, IPv6 has proven to be usable with suitable key structures.
iii. Easier network management – the IPv6 provides configuration capabilities that are manageable, flatter, and simpler particularly for larger installations.
iv. Efficient integrated world markets – connecting market data provides better production capacity abilities which are operative as it is geared towards developing responsive trends in the current market. IPv6 permits advanced incorporation with world markets (Minoli, 2013). 
v. Interoperability and integrated mobility – the IPv6 provide interoperability and mobility capabilities that are embedded into a number of network services all over the world.  
[bookmark: _Toc40135706]IPv6 Implementation challenges
Complexity – the migration process is a complex task to carry. The connection shifting process is challenging.
Cost – it is very expensive in terms of shifting from IPv4 to IPv6. The costs will automatically come through purchase legacy equipment, employment of staff who has the knowhow of IPv6, and the general maintenance.
Legacy systems – some of the legacy systems have a critical function of use on our networks. Some of these systems have not had the latest technology to replace them. The legacy systems do not support IPv6. It will be very challenging to convince the management that this legacy has to be phased out without a replacement to pave way for IPv6 (Pyles, et al., 2016).
[bookmark: _Toc40135707]Conclusion
Conclusively, the IPv4 has served well for over a period of thirty-five years. However, this protocol has some limitations that are inevitably causing insurmountable problems in the current internet. IPv6 protocol is the next generation protocol which is promising to offer situations to the challenges posed by IPv4. The IPv6 has several technical features that accord it to solve problems observed challenges by IPv4. The features make the IPv6 feasible to support a range of the next-gen network services and applications. The protocol is furnished with extension headers which will make it to integrate future services and applications. This will require no rewriting of the protocol applications. 
However, the implementation and acceptance of IPv6 have been very. This is attributed to the expense in and incompatibility nature of IPv6 applications. Nonetheless, IPv6 is supported by all windows operating systems.
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We assume that we have been allocated an IPv6 address of 2001:db3:b::/64

	Department 
	Number of hosts

	AppliedComputing staff
	25

	lab301
	50

	Lab302
	30

	Lab303
	30

	Lab 305
	20

	Lab306
	40

	Lab308
	120

	Lab411
	30

	Lab410
	60

	Lab412
	36

	Automotive EngineeringStaff
	20

	lab101
	25

	Lab102
	35

	Lab103
	30

	Lab205
	20

	Lab206
	55

	CAD
	20

	Lab301
	80

	Architecture, Built and Natural Environment Staff
	32

	lab201
	54

	Lab202
	25

	Lab203
	30

	Lab205
	28

	Lab404
	35

	Lab408
	28

	Lab409
	60

	Lab410
	45

	Engineering, Manufacturing and Logisticsstaff
	18

	lab101-ML
	35

	Lab102
	30

	Lab103
	30

	Lab105
	25

	Lab206
	50

	Lab208
	90

	Test centre
	18

	Open Access lab
	245

	Servers
	6

	MP and ISP Link
	2



	Department
	Number of hosts
	Network
	Prefix-length
	Network Address range

	Open Access lab
	245
	2001:db3:b::
	/120
	2001:db3:b: - 2001:db3:b:0::ff

	Lab308
	120
	2001:db3:b::100
	/121
	2001:0db3:000b:: - 2001:0db3::017f

	Lab208
	90
	2001:db3:b::180
	/121
	2001:db3:b::180 - 2001:db3:b::1ff 

	Lab301
	80
	2001:db3:b::200
	/121
	2001:db3:b::200 - 2001:db3:b::27f

	Lab410
	60
	2001:db3:b::280
	/121
	2001:db3:b::280 - 2001:db3:b::2bf

	Lab409
	60
	2001:db3:b::2C0‬
	/122
	2001:db3:b::2c0 - 2001:db3:b::2ff 

	Lab206
	55
	2001:db3:b::300
	/122
	2001:db3:b::300 - 2001:db3:b::33f

	lab201
	54
	2001:db3:b::340
	/122
	2001:db3:b::340 - 2001:db3:b::37f

	lab301
	50
	2001:db3:b::380
	/122
	2001:db3:b::380 - 2001:db3:b::3bf

	Lab206
	50
	2001:db3:b::3c0
	/122
	2001:db3:b::3c0 - 2001:db3:b::3ff

	Lab410
	45
	2001:db3:b::400
	/122
	2001:db3:b::400 - 2001:db3:b::43f

	Lab306
	40
	2001:db3:b::440
	/122
	2001:db3:b::440 - 2001:db3:b::47f

	Lab412
	36
	2001:db3:b::480
	/122
	2001:db3:b::480 - 2001:db3:b::4bf

	Lab102
	35
	2001:db3:b::4c0
	/122
	2001:db3:b::4c0 - 2001:db3:b::4ff 

	Lab404
	35
	2001:db3:b::500
	/122
	2001:db3:b::500 - 2001:db3:b::53f

	lab101-ML
	35
	2001:db3:b::540
	/122
	2001:db3:b::540 - 2001:db3:b::57f

	Architecture, Built and Natural Environment Staff
	32
	2001:db3:b::580
	/122
	2001:db3:b::580 - 2001:db3:b::5bf

	Lab302
	30
	2001:db3:b::5c0
	/123
	2001:db3:b::5c0 - 2001:db3:b::5df

	Lab303
	30
	2001:db3:b::5e0
	/123
	2001:db3:b::5e0 - 2001:db3:b::5ff

	Lab411
	30
	2001:db3:b::600
	/123
	2001:db3:b::600 - 2001:db3:b::61f

	Lab103
	30
	2001:db3:b::620
	/123
	2001:db3:b::620 - 2001:db3:b::63f

	Lab203
	30
	2001:db3:b::640
	/123
	2001:db3:b::640 - 2001:db3:b::65f

	Lab102
	30
	2001:db3:b::660
	/123
	 2001:db3:b::660 - 2001:db3:b::67f

	Lab103
	30
	2001:db3:b::680
	/123
	2001:db3:b::680 - 2001:db3:b::69f

	Lab205
	28
	2001:db3:b::6a0
	/123
		2001:db3:b::6a0 - 2001:db3:b::6bf

	Lab408
	28
	2001:db3:b::6c0
	/123
	2001:db3:b::6c0 - 2001:db3:b::6df

	AppliedComputing staff
	25
	2001:db3:b::6e0
	/123
	2001:db3:b::6e0 - 2001:db3:b::6ff

	lab101
	25
	2001:db3:b::700
	/123
	2001:db3:b::700 - 2001:db3:b::71f

	Lab202
	25
	2001:db3:b::720
	/123
	2001:db3:b::720 - 2001:db3:b::73f

	Lab105
	25
	2001:db3:b::740
	/123
	2001:db3:b::740 - 2001:db3:b::75f

	Lab 305
	20
	2001:db3:b::760
	/123
	2001:db3:b::760 - 2001:db3:b::77f

	Automotive EngineeringStaff
	20
	2001:db3:b::780
	/123
	2001:db3:b::780 - 2001:db3:b::79f

	Lab205
	20
	2001:db3:b::7a0
	/123
	2001:db3:b::7a0 - 2001:db3:b::7bf

	CAD
	20
	2001:db3:b::7c0
	/123
	2001:db3:b::7c0 - 2001:db3:b::7df

	Engineering, Manufacturing and Logisticsstaff
	18
	2001:db3:b::7e0
	/123
	2001:db3:b::7e0 - 2001:db3:b::7ff

	Test centre
	18
	2001:db3:b::800
	/123
	2001:db3:b::800 - 2001:db3:b::81f

	Servers
	6
	2001:db3:b::820
	/125
	2001:db3:b::820 - 2001:db3:b::827

	MP and ISP Link
	2
	2001:db3:b::840
	/127
	2001:db3:b::840 - 2001:db3:b::841
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