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1. Abstract 

Within Task 1, the author has given components and specifications of a desktop computer that could be used for an electrical engineer that is working from home, including an explanation for what each component’s purpose is. Within Task 2, the author has evaluated cybersecurity risks for an electronics manufacturing company, demonstrated how they could mitigate these risks and also carried out an incident response plan.

2. Task 1 – Design a Custom Desktop Computer 

2.1 What is a Desktop Computer? – A Desktop Computer is a computer that remains in one fixed location, unlike portable devices like laptops [1]. Additionally, they use components like a computer box, monitor, keyboard and mouse to work, these are connected normally via a USB Port, however can be wireless [1].

2.2 Shopping List – The shopping list for the components that the author selected is shows below in Table 1. The reasoning for some of the prices was because they are from verified companies and reputable sellers, rather than unreliable and unknown sellers. Additionally, some of the parts are at high specs, this is because an electrical engineer working from home might require software which will need high specs. However, where possible the most cost-effective option was selected. Refer to Figure 1 below for the Recommended system requirements for the latest issue of Solid Edge (Which is a basic design software).
	
[image: ]Table 1 – Shopping List for Task 1


Figure 1 – Recommended System Requirements for Solid Edge 2025 [2]
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2.3 Motherboard – A motherboard is a circuit board used within computer systems, its typically the largest circuit board within the computer system [3]. In addition to being the largest component, it is the main circuit board within the system, as it connects all of all of the internal components [4].

The Motherboard selected was: MSI B550M PRO-VDH WiFi ProSeries Motherboard. Refer to Table 1, for the Price and Provider. An image of this is shown below in Figure 2. The author had to ensure that the required components would be compatible with this.

Figure 2 – Motherboard [5]
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2.4 Processor – A Processor is more commonly known by CPU (Central Processing Unit), this is the ‘Brain of a Computer’, similar to a human brain, a processor carries out calculations and commands required to run programmes within the computer system, the speed on which it does this is measured in gigahertz [6]. 

The Processor selected was AMD Ryzen 5 4500 6 Core/12 Thread AM4 CPU. This has 6 Cores, 12 threads and 3.6GHz Base: Refer to Table 1 for the Price and Provider. Refer to Figure 3 for an image. 

AMD Ryzen™ 7 7800X3D This has 8 cores, 16 threads and is currently the 2nd most powerful CPU on the market, therefore it has good graphics and is good for design software, which will require high specs [7]. However, in comparison to the one selected this is 8 times more expensive, (£425.00 on amazon) for very little of an upgrade. Choosing the one selected would be the more cost-effective option.


Figure 3 – Processor [8]

[image: AMD Ryzen 5 4500 6 Core/12 Thread AM4 CPU ]


2.5 RAM – RAM Stands for ‘Random Access Memory’. It is temporary storage of data which will be on a computer. One of its applications is, it allows the CPU to have access to its required data [9]. For the multitude of tasks, it preforms its vital that a good one is selected. This RAM has lots of RAM as its 32GB, its very fast and good for multitasking, which will be appropriate for keeping with industry standards [10].

The RAM selected was: Corsair VENGEANCE RGB PRO DDR4 RAM 32GB (2x16GB) 3600MHz CL18. Refer to Table 1 for the Price and Provider. Refer to Figure 4 for an image.

Figure 4 – RAM [10]
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2.6 CPU Cooler – A CPU Cooler is a device that allows heat to be removed from the computer’s processor, allowing the computer to not become overheated and cause a malfunction [11].  

The CPU Cooler selected was: ARCTIC Liquid Freezer III 360 A-RGB. Refer to Table 1 for the Price and Provider. Refer to Figure 5 for an image. This was chosen as, it’s easy to install, its overall performance and the fact it has been tested and confirmed [12].

Figure 5 – CPU Cooler [12]
[image: Liquid_Freezer_III_360_ARGB_Black_Rainbow_G01_eha_3_awards]










2.7 Storage – Storage is key for any computer, as it can be one of the biggest resources of a computer system [13]. This allows the user to store data on their digital device, which would be key for any Electrical engineers, as they would have e lots of data to store.

The Storage selected was: Western Digital WD_Black SN850X 2TB. Refer to Table 1 for the Price and Provider. Refer to Figure 6 for an image.

[image: ]Figure 6 – Storage [14]



2.8 Video/Graphics Card – A Graphics card is a key component of a computer, as it displays graphics on a monitor [15].

The Graphics Card selected was: SWFT210 RADEON RX 6650 XT CORE Gaming. Refer to Table 1 for the Price and Provider. Refer to Figure 7 for an image. This was chosen for its overall high quality, however due to this it is at a higher cost.

Figure 7 – Graphics Card [16]
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2.9 Case – In this instance a case is a method of mounting and containing all of the desktop computers components [17].

The Case selected was: NZXT H9 Flow ATX Mid Tower Case. Refer to Table 1 for the Price and Provider. Refer to Figure 8 for an image. This was chosen for its aesthetic appeal and because the components selected were compatible with it. Due to the brand and aesthetic appeal, this was a more expensive option.

Figure 8 – Case [18]
[image: main product photo]












2.10 Power Supply – A Power Supply is an essential component of a computer; its purpose is to deliver constant power required by the computer’s components to the computer [19].

The Power Supply selected was: Corsair RM1000e (2023). Refer to Table 1 for the Price and Provider. Refer to Figure 9 for an image. This was chosen for its efficiency and due to it being a newer model.

Figure 9 – Power Supply [20]
[image: Corsair RM1000e V2 80 PLUS Gold Fully Modular 1000W ATX 3.0 Power Supply - CP-9020264-UK]











2.11 Monitor – A PC monitor is a piece of computer hardware that displays the visual and audio data from a computer via its video card [21]. The Cost considered for this is for one monitor. Generally, it would be expected for an engineer working from home to have two monitors. 

The Monitor selected was: KOORUI 24E3 24.0" 1920 x 1080 165 Hz Monitor. Refer to Table 1 for the Price and Provider. Refer to Figure 10 for an image. This model was selected for to its speed and size.

Figure 10 – Monitor [22]
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2.12 Webcam – A webcam is a computer-connected video camera, this can record and send audio to a receiver through the internet [23]. 

The Webcam Selected was: LOGITECH Brio 100 Full HD Webcam – Graphite. Refer to Table 1 for the Price and Provider. Refer to Figure 11 for an image. This was selected because it’s from an official company and because the colour matched the other components selected.

Figure 11 – Webcam [24]
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2.13 Mouse – A mouse is a handheld device that controls a computers cursor, this can be used for moving, pointing and selecting items on a computer [25]. These can be wired and wireless.

The Mouse selected was: Uineer Wired Mouse. Refer to Table 1 for the Price and Provider. Refer to Figure 12 for an image. This was chosen due to the authors personal preference; any mouse would be compatible with this custom desktop computer. 


Figure 12 – Mouse
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2.14 Operations Software – Operations software is for various things, including memory, Process and Device management. Some systems can be upgraded, however not all is. Refer to Table 1 for the operation software selected, as well as the price and location.


3. Task 2 – Cybersecurity

3.1 Possible Risks and their impacts 

3.1.1 Vulnerable Network – This Is a risk as it can hacks could intercept the network and gather all files on the network.  An impact of this, could be if customer data is lost it can cause legal and ethical issues, due to the General Data Protection Regulation (GDPR) [26].

3.1.2 Devices with Outdated Firmware – Without updated firmware, the device is more susceptible to potential risks, due to not having the patches (an update) which will help circumvent these methods to access the device (hack). The impact of this is that without the firmware updates, a hacker could place a tracker inside of the operating system of thew device to gain access to the device and spread viruses throughout the network.

3.1.3 Suppliers without Robust Cybersecurity Practices – Due to this the electronics companies’ data could be intercepted and could be subject to having their data leaked. The impact of this would be detrimental to the company.

3.1.4 Limited Cybersecurity Training – With limited cybersecurity training, the employees would be more likely to fall for social engineering attacks (Phishing). The impact of this is that, company and/or customer data could be leaked, depending on what is sent.

3.2 How to Mitigate These Risks 

3.2.1 Vulnerable Network – Implement Password polices, for example regular password changes. Another way to mitigate this risk is using encryption and VPN’s (use VPN’s when working remotely) to help improve cybersecurity for the company. Additionally, only a few select employees (network managers/engineers) have access to the password, to avoid the networking being vulnerable.

3.2.2 Devices with Outdated Firmware – Update overnight, check for updates frequently (by-weekly minimum) and remove outdated firmware when no longer in use. Ensuring that any software used is the most recent version.


3.2.3 Suppliers without Robust Cybersecurity Practices – Meet with the company, discuss their cybersecure its practices and suggest improvements. If these improvements are not made, then cease connections with this supplier and request the return of all company data.

3.2.4 Limited Cybersecurity Training – Conduct company training, training the employees on the new policies and procedures in regards to cybersecurity, especially in regards to Social Engineering. The training should include information on the uses of the company’s network. All member of staff should be trained in this during their employment with the company.

3.3 Incident Response Plan

In the case of an Emergency, for example a Flood, Fire, Earthquake, etc. As a business you must ensure:

· Company Data is backed up and accessible.

· Electrical Equipment is functioning, if not purchase new equipment.

· If your site is unavailable a tepary site is available, or in extenuating circumstances, a work from home could be introduced temporary.

· If any equipment is broken or damaged, fix it, or replace it.


In the case of a cybersecurity attack, for example, being hacked. As a business you must:

· Find out when you were hacked, using that information go back to a previous issue, before that.

· Find out what information was taken/leaked.

· Issue a public statement informing that you have been hacked.

· Inform the data minister.

· If ransomware has been used on data, then use one of your external offsite backups. 



4. Conclusion

Regarding creating a custom desktop computer for an electrical engineer working from home, this can be done cost effectively, refer to Table 1 for prices. Additionally, all parts can be obtained relatively easy, with delivery being an option. From the authors own experience with being in the workplace, they know that laptops used for working from home can be upwards of £2000, depending on specifications and customer requirements. This is just the initial cost. The author has used cost saving methods, where possible, however still ensuring that the parts are still reliable. 

In Regards to, Cybersecurity, in the scenario given to the author, they have given the cybersecurity risks, and possible impacts of these on the company. Additionally, they have demonstrated how to mitigate these risks. The author has also conducted an incident response plan, for in the case if a cybersecurity attack was to take place an in the case of an Emergency. This is to ensure that the Electronic Manufacturing company has cybersecurity measures in place to mitigate risk to their company, as this would be a key risk to their business. 
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Component/ Software Model/Description Provider Price
Motherboard MSI BSS0M PRO-VDH WiFi ProSeries |Amazon £104.99| £0.00]
Processor |AMD Ryzen 5 4500 6 Core/12 Thread AM4 CPU [cCL. £57.99] £0.00]
RAM ;):‘;;:;ZEISB:ANCE RGB PRO DDR4 RAM 326GB (2x16GB) |Amazon £109.98 £0.00
|CPU Cooler |ARCTIC Liquid Freezer Il 360 A-RGB [cCL. £79.99] £4.99]
|Storage |Western ital WD_Black SN850X 2TB |Amazon £128.00| £0.00]
|Video/Graphics Card _|SWFT210 RADEON RX 6650 XT CORE Gaming |Amazon £237.00| £0.00]
|Case INZXT H9 Flow ATX Mid Tower Case |SCAN £124.99] £0.00]
Power Supply |Corsair RM1000e (2023) |AWD-IT £144.95| £0.00]
Monitor KOORUI 24E3 24.0" 1920 x 1080 165 Hz Monitor [cCL. £94.99] £5.99]
[Webcam LOGITECH Brio 100 Full HD Webcam - Graphite [Currys £39.99| NO DELIVERY
Mouse Uineer Wired Mouse |Amazon £8.49] £0.00]
Operations Software osoft Windows 11 Pro License |Vaneyo Technology £11.99] £0.00]
McAfee AntiVirus PC, 1 Device, 3 Years G2A £4.67| £0.00]
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Recommended system configuration

Windows 10 Enterprise or Professional (64-bit only), versions under active Microsoft
support

OR
Windows 11 Enterprise or Professional, versions under active Microsoft support

> 10.0 GB of disk space required for installation (includes prerequisites)
> 32 GB RAM or more

> Microsoft Office 2021 and Microsoft Office 365 Business

> True Color (32-bit) or 16 million colors (24-bit)

> Screen Resolution: 1920 x 1080

> Video RAM: 2 GB

> Modern and popular browsers like Google Chrome, Microsoft Edge, and Mozilla
Firefox.




