



Cloud Computing
What is Cloud Computing?
Cloud computing is a network service where computing resources are available on-demand, without the need for direct management from the end user. The internet is metaphorically represented by the phrase “cloud”. There are three main service delivery models for cloud computing: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) [1].
IaaS is a form of hosting. IaaS delivers hardware such as servers, storage, and networks and associated software such as operating systems and file systems as a service [2]. It provides the service of a virtual computer infrastructure environment [5].
PaaS is a cloud service in which hardware and software tools that are needed for application hosting or development, is delivered over the internet by a cloud provider and their server [3].
SaaS allows customers to access a software application that is provisioned by a cloud service provider via the internet [5]. 
Within these services, cloud solutions can be public, private, or hybrid solutions. A public cloud solution allows for the services to be available to the public as the cloud provider grants access to their data centre infrastructure. A private cloud solution is where a customer hosts their own data centre or intranet. In this case, the customer must manage, secure, and update their own cloud environment. A hybrid cloud solution is where a customer mixes both the uses of a public and private cloud solution. The customer must manage how the mixture of the services interact, including managing the security of this solution [7].
What are the benefits and drawbacks of deploying applications to the cloud?
Data from the Synergy Research Group shows that there was 24% grow in revenue from 2018 to 2019 in cloud services across seven key cloud service and infrastructure segments, resulting in a $150 billion milestone being met. Of 13 companies who featured most prominently within the top half of spending on cloud services, these companies spent a total of $55 billion on hardware and software to build cloud infrastructure. It is clear to see that companies are investing heavily into cloud ecosystems and in return are profiting exponentially. This is due to the many advantages that cloud services provide [8]. 
The advantage of cost saving
For cloud services, payment models come in the form of rental agreements either as a monthly subscription or on a ‘pay as you use’ basis. This eradicates the large upfront costs that would otherwise occur for purchasing software licenses. By paying ‘per use’, customers are not having to pay for the times where full resource of the service is not being utilised, thus cutting out the wasted cost of idle resources. Costs are also saved on maintenance and support fees as they are usually included within the subscribed service. As the hosting is maintained by the cloud service provider, this saves costs of hosting secure servers by the customer. Because there is a reduction to the customer for hosting, maintaining, and supporting these services; organisations are also saving costs on hiring resource who would need to provide expertise in these areas [6]. 
In 2020, NHS Digital fully migrated 12,000 sites from their legacy N3 network to the Health and Social Care Network (HSCN), which contained roughly 14,000 connections [9][10]. The HSCN migration enabled NHS organisations to adopt cloud-based services, resulting in an average saving of £75 million a year [9]. 
In 2019, Avery Dennison -  a global materials science and manufacturing company, migrated to a hybrid cloud environment. The driving force behind this migration was to  improve scalability, reliability, and security so that the workforce could work faster, safer, and smarter. The migration to a hybrid cloud environment resulted in Avery Dennison saving $5 million annually through cost avoidance due to the changes cloud computing provided [14].
The advantage of reliability 
Another advantage that cloud-based services offer is reliability. Reliability of a service presumes that the service is available and running. It is reasonable to expect as a customer that access to the service is available, that connections are secure, and that there are no unexpected interruptions or downtime in order to perform the tasks customers require. Although there may be scepticism to the reliability of cloud-based services, they are seen as generally reliable. When using a cloud service provider, customers and the provider will enrol into a Service Level Agreement (SLA). An SLA is a contract that ensures cloud service providers are maintaining the service and ensuring reliability to an agreed criterion. SLA’s will have specific conditions set out and if the cloud service provider does not meet the defined criteria, then the customer receives a service credit. Service outages are rare due to providers having redundancy safeguards [13]. 
The advantage of Scalability
The amount of service offered can be easily increased or lowered with pay as you go subscription plans. The cloud service provider allows access to more users or expands storage space if a customer requests it, albeit at a higher cost to the customer. Cloud services are appealing to expanding businesses with fluctuating levels of demand for computer resources due to their scalability [7].
Importance of Cost Reduction, Reliability, and Scalability
The discussed principles are important because cloud services help provide for an organisations desire to ensure that not only are costs kept to a minimum, but that computer solutions they are acquiring provides stability to their users, as well as scalability in order for them to expand their organisation. Cloud computing provides an opportunity for organisations to adapt their computer infrastructure and software to the scale and demands that it needs without wasting resources or under-resourcing. It allows for organisations to outsource some maintenance and security roles which in turn helps reduce organisational costs. 
For organisations such as NHS Wales, the importance of these properties makes an impactful difference in contributing to the public’s health. Saving costs on computing infrastructure and software can allow the saved funds to be utilised for resourcing in other areas that may be lacking in resource. For example, by migrating to cloud computing, rather than having to resource an Infrastructure Technology Lead to maintain the organisations I.T infrastructure, the funds saved can instead be put towards hiring a new developer to work on a new proposed cancer system, or to help ease areas of development that under resourced. Further from cost reduction, I.T system reliability is extremely important within the NHS. Consultants and other health care workers rely on I.T systems to book appointments and procedures, store and analyse test results, and provide care plans for patients. If a network or software application were to go down due to poor reliability within an on organisations I.T environment, this can cause major delays to treatment and in turn impact patient care negatively. Improving on cost reduction, scalability, and reliability allows for NHS Wales to operate as efficiently as possible for providing patient care. 
Virtualisation
What is virtualisation?
Virtualisation is the process in which a physical machine’s hardware is utilised to produce and run multiple software-based or “virtual” resources within it. This allows for services such as applications, servers, storage, and networks to be simulated from one computer system [15]. Virtualisation can be produced in the form of virtual machines or containers. 
Virtualisation allows for flexibility in organisations to test and allocate resources.  New technologies can be tested by an organisation because virtual machines are easy to back up and restore, allowing a safety net for testing new technologies if anything were to go wrong. Virtualisation also allows organisations to allocate resources to members within the organisation whilst controlling who accesses what resources, and which devices may be used to do so. This provides the benefit of reliability and security. It is easy to migrate virtual machines to a new location and recover data in an emergency. The backups taken for restoring data in an emergency can be automated, allowing for business continuity and successful disaster recovery plans [15]. 
Virtualisation can happen at different levels to achieve different goals. Virtual machines happen at the hardware level and provide isolation of machines. Whereas containers happen at the software level and provide isolation of processes. 
Virtual Machines
In virtualisation, the physical host computer dedicates an amount of CPU, memory, and storage to be used for creating the virtual version of the computer. Virtual machines are a computer file, generally referred to as an image, which will function like a real computer running as a separate computer environment. The virtual machine is partitioned from the rest of the system or original host; thus, the virtual machine cannot interfere with the host computer’s operating system [16]. 
For full system virtualisation, a virtual machine has a hypervisor which sits on top of the hardware. The hypervisor is responsible for creating the virtualised instances of the components that make up the virtual machines. This could be processors,  RAM, storage, and networks. This allows different machines to be created and provides machine isolation. The virtual machines are emulations of a physical computer and can run multiple machines with multiple operating systems from the host. [17].
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Containers
Containers are more lightweight than virtual machines and contain packages together of the components needed to run a single application or microservice, instead of creating an entire virtual machine. Containers are hosted on the host computer’s operating system. Each container running is done so on the one operating system and thus is known as “operating system level virtualisation”. Containers leverage features of the host operating system to isolate processes, so only the components needed to run a single application or microservice are utilised for the container [17]. 
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Containers  allow for lighter-weight virtualisation, improved developer productivity, and greater resource efficiency because they can be written once and run anywhere [18]. 
Docker
Although containers have been around for decades, they became popular in 2013 due to the introduction of Docker [17]. Docker is an open-source  platform that allows users to build, deploy and manage containerized applications. Docker provides container portability as Docker containers run without modification across any desktop or environment. Docker also provides automated container creation, container versioning, container reuse, and container libraries. Existing containers in Docker can be used as templates for building new containers and the container versions can be tracked. Docker containers can be run on any operating system and with most leading cloud providers [18].

Evaluation of the Development Process of producing Node.JS Applications in Docker 
Node.JS is a runtime environment that executes JavaScript server-side to allow for the creation of real-time websites with push capability. This allows the client and server to both initiate communication and exchange data freely. The advantages of using Node.js is that real times apps can be built that are highly scalable and data intensive. Node.js is used by large companies such as PayPal, Netflix, Uber, and Walmart. PayPal found when implementing Node.js that their application was built twice as fast with fewer people, the application was written in 33% fewer lines of code and constructed with 40% fewer files [19]. Node.js has now become industry standard across all Cloud providers. 
Within the Cloud Based Web Services class, the author remoted onto one of the university’s machines and installed Node.js as well as Ubuntu. The goal for the class was to create a webserver and webservice that would allow users to add, delete and edit student course information from the browser whilst utilising a Node.js application, containerised in Docker.
After installing Node.js and Ubuntu, the Node Package Manager was installed (NPM). The NPM is the default package manager for Node.js. JavaScript libraries that can be used with the Node project are called modules; these modules are contained within a package. The NPM manages all packages and modules for Node.js. 
The author created packages in the working directory using the npm init command. Additionally, modules such as ‘print’ were also created for learning purposes. 
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To achieve creating the webservice and webserver, the Express framework was used. Express is a web framework for Node.js and provides a robust set of features for mobile and web applications. To set this up the author created a new directory and downloaded Docker installation files for containerisation. 
The author then built the webservice in the respective directory within the Node.js application. This included configuring the ports for setting up the routing methods. 
[image: ]
Using the docker-compose up command in Ubuntu, the author could then run the containers created from the directories that had been configured. The docker-compose up command causes the npm start command to be executed and this looks for changes in the JavaScript files and restarts the webserver. 
Using a JavaScript file, we were able to create routing methods. For the webserver, only GET and POST routing methods were used to get requests from a new page and to process any HTML form input. Within the respective JavaScript files, port numbers were configured as well as methods that would allow for the integration between the webserver, the webservice, and the browser/HTML forms. 
PostgreSQL drivers were installed, and a PostgreSQL database was created . In the PostgreSQL database the author created a table named Students and added in some data. From here, with the containers running and the files routing to one another, the author was able to view the data added into the PostgreSQL database. The author was then able to create a HTML page to add in students to the database using AJAX queries to POST in the data from the HTML form. From this we now had a Node.js application running in Docker, that allowed for real time updates to be executed and displayed. 
Overall, the experience of setting up the Node.JS application within Docker was found to be complicated for the author. It was important that the file directory is setup with precision and that the correct JavaScript files are saved into the correct location. There were a lot of parts involved to setting up the webservice, webserver, and the routing scripts and so when errors occurred it was more difficult to pinpoint where the error was occurring on multiple occasions. It is clear to see the advantages that real time updates bring to any web or mobile application, and because containers have the advantage over virtual machines of only virtualising the required processes, running the Node.js application in Docker appears to be a popular solution for virtualisation of web or mobile applications. 
Video Presentation URL
https://youtu.be/VTH3NGY6jM0
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