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I will be writing in detail what I have learnt in the DevNet course.in chapter 2 I leant about DevNet and its various resources. In chapter 3 I learnt about software development and design and in chapter 4 I learnt about APIs and how to use them and designing them.
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In chapter 2 I learnt that devnet is a developer program which in whole compromises an interactive community with developers to help, developer tools, DevNet exchanges and sandboxes. It also has various resources to aid aspiring developers or developers in coding and networking as well as advancing skills, some of the resources are sandbox, learning labs, code exchange, developer support and developer documentation. DevNet also gives developers access to APIs.
· Learning labs – DevNet  leaning labs are resources that contain tutorials that cover engineering technologies, programming languages (python, JavaScript), model-driven programmability and cisco instructions and exercises. Leaning labs also provide a good lesson on how to use sandboxes and an explanation of how to set up the needed environment for it. Learning labs also have categories that mimic the DevNet site, with tutorials on coding, data center, mobility, and networking.
· Sandboxes – a sandbox like the name suggest is an isolated virtual playground or environment where developers or programmers go to test codes in a similar environment to the already made programs to see the effects of various codes, it can also be used by cybersecurity analyst to test any unsafe code which can be executed to avoid any damage to local applications.
· DevNet exchanges – a DevNet exchange is an environment or community where members can exchange between each other, like automation exchange, code exchange and ecosystem exchange.
· Developer support – DevNet provides support to members and provides services like troubleshooting, API connections and other specific problems on cisco products. Help is provided normally by logging a ticket or posting on a community site and it usually takes one business day to respond.
· Developer documentation – this is a resource that provides information on APIs, SDKs, code samples, tutorials, network programmability, troubleshooting, security, use cases, also gives developer guides and API references.
In chapter 3 I learnt about software development and design. In software development, the process is called software development life cycle, which has 6 phases, namely the requirements and analysis, design and implementation, testing, deployment, and maintenance phases. 
· Requirements and analysis phase – this phase is when the developer asks the customer questions about their software needs to do like solve problems. The analysis phase is when the developers now see if there are any risks to the development plan, how the software would be tested, when and how it will be delivered and how, then a software requirement specification document is formed.
· Design and implementation phase – in this phase the SRS document is taken from the requirement and analysis phase and used by the developers and architects to build the software. The conclusion of the design phase resulted in the creatin of the high-level design and low-level design. The high-level design describes the architecture and relationship within the software and the low-level design describes in more detail the architectural components and their protocols to communicate with each other. The implementation phase takes the HLD and the LLD as a guideline and develops a code according to that design. It is also the longest phase because all components and modules are built in this phase. 
· Testing phase – the testing phase is when the test engineers follow a list of test requirements called the test plan, to make sure it is functional. They also test integration, performance, and security. When a code does not pass the test, the test engineers must find and fix the bug, then re-test again till the software passes.
· Development phase – in this phase the software from the testing phase is placed in a production environment and if no problems are found the software is released to the customer.
· Managment phase – in this phase the development team provides support for the customer, fix bugs found and work on software improvements. 
I also learnt about software development methodologies which are just a set of rules, steps, and principles to follow like the waterfall, agile and lean. 
· The waterfall rule – this is the original methodology created by Winston W. Royce and consisted of 6 phases; in the waterfall method each phase goes in one direction because each phase depends on the last phase.
· Agile software development – this is a flexible and customer-based method which was made official in 2001.
· Lean software development – this is a method focused on minimizing waste and maximizing value to the customer.
In chapter 4 I learn about APIs and how they allow programmers to make software that talks to each other, it also determines what type of data and services to third parties. Some uses of APIs include 
· Automation tasks – making a code that makes the program do the task it has been set for automatically, which saves a lot of time.
· Data integration - low value data being transferred to another application,
· Functionality – being able to perform another applications function.
APIs have various design styles and Architectual styles. They 2 styles include synchronous and asynchronous. Synchronous style APIs respond to requests immediately because APIs made with a synchronous style are designed with the data ready on hand when the request is to be made, and the benefits of a synchronous style API is that because it responds immediately it is quite fast but if not designed properly it will lag a bit. An asynchronous style API is designed in such a way that when a request is made it does not have the response to it ready on hand and it will send a notification to the person who sent the request for them to access the data later.
The architectural styles are called RPC, SOAP, and REST.
· RPC styles – is a response to request architectural style that lets customers pass information to a server, meaning the user barely knows that the response is being executed remotely.
· SOAP – this is a messaging protocol for applications to allow communication if they have different programming languages.
· REST – this is an architectural style authored by American computer scientist Roy Thomas. It depicts it as a hybrid style, made from several network architectural styles. The communication is over http.
[bookmark: _Toc2119252557]Task 2
DevNet is a cisco developers' program that helps by providing resources, tools, and documentation to aspiring developers or developers looking to enhance their skills. Devnet provides a plethora of features or resources like leaning labs, sandboxes, DevNet exchanges, developer support and developer documentation.
Leaning labs is an interactive tutorial that helps users learn hands on approach. The labs are designed to help users in coding and program development. Some examples of learning labs include cisco catalyst SD-WAN API, networking labs and IOx learning labs. There are also similar resources to devnet like, juniper developer network, IBM developer, open networking foundation and amazon web services developer, all these resources offer APIs, SDKs, and documentation to developers. DevNet exchanges are a primary resource of devnet as it allows developers to post codes and exchange codes in the community forum boosting the learning experience and skills of users. There are various forms of code exchanges like automation exchange, code exchange and ecosystem exchange. Automation exchange is a community driven platform made up of automation script and tools which provides developers to share and discover automation solutions and collaborate on automation projects. The benefits of an automation exchange are;
· It is community driven – meaning it is done by experts and peers.
· Time saving – reduces development time for automation tasks. 
· Enhanced innovation – encourage experimentation and learning.
Code exchange is also a community driven platform but is made of open-source code and projects. Ecosystem exchange is a platform that highlights partner developed solutions, integrations and applications built with APIs and SDKs.
Developer support helps developers troubleshoot problems with reasonable response time of one business day when you have logged in a complaint or ticket, it also has various resources like Devnet documentation which contains comprehensive guides, tutorials, and API references. Benefits of developer support include rapid issue resolutions, personalized support, and improved productivity.
A sandbox is a virtual playground or isolated virtual machine where codes are tested to see their effects, it is used by cybersecurity analysts to test unknown codes to see if they are malicious and exactly what it would do in the product environment in the sandbox. Developers also use the sandbox in production as they will test the codes, they build in the sandbox to not mess up the actual product. Sandboxes are needed as they are mostly used in the development stage of applications or products. 
Sandboxing in cybersecurity - cybersecurity analysts and researchers use the sandbox for various things like;
· Network protection – email and other incoming files have an integrated sandbox into them so when malicious code is received it is automatically tested before it reaches the end-user.
· Forensic analysis – the aftermath of a cyber-attack security analyst tries to understand the depth and how much damage the attack had done in a sandbox to see how the code worked and performed and ways to prevent it from going further.
· Learning and experimentation – a sandbox can be used as an educational source as students can test several types of codes to train their skills.
Sandboxes act in diverse ways like as a device emulator, as a virtualized environment and as an operating system emulator. Benefits of a sandbox include being able to enhance security, safe testing ground for codes, cost-efficiency, email quarantine and proactive threat analysis.
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