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Objectives 

In continuation to our earlier lectures, this tutorial helps in providing you an 
overview of tools used to do gain access, escalate privilege, hide presence, and 
cover tracks.  

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 
virtual machine environment and the purpose is entirely to demonstrate various 
types of cyber-attacks. Experimentation with these tools, techniques, and 
resources is at the discretion of the instructor and institution. If you as a student 
consider using attack tools for educational purposes on an outside 
environment, you should contact me prior to any experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 
in many jurisdictions and often is accompanied by severe consequences, 
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 
the user of this material, to be cognizant of and compliant with computer use 
laws. 

Use various tools to do a gain access, escalate your privilege, hide your 
presence and finally cover your tracks. 
Task 1: Use Metagoofil to extract metadata from the target 
Task 2: Use Responder to do LLMNR/NBT-NS Spoofing Attack 
Task 3: Create Rainbow Tables and Use them to crack hashes 
To Continue 
 
 
 

 

ICONS Used in this document: 

Find out the outcome/ Answers/ Solution 

 

Do research and complete the task. Need referencing/ in-text citations. 
Shall be included as a part of your coursework. 

Recommended Screenshot (with Timestamp) for your Coursework. 

 

Recommended to address this part in your Coursework. 
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Lab Topology 

 

 Attacker Machines: Kali Linux, Parrot, Ubuntu (Its your Choice) 

 Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux 
(CentOS, Debian) 

 

Why to use these tools? These tools are used to scan the networks 
and identify hosts, ports, and services. It is one of the components 
of intelligence gathering that can be used by attackers to gather 
information and create a profile of their targets 
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You need Kali Linux to complete this activity.  

Task 1: Use Metagoofil 

Use Metagoofil to extract metadata from the target 

Install and assess from: Kali Linux 

Victim: https://www.itsecgames.com 

References: https://www.kali.org/tools/metagoofil/ 

What is your understanding about Metagoofil Tool?  

 

What is the purpose of this tool? 

 

 

 
1. In Kali Linux, Install Metagoofil. 

(Note: In this lab, the installation/ packaging/ unpackaging process, are not 
provided. On completing earlier activities, you must be now proficient to unpack 
tools into Linux. If you are still not clear how to install a tool/ unpack a tool into 
kali linux, refer to our previous activities.) 
 

2. Select the website of the Target Network. In my case, I am using 
itsecgames.com, apple.com, certifiedhacker.com, dvwa.co.uk. 
 

List out other/similar websites that are vulnerable and are used for 
educational/testing purposes.  

 

 

 
3. Target those vulnerable websites to extract metadata using Metagoofil. 

(Note: Target only educational/ testing vulnerable websites only in lab 
environment. DO NOT use in Websites of any organisation without prior 
written consent)  
a. └─# metagoofil 
usage: metagoofil.py [-h] -d DOMAIN [-e DELAY] [-f] [-i URL_TIMEOUT] [-l 
SEARCH_MAX] [-n DOWNLOAD_FILE_LIMIT] 

https://www.kali.org/tools/metagoofil/
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                     [-o SAVE_DIRECTORY] [-r NUMBER_OF_THREADS] -t 
FILE_TYPES [-u [USER_AGENT]] [-w] 
metagoofil.py: error: the following arguments are required: -d, -t 
 
b. └─# metagoofil -d itsecgames.com -t doc,pdf -l 200 -n 5 -o targetfiles -f 
[+] Adding -w for you 
[*] Downloaded files will be saved here: targetfiles 
[+] Creating folder: targetfiles 
[*] Searching for 200 .doc files and waiting 30.0 seconds between searches 
[*] Searching for 200 .pdf files and waiting 30.0 seconds between searches 
[+] Total download: 0 bytes / 0.00 KB / 0.00 MB 
[+] Done! 
 
└─# metagoofil -d apple.com -t doc,pdf -l 200 -n 5 -o targetfiles -f 
[+] Adding -w for you 
[*] Downloaded files will be saved here: targetfiles 
[*] Searching for 200 .doc files and waiting 30.0 seconds between searches 
 [+] Downloading file - [7750 bytes] 
https://opensource.apple.com/source/gnuzip/gnuzip-11/gzip/algorithm.doc 
[+] Downloading file - [86528 bytes] 
https://opensource.apple.com/source/Security/Security-
29774/doc/AppleTP_Spec.doc 
[+] Downloading file - [201728 bytes] 
https://opensource.apple.com/source/Security/Security-
28992/doc/SecuritySupport.doc 
[+] Downloading file - [41472 bytes] 
http://store.apple.com/Catalog/US/Images/ProofofAcademicIdentificationForm
.doc 
[+] Downloading file - [76288 bytes] 
http://store.apple.com/Catalog/China/Images/rejection_letter.doc 
[*] Searching for 200 .pdf files and waiting 30.0 seconds between searches 

 

kali@kali:~$ sudo metagoofil -d itsecgames.com -t doc,pdf -l 200 -n 5 -o applefiles -f  
-d DOMAIN  

–t FILE_TYPES 

-l SEARCH_MAX]  

-n DOWNLOAD_FILE_LIMIT  

-o SAVE_DIRECTORY  

-f Output File 
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c. While executing these metagoofil commands to extract metadata from your 

target website, this happens. What will you do? Research and document the 
error and its mitigation steps (This research work could be added to your 
part of Coursework) 
 
Scenario: You get the following execption  
 
[-] EXCEPTION: HTTP Error 429: Too Many Requests 
[*] Google is blocking you for making too many requests.   
 
You will need to spread out the Google searches with metagoofil's switches 
or utilize SSH and dynamic SOCKS proxies.   
 
Don't know how to utilize SSH and dynamic SOCKS proxies?   
 
Do yourself a favor and pick up a copy of The Cyber Plumber's Handbook 
and interactive lab (https://gumroad.com/l/cph_book_and_lab) to learn all 
about Secure Shell (SSH) tunneling, port redirection, and bending traffic like 
a boss.[*] Exiting for now... 
 
 

• What is this exception?  
• Why this exception occurs?  
• How to overcome this exeption and successfully extract metadata 

you’re your target?  
• Refer Whitepapers, Literatures and in-text cite them, 
• Using the knowledge and understanding gathered from the research, 

demonstrate the method to overcome the exception. Illustrate the steps with 
adequate and appropriate screenshots. 

• Submit the document in Moodle and/or use them for your coursework. 
 
 

d. Open the files and look for useful information. 
(Note: In this lab, the commands to open the directories/ files are not 
provided. On completing earlier activities, you must be now proficient to 
access files for directories, install/ pack/ unpack/ clone tools. If you are still 
not clear how to do them, refer to our previous activities.) 
 

From gathering those metadata, what useful information did you gather? 
How is Metagoofil tool useful for your attack? 
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What are other similar tools you could use?  

 

 
4. Report: Document and Submit the following in Moodle. 

a. List out other vulnerable websites 
b. What is the Exception HTTP Error 429? 
c. How to overcome the Error? 
d. Demonstration with Screenshot. 
e. Other similar tools used? 
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You need Windows 10, Kali Linux to complete this activity.  

Task 2 

Use Responder to do LLMNR/NBT-NS Spoofing Attack 

Attacker: Kali Linux  

Victim: Windows 10 

(Refer to our earlier lectures and activities if you are not clear about LLMNR/NBT-NS 
concept.  

What is LLMNR/NBT-NS? 

 

By Spoofing LLMNR/NBT-NS what happens? 

 

1. In Kali Linux, use Responder tool. 
a. Responder 

 
2. Login to Windows 10 victim machine as a user. 

a. Try to open your shared folder 
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b. Use the correct name of your shared folder and a wrong name. Observe 
both outcomes in Windows 10. 

 
 

What is the outcome when you open the correct shared folder?  

 

 

What is the outcome when you open a wrong shared folder? 

 

 

c. Observe Responders outcome in Kali Linux 
 

 
You must now have a response in your Responder with the username 
and hash value of your credentials.  
Scenario: Here, as a normal user, I tried to open the shared folder 
and it replies with “Access is denied” message. Assuming that my 
password is wrong, I tried to give my other username and 
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credentials to check if that could go through. In that way, an 
attacker would get access to more user credentials. 

 
Refer to my previous screenshots. The first username is Admin and 
the second username is nitheesh. So, I tried using two of my user 
credentials to access my folder and both are now with Attacker. 

3. Login to Kali Linux. Open the stored file collected by Responder.  
a. Hash files 

 
 

What do you see? Did you get the username and passwords of your 
victim? 

 

 

 

Do research to find out different ways to convert the collected data 
(Hash files) into actual text.  

 

What tools could you use to crack the hashes? List out the tools. (Hint: Use one 
of the tools other than John the ripper to crack the hashes and submit the work 
as a part of your Coursework.) 
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b. Use John the ripper tool in Kali Linux to crack the hashes 

 
 

Did you get the username and passwords of your victim? 

 

 

 

4. Report 
a. What is LLMNR/NBT-NS? What happens during LLMNR/NBT-NS 

Spoofing Attack? 
b. Your research to find out different ways to convert the collected data  

(Hash files) into actual text. 
c. Document/ Demonstrate the hash file cracking using different tool other 

than John the ripper. 
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You need Windows Server 2019 and Windows 10 to complete this activity.  

Task 3 

Create Rainbow Tables and Use them to crack hashes 

(Refer to our earlier lectures and activities if you are not clear about Rainbow Tables.  

1. Login to Windows Server 2019 
2. Download Winrtgen, Rainbow Crack and Pwdump Tools 

Which link did you use to download these tools? Why? 

 
 
What is the purpose of these tools? 
 
 
 

3. Install Winrtgen in Windows Server 2019. 
4. Generate Rainbow Tables using Winrtgen. 

a. Select the appropriate Hash format. Here we are targeting the hash files 
from Windows Client.  
So, which hash would you select from Winrtgen? 
 
 
 

There are different hash types present in the list. What are they 
used for? Do research on different kinds of hashes and their 
purpose.  

b. Select the Minimum Length and Maximum Length of the passwords 
characters and the Chain Count. (The default chain count value is 
40000000. For our simulated environment, we could reduce the chain 
count value.)   
Minimum Length  :4 
Maximum Length  :7 
Chain Count   : 4000000 
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c. Check the Winrtgen Folder for the generated rainbow table.  

 
5. Login to Windows 10 machine. Run Command Prompt as Administrator. 

a. Using Command Prompt, get the username and its user id’s. (SID)

 
b. Set the path of Pwdump folder where its exe file is present. In my case, 

it is placed in the desktop. So, I set the path to Desktop\pwdumptool 
c. Run the Pwdump exe 

 
d. Did you get the Windows password hashes? Yes/ No 

If yes, how did the tool gather the password hashes. 
 
If No, why? What error did you get? Do research and 
troubleshoot the error.  
 
Possible Error: The system cannot execute the specified program 

e. Gather the password hashes and save it to a text file. In my case, I saved 
it to MyHashFile.txt. 
 



ACCB6000  
 

 
6. Use Rainbow Crack tool to crack the hash file gathered earlier. 

a. Login to Windows Server 2019 and Install Rainbow Crack Tool. 
b. Load appropriate HASH format from file. (We have already gathered 

NTLM Hashes). Locate the MyHashFile.txt which was stored in Windows 
10. 

c.  The Username and Hash values are displayed. (If the username and 
Hash values are not displayed, Troubleshoot the error.) 

d. Import the rainbow table generated already to crack the passwords. Use 
Rainbow Table Menu and search for Rainbow Tables. Locate the rt file 
saved and checked already.  

e. Did you manage to crack the password?  
What is your understanding on the entire process of using 
Winrtgen, Rainbow Crack and Pwdump Tools. 
 
 

  No: Troubleshoot the error and succeed cracking the password. 

7. Report 
a. Troubleshoot Pwdump errors 
b. How did Pwdump tools gather the password hashes?  
c. List out the similar tools available to gather password hashes with 

illustration. 
d. Document with adequate screenshot (either using Rainbow Crack tool 

or any other equivalent tools) the steps to search hashes using rainbow 
tables and display the cracked passwords. 
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Record your Reflection: 

 

 

1. Understanding on all the activities 
2. Understanding about various tools used 
3. New/ Similar tools you identified and used 
4. Compare and Contrast the tutorial tools with your identified tools 
5. Rate yourself: How confident are you to do footprinting, reconnaissance, 

vulnerability assessment, social engineering, gaining access activity ethically? 
6. Any other Troubleshooting Steps, you need to share? 

 


