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No victim of cybercrime is too big or too small – everyone is a cyber attack target and it is only a matter of time before a business becomes a victim. A business might be a direct target, a secondary target as part of a supply chain, or simply a target of opportunity. Public sector businesses are more likely to be targets of cyberattacks [1] with 16% of breaches leading to local government, councils, and cities all incurring major financial costs from ransomware.
Ransomware is a form of malware that infects a computer and holds something of value to the user hostage in exchange for money. 
This report will investigate different types of ransomware and their common attack vectors, as well as processes that a business can implement to protect themselves and their data.
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Verison have recently estimated that nearly 40% of all successful malware-based attacks in 2019 involved ransomware [1]. A business is most likely to be a victim of ransomware via a simple email – a common attack vector is a malicious link or attachment. These emails can be made to look genuine with the use of email address spoofing and targeted attacking [3].
Older ransomware used to block access to computers, but newer ransomware encrypts files on a system that is the target of an attack. The attacker then demands a ransom from the victim to restore access to the data upon payment. The ransomware software generally includes instructions which show users how to pay a fee to get the decryption key. Costs can range from a few hundred to several thousands of pounds, usually payable to the criminals in Bitcoin [2].
Ransomware attacks were responsible for approximately 11% of all global cyberattacks in 2018 [3]. In addition, the volume of ransomware attacks has jumped 11% year-on-year since 2012 [3]. The greatest 2018 volume increase was seen in Germany where the attacks were up 205% but volume was reduced by 59% in the UK. Despite the volume reduction in the UK it is still important that a business has strategies in place to mitigate against ransomware attacks due to the potential for high monetary losses.
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CryptoWall is a type of ransomware that operates by encrypting all files on a computer. It only targets versions of Windows from Windows XP onwards [4]. CryptoWall is often able to evade anti-vrius and anti-malware solutions, for example, CryptoWall 3.0 was only detected by SentinelOne technology [5] with McAfee, Avast, and Windows Defender all failing. 
When a machine is first infected with CryptoWall the malware scans for all data files and encrypts them so they can no longer be opened without a decryption key. This can be best imagined as someone replacing the barrel of a lock – you won’t be able to unlock the door, even with your old key, until someone gives you the newest key. Once all the files are encrypted the malware will open a window giving instructions of how to access the decryption service. To access the decryption service the victim is required to pay a ransom in Bitcoin; these ransoms can vary between $200 to $10,000 [6].
CryptoWall doesn’t just encrypt all the files on the hard drive that Windows is installed on. It also scans all attached drives – USB drives, external hard drives, Dropbox cloud accounts, and backup servers – and encrypts data on these. It is not enough to assume that regular backups are a sufficient safeguard against this type of ransomware, businesses must also safeguard their backups by isolating them from machines with access to the Internet [4].
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Due to the high cost and inconvenience of dealing with a ransomware attack prevention is better than a cure. These are some simple steps that will reduce the likelihood of a successful ransomware attack [7]:
· Keep all computers patched and up to date. 
· Windows Update does this automatically, but the user has to allow the machine to restart to install updates.
· Use a good anti-virus scanner. 
· Some anti-virus solutions are more analogous to viruses themselves due to their intrusiveness and hogging of system resources. Businesses should have a careful discussion with any solution providers to ensure that the proposed solution is fit for the business needs.
· Use a firewall. These can protect from connections that some malware might use. 
· Education.
· Educating users of the system is the most powerful thing that can be done to prevent malware infections. Users should be taught how to identify a suspicious email or link and should also be prevented from downloading general files from the internet.
· Maintain a least privilege model.
· Users should only have access to the files they need to do their job. This limits the scope of a potential ransomware attack as the ransomware will only encrypt the files for a single user.
· Run regular backups.
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Backups are an essential part of recovering not just from a malware attack but also from more general problems such as file system corruption or hard disc failure. However, some ransomware will also encrypt backups if they are mapped to a system as a network drive. It is essential that nightly backups are transferred to a machine that is either not connected to the wider internet or that is not mapped as a network drive on the main system.
There should also be some form of redundancy built in to the backup system – on site daily backups are the minimum recommendation but this will also require an offsite backup; cloud services are useful here though there is a cost associated with these.
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