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1.0 Introduction 
A web service is essentially a generic term incorporating interoperable machine to machine software function. It is hosted at a network addressable location and has an interface. It is able to hide the implementation details in order for the software or hardware platform to be used independently when implemented. It also has its own independent written programming language. As a result of this independence, it strengthens web service-based applications to be component oriented, loosely coupled, and cross-technology implementations. In all, web services can either be used alone or with other web services in order to carry out more complex fractions or business transactions [1]. 

As a web service is a client-server application segment for correspondence, it is essentially a technique between two or more gadgets over the system. It incorporates conventions in order to trade data between two or more applications and gadgets. Essentially, it incorporates and implements frameworks to achieve correspondence for interoperable machine-to-machine functionality [2]. It functions as a request to response pattern so that it enhances communication amongst a variety of applications that uses these platforms. Through the use of web services, it solicits a list of advantages such as reducing the cost of communication between client and server application over a network, have standardised protocols in place that is easily understood and used by the team, creates a service for a specific task as well exposes the business’ functionality on the network [2]. A web service can be implemented in multiple ways depending on the architecture and programme language used. For example, the most common type of web services used on a technical level are SOAP, REST and GraphQL. 


2.0 Exploration of Protocols 

SOAP otherwise known as Simple Object Access Protocol, is an XML-based protocol used to access webservices over HTTP protocol. Essentially, SOAP allows web services to talk to each other or talk to client applications that supports them, hence allowing some specifications to be used across all applications [3]. It is an open standard protocol used in web services for communication internet, hence broadcasting a message over the network [4]. This type of web service was developed as an intermediate language for the purpose of avoiding extreme development effort as well as allowing applications built on various programming languages to easily interact with one another and other programming languages. Through this method, it provides a path of communication between the applications running on different platforms such as the operating system with programming languages and technologies incorporated in the web service [4]. The structure used in SOAP message involves an envelope, header, and a body [image: A picture containing text, clock
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Figure 1: SOAP Communication [4]


Furthermore, SOAP is widely used as it is a lightweight communication protocol that allows the exchange of data between the machines over the network. It is certainly advantages as it is a platform-independent operating system that runs on macOS, Windows and even Linux [4]. Through the use of a default protocol, it allows messages to be sent over network as well as being supported by all web applications. It incorporates an XML format that includes an envelope, header, body, and fault element as the SOAP message for the message’s processing. Using this format, it has information on the message structure as well as instructions when processing takes place on the network. As SOAP embodies an envelope, it contains the starting and end of message in the XML format. Additionally, a fault element where is shows an error message can be incorporated in the web service as an optional element when information is being processed. 

Nonetheless, as SOAP uses only the XML format in web service, it is often slow compared to the payload where a simple string message is large. It does not have any security features in the specification, thus does not provide any safety features which could hinder confidential information being shared. Also, it does not have any state reference for the remote object in the SOAP client [4]. 

REST, on the other hand, is known for Representational State Transfer. It is essentially an architectural style that administers standards between computer systems on a web service that was developed by the Roy Fielding in 2000. It incorporates a set of instructions that creates a lightweight and maintainable web service so that the communication with each other runs smoothly and easily. It can be said that all web services are based on REST, hence it can be considered as a ‘RESTful service’ provider. This web service was developed through HTTP protocol in order to make web services more efficient and effective. The system has a well-maintained documentation that automatically reflects every change in the architectures of REST. Thus, it can be considered a simple approach to build the client and server service, as well as a way to connect with any server-side applications. Examples of systems that uses REST are Tesla Model S, Google class API and Amazon web services. Similar to SOAP, it is a language and platform-independent web service that can be written in any programming language which also runs on MacOS, Windows and even Linux [4]. 

Due to REST’s effective and simple architectural style, it reduces operational costs as a separate team is not necessary for integrating data. It ultimately enhances the user’s experience and significantly improves the performance. Data can be easily shared across multiple platforms where the information are kept securely and accessible from anywhere [5]. Unfortunately, even though REST provides simplicity, it does have multiple disadvantages due to it. There is a lack of flexibility in terms of customisation and its features. Personal feature to control your data is not provided, thus it does not have the ability to store data outside the API’s domain. It brings up a variety of security risks, one being hacked easily through unsecured servers. As it uses HTTP, hackers have the ability to intercept the URL and steal the API key, hence control of the web service is highly lacking [5]. 

Moreover, GraphQL is an open-source data query as well as manipulation language that was developed Facebook in 2012. It was released by Facebook for the sole purpose of rebuilding Facebook’s mobile application. The company needed a powerful data-fetching API to capsulate Facebook whilst having a simple system for product developers to learn and use [6] . In 2015, GraphQL was made open source and now it is made as an open and neutral method even though it was initially developed specifically for mobile applications. Due to this change in development and usage, it gives power to the client’s application as definition and structure of the data needed can be controlled. This simultaneously reduces the number of API calls as well as controls the information being returned, shared, and requested. Essentially, by using GraphQL, it ensures more control and flexibility over what is retrieved from the server for the platform [6]. 

With that being said, the building blocks of GraphQL are made up of Schema and queries. Schema essentially makes everything in the web service possible as the language used is selecting filed on objects that needs to be queried. It has its own rules and instructions based on the frameworks and programming language in order to choose what data can be returned. Queries on the other hand, provides a service to return any specific fields on objects that have been selected. By using this, the results are as expected, and the server knows exactly what data is going to be used. This is beneficial as it helps predict data that will be received and the structure of the data [6]. Hence, by understanding this, it is simpler to handle the data that the server returns. Even if an error occurs, it will not be validated, hence the user will be prompted with a descriptive error message allowing a fast troubleshoot [6]. 


3.0 Compare and Contrast of Protocols 

Table 1: Core Differences Amongst the Protocols 
	
	
SOAP

	REST
	GraphQL

	Organised in terms of
	Enveloped message structure – envelope, header, and body
	Compliance with multiple architectural constraints
	Schema and query type system

	Format
	XML only
	XML, JSON, HTML, plain text
	JSON

	Learning Curve
	Difficult – challenging and slow
	Easy – simple and effective
	Medium

	Community
	Small
	Large
	Still growing and developing

	Use cases
	Identity management, telecommunication services, payment gateways
	Driven apps such as Tesla Model S, public APIs
	Facebook – essentially mobile applications, complex systems and microservices

	Error handling
	Does not support
	Supported – built in
	Supported – built in




SOAP vs REST 
The main and key difference between SOAP and REST is the approach in handling the app load forms. SOAP uses XML data format whereas REST uses multiple data formats such as HTMP, JSON and XML, hence in terms of the response side and request, REST is faster, simpler, and more effective [7]. When using SOAP, it slows down the process of communication and needs more resources. In terms of using SOAP on mobile technologies, it proves to be inefficient as it hinders the performance of the software. Nonetheless, when using REST for mobile applications, it can handle the endpoint effectively and efficiently without hindering the speed of the performance [7]. Hence, it can be said that using REST has proven to be a better choice than SOAP among developers who have worked on open API architectures. REST should be used when the service is JavaScript based as it works on JSON, whereas SOAP interacts with platforms that have development acceleration tools [8]. 

SOAP vs GraphQL 
When comparing SOAP to GraphQL, it can easily be proven that GraphQL is the better choice in the innovations of API architecture as it has been the latest inclusions and it incorporates best features of SOAP and REST. In both web services, it uses single URL endpoints that both modify and fetch data [8]. However, since GraphQL is more lightweight than SOAP, it reduces the network payload. It ensures and provides a smoother communication between the two services. Nonetheless, both web services do lack in terms of caching features as it is absent and thus, rely on external tools [8]. 

REST vs GraphQL
A lot of developers have shown REST is favoured than GraphQL as it seems to have a better solution due to its flexibility and light weight. Nonetheless, GraphQL does have some advantages over REST in terms of its concrete solution instructions defined in its specifications that allows problems to be solved effectively. When comparing how these web services are organised, REST is an architectural style for building APIs, whereas GraphQL is about its specifications. Thus, REST is more flexible and GraphQL is more opinionated [9]. In terms of the level of abstraction, REST is more diverse and could lead to more extended onboarding for a developer. GraphQL on the other hand, has access to pre-defined query language that produces more results due to repeated skills and onboarding. The specifications follow a more pre-defined framework conditions and mandatory implementations for the query language. A static schema must be defined for every GraphQL API so that every piece of data can be delivered. Even though both REST and GraphQL could use different serialisation formats like JSON or XML, it can be said that REST’s response format can be completely customised, and GraphQL has a stricter set of requirements. REST does not include any maps, instead it uses structures that have better compression and faster serialisation performance. Whereas GraphQL supports maps, lists, strings and more, thus the field-ordering should match to the order of fields in the request [9]. This decreases the flexibility even though due to the stricter boundaries, it could be more useful and beneficial in the long run. GraphQL is still growing, hence there will be less flexibility as variation increases for implementation, and essentially easier to maintain. Essentially, it can be said that both REST and GraphQL are leading players in API space, but REST is more flexible and GraphQL is more opinionated with concrete specifications [9]. 

4.0 Principal Benefits and Drawbacks 

The main principles for SOAP are the fact that it uses XML for coding data, and it uses majority of the common protocols such as TCP, HTTP, SMTP, FTP and UDP. Additionally, it uses two methods for HTTP transfers such as GET to receive data and POST for all other situations. It could be said that SOAP ultimately works best when there is communication between various platforms that incorporates tools to speed up the development. Even though the protocol has received a lot of criticism since it was introduced, SOAP 1.2 has been recognised as the recommended protocol in 2003 and has since improve in the difficulties of its approach [8]. 

REST on the contrary, displays the data in the most convenient and effective format for the client. It allows quick services when services are addressed and changed as well as reflected instantly, thus giving the client full control. The main principle of this protocol essentially falls to client and server architecture. Each resource has its own ID and has the option to be connected to an ID. It uses standard HTTP methods, and the server does not save sessions in memory, thus making scaling a lot simpler and effective. This feature creates the biggest appeal of REST among developers as it is easy to use and supports standard HTTP protocols with standard error codes [8]. 

GraphQL incorporates both protocols, however, it is basically a language that describes how data that is available to an API can be retrieved from the server. It allows clients to retrieve data successfully from several sources, and simultaneously allows developers to describe the necessary data based on multiple types [7] [8]. GraphQL is mainly used when the number of requests needs to be reduced when sent to the API. Additionally, it is used when the dependency between the client’s app and serve disappears, hence data selection needs to be decided in the proper format of request. Essentially, this protocol leverages two types of requests including the nature of changing data and queries that retrieves data from the server [7]. 


5.0 Alternatives to the Protocols 

Retrieving and making changes to an API data from a server is one of fundamental steps in web applications. It allows the functionality of loading user information as well as receiving updates from the server. Two of the mostly widely used options to make HTTP requests are Axios and Fetch. Axios is essentially a third-party HTTP client library that is used for the sole purpose of making network requests. As it is promise-based and uses JSON by default as the response data, it has the capabilities to immediately access data property. Due to this, it is one of the widest browsers supported as it also uses XMLHttpRequest. It can be used to intercept HTTP requests and responses on top of cancelling requests and enabling client-side protection. Additionally, it has built in support for download progress [10]. 

Fetch, similar to Axios but differ in functionality, provides a simple way to use the interface when fetching resources. It provides ways when accessing and manipulating certain parts of the HTTP pipeline which corresponds to requests and responses. One key factor about Fetch is that it has the ability to reproduce all of the core features of Axios, but it has more possibilities within the Fetch API even though it can be a little harder to use at first. Fetch has a two-step process when handling JSON data whereas Axios automatically performs the transformation of JSON data. It has a backward compatibility; thus, it does not have a wide range of browser support [11]. Ultimately, between Axios and Fetch, it can be said that Axios has a greater library when working with HTTP requests as well as working along side JavaScript. Fetch is a lower-level API that allows the creation of functionality. It depends on the needs and preferences of which protocol to use, but it ultimately depends on the demands of the project. 

6.0 Conclusion 

Ultimately, it can be said that in order to choose the best protocol to use for an API project, the different requirements and needs has to be evaluated against the architectural choice. It depends on the programming language being used, the resources such as financial and human resources as well as the environment that it is being developed on. Amongst the three protocols discussed in this report; SOAP, REST and GraphQL, REST and GraphQL are the two leading players in the API space. REST is very flexible; hence it is a great tool when adding functionality to a website or application without starting and building from ground up. It has a dynamic interface which allows a variety of options and settings to be integrated even though it could be quite complicated and challenging for beginners to use at first. GraphQL, on the other hand, allows clients to control which data needs to be received and retrieved from a server and several sources. It allows developers full control of the app, and it is more opinionated with concrete specifications. Lastly, with SOAP, it can be troublesome to use but in terms of security features, it is still the best option to use when incorporating payments, billing operations, or even booking systems. It is a protocol that can be used to interchange data between applications that are built on multiple programming languages. As SOAP is built on XML specifications and works with HTTP protocols, it is perfect when handling web applications. At the end of the day, comparing the approaches on these protocols based on their architectural design and functionality will determine which protocol API best fits to the project and developer. 
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