









Worksheet 1:  Building a Virtual LAN using type 2 Hypervisor Management Software


Network Operating Systems and Services (ACCA5023)
March 2021


Abstract
This report will firstly narrate the practical tasks set out in the Network Operating Systems and Services (NOSS) Worksheet 1. Namely; creating four virtual machines, two using Windows Server 2019 and two using Windows 10; then configuring the virtual machines with IP addresses, disabling the local firewalls, and testing connectivity. The second section of the report will discuss type 1 and 2 hypervisors, the benefits and drawbacks of each, and a discussion of some vendors. The significance of the subnet mask in IPv4 addressing will then be discussed methodologies of managing user permissions, including RBAC, AGDLP, and AGUDLP
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[bookmark: _Toc66397788]Task 1:  VM creation and Operating System installations
VirtualBox was installed onto the host machine which had VT-x virtualisation enabled via the BIOS.

[bookmark: _Toc66397789]Creating the Client VMs
The first Virtual Machine (VM) to set up was the Windows 10 client. The VM was given 8GB of RAM and 2 dedicated host CPU cores initially as VMs generally require more resources during the OS installation and setup phases. This can then be reduced back down to 2-4GB for normal usage.
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A Virtual Disk Image (VDI) was created with a maximum size of 50GB which is dynamically allocated to reduce initial host machine storage impact.
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A windows 10 installation image was connected to the VM as a virtual
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The first attempts at installing Windows 10 on the VM failed during the “getting files ready for installation” phase as the VM crashed.
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The OS installation was attempted again and reached the next phase, however due to the previous attempt there were disk partitions that need to be removed to do a fresh installation.
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As this VM will not be used in a production environment or for extended periods of time it wasn’t necessary to input a product key.
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Unfortunately, this installation also failed. However after giving the VM even more host resources and restarting the machine the installation was completed.
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The password “P@ssw0rd” was used as per the instructions.
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Once the OS installation was complete, the necessary windows updates were installed and the VirtualBox Guest Additions utility was installed for better VM performance and usability.
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All of these steps were completed again for the “Client 2” VM.


[bookmark: _Toc66397790]Creating the Server VMs
The “Server 1” VM was created similarly to the client ones, with a new VDI being created and sufficient host resources allocated to it. A Windows Server 2019 installation image was mounted to the VM as a boot drive.
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 However, as soon as the VM was launched, it would consistently crash with a critical error.
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A different Windows Server 2019 ISO file was tried to see if a corrupted installation image was the issue. 
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This unfortunately didn't resolve the issue.
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Next, a new VDI file was created to ensure the installation drive was clean as it was thought the repeated failed installations may have affected the VDI.
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This also didn't fix the issue:
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After further investigation it was found that the issues were caused by an adverse interaction between Hyper-V and VirtualBox on the host machine[1]. This was causing the guest machine to run incredibly slowly and resulting in fatal crashes.

The solution to this error was to disable Hyper-V on the host machine via the command prompt.

bcdedit /set hypervisorlaunchtype off
 
After changing this setting and restarting the host machine, running the Windows Server 2019 VM resulted in the setup working:
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The administrator password chosen was “P@ssw0rd” as per the instructions.
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The second server VM installation was completed without errors, proving the Hyper-V interaction was indeed the root cause of the issue.
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[bookmark: _Toc66397791]Task 2: Virtual Network Configurations
[bookmark: _Toc66397792]Configuring Server 1
The PublicNet LAN was set up on Server 1 via the VirtualBox network settings.
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The VM was then launched, and the network interface was re-named to match the network diagram.
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The interface was then configured with a static IP and subnet mask to match the network diagram.
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This process was repeated for PrivateNet1 on Server 1.
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[bookmark: _Toc66397793]Configuring Client 1
The PrivateNet1 network was configured on Client 1.
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 The VM network interface was configured with a static IP as per the network diagram.
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[bookmark: _Toc66397794]Configuring Server 2
The two virtual LANs were created on the Server 2 VM.
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The two network interfaces were then configured with static IPs as per the network diagram.
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[bookmark: _Toc66397795]Configuring Client 2
The VM was configured with the PrivateNet2 network.
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 The network interface was then configured with a static IP as per the network diagram.
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[bookmark: _Toc66397796]Disabling Firewalls
In order to test the connectivity of the virtual network of the 4 VMs created, the local firewalls must first be disabled to allow for ping packets to be sent between VMs. This was completed on all 4 VMs.
 
[image: Machine generated alternative text:
Serverl (04/02/21 - IY•33) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Windows Defender Firewall 
Control Panel System and Security Windows Defender Firewall 
Control Panel Home 
Allow an app or feature 
through Windows Defender 
Firewall 
Change notification settings 
Turn Windows Defender 
Firewall on or off 
Restore defaults 
Advanced settings 
Troubleshoot my network 
See also 
Security and Maintenance 
Network and Sharing Center 
Help protect your PC with Windows Defender Firewall 
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC 
through the Internet or a network. 
Update your Firewall settings 
Windows Defender Firewall is not using the 
recommended settings to protect your computer. 
What are the recommended settings? 
Private networks 
Guest or public networks 
Networks in public places such as airports or coffee shops 
Use recommended settings 
Not connected 
Connected 
Windows Defender Firewall state: 
Incoming connections: 
Active public networks: 
Not fication state: 
Block all connections to apps that are not on the list 
of allowed apps 
Unidentfied network 
Do not notify me when Windows Defender Firewall 
blocks a new app 
Search Control Panel 
04/02/2021 
Right ctrl ]

[image: Machine generated alternative text:
Server2 (04/02/21 - 2002) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Recycle Bin 
Windows Defender Firewall 
System and Security Windows Defender Firewall 
v Search Control Panel 
Control Panel Home 
Allow an app or feature 
through Windows Defender 
Firewall 
Change notification settings 
Turn Windows Defender 
Firewall on or off 
Restore defaults 
Advanced settings 
Troubleshoot my network 
See also 
Security and Maintenance 
Network and Sharing Center 
Help protect your PC with Windows Defender Firewall 
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your 
PC through the Internet or a network. 
Update pur Firewall settings 
Windows Defender Firewall is not using the 
recommended settings to protect pur 
computer. 
What are the recommended settings? 
Private networks 
Guest or public networks 
Networks in public places such as airports or coffee shops 
Use recommended settings 
Not connected 
Connected 
Windows Defender Firewall state: 
ncoming connections: 
Active public networks: 
Notfication state: 
Block all connections to apps that are not on the 
list of allowed apps 
Unidentfied network 
Do not notify me when Windows Defender 
Firewall blocks a new app 
2017 
04/02/2021 
Right ctrl ]
 
[image: Machine generated alternative text:
File 
Help 
Clientl (04/02/21 - IY•38) [Running] - Oracle VM Virtua180x 
Machine View Input Devices Help 
Windows Defender Firewall with Advanced Security 
File Action View Help 
Windows Defender Firewall witl 
Inbound Rules 
Outbound Rules 
Connection Security Rules 
Monitoring 
Windows Defender Firewall with Advanced Security on Local Computer 
Windows Defender firewall with Advanced Security pmvides network security for Windows computers 
Overview 
Domain Profile 
Windows Defender firewall is off 
Private Profile 
Windows Defender firewall is off 
Public Profile is Active 
Windows Defender firewall is off 
Windows Defender Firewall Properties 
Getting Started 
Authenticate communications between computers 
Create connection security rules to specify how and when connections between computers are authenticated and 
protected by using Intemet Protocol security (IPsec) 
Connection Security Rules 
View and create firewall rules 
Create firewall rules to allow or block connections to specified programs or porte You can also allow a connection only f 
t is authenticated. or f t comes from an authorized user. group. or computer 8'/ default. inbound connections are 
blocked unless they match a rule that allows them. and outbound connections are allowed unless they match a rule that 
blocks them 
Inbound Rules 
Outbound Rules 
Windows Defender Fir 
a 
Import Policy... 
Export Policy... 
Restore Default Policy 
Diagnose / Repair 
Refresh 
Properties 
2&10 
Type here to search 
(D) ENG 
04/02/2021 ]
 
[image: Machine generated alternative text:
Client2 (04/02/21 - 2004) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Recycle Bin 
Microsoft 
Edge 
Windows Defender Firewall 
System and Security Windows Defender Firewall 
Search Control Panel 
Control Panel Home 
Allow an app or feature 
through Windows Defender 
Firewall 
Change notification settings 
Turn Windows Defender 
Firewall on or off 
Restore defaults 
Advanced settings 
Troubleshoot my network 
See also 
Security and Maintenance 
Network and Sharing Center 
Type here to search 
Help protect your PC with Windows Defender Firewall 
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your 
PC through the Internet or a network. 
Update your Firewall settings 
Windows Defender Firewall is not using the 
recommended settings to protect your 
computer. 
What are the recommended settings? 
Private networks 
Guest or public networks 
Networks in public places such as airports or coffee shops 
Windows Defender Firewall state: 
Use recommended settings 
Not connected 
Connected 
Incoming connections: 
Active public networks: 
Notfication state: 
Block all connections to apps that are not on the 
list of allowed apps 
Unidentfied network 
Notify me when Windows Defender Firewall 
blocks a new app 
2017 
(D) ENG 
04/02/2021 ]
 



[bookmark: _Toc66397797]Testing Connectivity
Connectivity was tested between all VMs.
The ping from Server 1 to Client 1 was successful as expected.
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The ping from Server 2 to Client 2 was successful as expected.
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The ping from Server 2 to Server 1 was successful as expected.
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The ping from Server 1 to Client 2 failed as expected.
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The ping from Server 2 to Client 1 failed as expected.
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[bookmark: _Toc66397798]Task 3: Observational Tasks
[bookmark: _Toc66397799]Describe the main differences between Type 1 and Type 2 Hypervisors 
A type 1 hypervisor, also known as a native or bare-metal hypervisor, runs directly on the hardware of the host machine. A type 2 hypervisor, also known as a hosted hypervisor, runs on top of the host machine’s Operating System (OS)[2].
[image: enter image description here]
Figure 1 - Type 1 & 2 Hypervisors

[bookmark: _Toc66397800]Benefits and Drawbacks
The benefits of a type 2 hypervisor are that the host machine is useable for tasks other than hosting VMs. For instance, a machine could have Windows 10 installed as the host OS, with Oracle VirtualBox installed on the host OS as a type 2 hypervisor for use in emulating different OSs or conducting networking labs. This would allow for the host machine to be used for other applications, whilst a type 1 hypervisor such as VMWare ESXi would not allow for this. The drawbacks of a type 2 hypervisor are that any issues with the host OS, also affect all of the VMs. For instance, if the host OS was vulnerable to a certain exploit, this would compromise the security of all of the guest OSs also. Another drawback of type 2 hypervisors is the performance, as the host OS adds another layer of abstraction and therefore latency between the VMs and the host hardware.

[bookmark: _Toc66397801]Vendors
Some of the largest vendors of enterprise hypervisors are Microsoft, VMWare, and Oracle. Microsoft provides Hyper-V, which is a type 1 hypervisor. When Hyper-V is enabled on a windows machine, it in effect takes the existing host OS, converts it into a VM, and runs below it. This can cause confusion for those that think it acts like a type 2. VMWare provide ESXi and workstation. VMWare workstation is a type 2 hypervisor which runs on Windows and Linux operating systems with a free version and a paid pro version of the software[3]. ESXi (previously just ESX) is a type 1 hypervisor which allows for VMs up to “128 virtual CPUs, 6 TB of RAM and 120 devices”[4]. Oracle provides VirtualBox as a free type 2 hypervisor under the GNU GPL2 licence[5]. VirtualBox is available for Windows, Mac OS X, and Linux Operating Systems. 


[bookmark: _Toc66397802]What is the significance of the subnet mask in IPv4 addressing?
The subnet mask in IPv4 addressing is used to specify the size of a network or subnetwork. An IPv4 IP address is a 32-bit number, which is typically represented by 4 decimal numbers from 0 to 255 (e.g. 192.168.1.10)[6]. A subnet mask is also a 32-bit number, which denotes how many digits of an IP address are reserved for the network portion, and how many for the host portion[7].
For example, given the following IP address and subnet mask:
11000000.10101000.00000001.00001010 - IP address  (192.168.1.10) 
 11111111.11111111.11111111.00000000 - Subnet mask (255.255.255.0)
The 1’s in the subnet mask ‘mask’ the network portion of the IP address (highlighted in green), leaving the host portion (highlighted in blue). This means that the network portion of the IP address is 192.168.1.0, and the host portion is the .10 remaining. 
The ability to determine the host and network portion of an IP address is critical to many functions of networking, most notably being routing. 
Classful subnetting was a network architecture used until the early 90’s which involved only using 5 different classes to partition the whole IPv4 address space. Only three of these classes were used for practical subnetting:
Class A – 255.0.0.0
Class B – 255.255.0.0
Class C – 255.255.255.0

Whilst these subnet masks are still in use, the introduction of Classless Inter-Domain Routing (CIDR) in 1993[8] allowed for various other sized subnetworks which significantly reduced wasted addresses in networks. Now a point-to-point link can have a subnet mask of 255.255.255.254, using only the addresses necessary, instead of wasting 253 had a Class C space been used[9]. 

[bookmark: _Toc66397803]Describe the use of cloud computing including its benefits and drawbacks and identify example vendors within the industry
Cloud computing is the delivery of computing services such as servers, storage and databases over the internet[10]. This can be implemented on the consumer level with services such as google drive or iCloud, or on the enterprise level via services such as Amazon Web Services (AWS) or Microsoft Azure.

[bookmark: _Toc66397804]Benefits
One of the main benefits of the massive surge in cloud computing is the simplicity in expanding an enterprise network to match a growing organisation. Cloud computing allows network administrators to simply purchase additional resources from their cloud hosting provider, whereas with on-premise hosting, the physical servers would need to be purchased, which would then need to be installed into the datacentre. The server would then need to be asset managed internally, and would likely need to be resilient, which would require doubling the work already completed. All on-premise hardware also has a certain lifetime, and would need to be consistently refreshed with new hardware, and or have preventative maintenance completed. All of this increases the overhead for an organisation. All cloud hosting providers supply physical resilience as standard, and most supply geographical resilience as well. This avoids the duplication of effort and costs that come with on-premise hosting. 

[bookmark: _Toc66397805]Drawbacks
The drawbacks of cloud computing are that it can be difficult to secure a network that contains cloud services as the concept of a ‘network perimeter’, where machines/users inside the perimeter can be trusted is eroded. This can make it especially hard to secure networks that have previously been completely on-premise, and have included cloud elements. This is because the previous security measures will not be as effective in the new infrastructure. 
Another drawback to the explosion of cloud computing in recent years is that it has allowed for a near monopoly to form over huge swaths of the internet. This can be incredibly dangerous to the freedom the defines the internet. With a third of cloud computing being own by one company[11], it allows for a very small group of people who own the company to control the content of the internet. For instance, if Amazon decided that they would no longer host any content that was disparaging to Amazon in any way or promoted their competitors, they would be able to vastly influence the content that people view, and subsequently their opinions.

[bookmark: _Toc66397806]Vendors
The main vendors of cloud computing are Microsoft with Azure, Amazon with AWS, Google with Google Cloud. AWS leads the market with 32% of all cloud computing being provided by Amazon[12].

[bookmark: _Toc66397807]Describe different terminologies and its purposes. Compare their operations/functionality with other Network Operating Systems
[bookmark: _Toc66397808]Ping
Ping can be the generic term given for any client-initiated check of a target machine[13] (as opposed to a heartbeat, which is where the target machine initiates the check back to the client). Ping can also refer more specifically to the Internet Control Message Protocol (ICMP) ECHO message. The ICMP ECHO message is defined in the Internet Engineers Task Force (IETF) Request For Comments (FRC) 792[14], and can be used to troubleshoot various network connection errors. The main message types are 0 (Echo Reply) which denotes a successful ping, and 3 (Destination Unreachable) which denotes that the ping was unsuccessful[14]. A destination unreachable message will have a code which represents the type of error encountered:
· 0 - net unreachable
· 1 - host unreachable
· 2 - protocol unreachable
· 3 - port unreachable
· 4 - fragmentation needed and DF set
· 5 - source route failed
These codes can then be used to troubleshoot the connection issue, be it due to a firewall rule blocking traffic between hosts, a routing issue, or a physical cable break between the hosts.

[bookmark: _Toc66397809]Server Management
The server management 

[bookmark: _Toc66397810]Firewalls
Firewalls are network security devices that filter traffic using internal rules. Rudimentary firewalls will filter traffic using port numbers and source and destination addresses in the form of packet filtering. More advanced firewalls can detect malicious traffic using heuristics and signatures much like a host Anti-Virus would detect malware. 

[bookmark: _Toc66397811]PAE/NX
Physical Address Extension (PAE) is a method by which 32-bit (x86 architecture) can use more than 4GB of memory directly by extending the page table hierarchy from 2 levels of 32 bits to 3 levels of 64 bits. This feature is supported by all versions of windows since Windows XP[15]. It is supported by Mac OS X Tiger to Snow Leopard, with versions after Snow Leopard not supporting 32-bit processors[16]. The Linux kernel includes support for PAE from version 2.2.23[17].
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