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Introduction to Mobile Forensics

Mobile Forensic Investigation using Cellebrite Physical Analyzer

* Digital forensics is defined as the process of S 8 o

identifying, preserving, analyzing, and presenting
electronic evidence in a systematic and defendable
manner.

* Mobile phones may have communication logs,
application artifacts, media files, location data,
documents, and operating system data.

¢ This investigation revolves around extraction and
analysis of mobile evidence.

CASE DETAILS

NEW CASE

Case Identifier

my phone

Examiner Name

ABCD

Device Name / Evidence Number

Google Pixel 7A

Crime Type
Theft|

Department

digital forensics

Location

Canary warf

Last Case Details:

Case Identifier:
my phone
Examiner Name:
ABCD

Device Name / Evidence Number:
Google Pixel 7A
Crime Type:
Theft
Department:
digital forensics
Location:
Canary warf

USE LAST DETAILS
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Investigation Aim & Scope

Mobile Forensic Investigation using Cellebrite Physical Analyzer

(@ Cellebrite UFED 7.76.0.24 [Educational] o X

e [nvestigate a range of Android phones by means of

Cellebrite UFED and Physical Analyzer. | SELECTEKISASHION THFE

D GOOGLE GWKK3 PIXEL 7A
—| USB cable 170 or Original Cable

e Extract all pertinent communications, applications,
contacts, media files, documents, locations and o
system artefacts.

Advanced Logical Physical (Rooted) Camera
. . - By S N
e Compare different artefacts from different phones :ﬁ@ - = ©r

and establish connections based on timestamps.

e Document unsupported or unavailable artefact
categories as part of the forensic limitations. Sereenshot
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Tools & Forensic Environment

Mobile Forensic Investigation using Cellebrite Physical Analyzer

¢ Cellebrite UFED 7.7.60.24 (Educational) — Mobile
Forensics Acquisition & Selective Extraction

e Cellebrite Physical Analyzer - Decoding,
Categorisation, Application Analysis, and Timeline
Analysis

e Supplementary tools are FTK Imager for hashing and
Autopsy/Sleuth Kit for file system analysis

e Controlled forensic lab, write protection, and chain
of custody procedures ensure evidentiary soundness.

(@ Cellebrite UFED 7.76.0.24 [Educational]

SELECT CONTENT TYPE

‘ﬁ‘ GOOGLE GWKK3 PIXEL 7A
=] USB cable 170 or Original Cable

[F Extract from

Device siM

[E» Choose data types to extract

9, Call Logs @ Locations

2 sms G mms

f3 Audio/Music &) videos

[[] Archives

8] Advertising ID

Skip extraction popups

8 Contacts
kA Pictures

Documents
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Evidence Acquisition Workflow

Mobile Forensic Investigation using Cellebrite Physical Analyzer

(@ Cellebrite UFED 7.76.0.24 [Educational] o X

e Establish a connection to the mobile device.

SELECT CONTENT TYPE
* Select the correct extraction profile and content

‘ﬁ SAMSUNG GSM SM-A176B_DS GALAXY Al7 5G
type to extract. L

USB cable 170 or Original Cable

[P Extract from

e Extract the data without affecting the source
evidence. Device SiM Memory Card

e Import the extracted data to Physical Analyzer. B Choose data types to extract =

* Record every step and save extraction metadata. O, call Logs " @ tocations ¢ [B] Advertisingid | B Contacts

2 sms G mms 2 [] calendar 2 _

ﬁ Audio/Music J’ Ringtones = Documents 4

[[] Archives %
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Device Identification & Extraction Summary

Mobile Forensic Investigation using Cellebrite Physical Analyzer

B Celibiite Physi il

Tigs & Ticks

¢ Device information and extraction data form the
provenance of the evidence.

Welcome: @ Device Locations (1465) x Tips & Tricks O Timeline (1322) O Extraction Summary (1) O Extraction Summary (1) O Timeline (48)

Samsung GSM_SM-A137F Galaxy A13

" Location Goto»

* Fields that can be recorded include device model, 9 - = * »

Android OS version, security patch level, and -~ Al oaa — " |
. e Y e m sl L PRSP T 7

eXt ra Ctlo n p rOCeSS . : "!5 ‘I\::L!Iedhp[phmﬁqnsul Ny ,: = ,E v Fhisiv: Al 5 07/05/2025 09:17:26

A @ Location Related (1465) [w] (52486061, -1863908)
* The extract log lists the data types extracted and s + +—J Q’M e v
those that were not supported. G o ' -

- 4 Audio 26) af o » A R Medi Locations
B images (1190) (6 known fles) 9 han e | N 3
* This documentation clarifies the range and 3 ) \
limitations of the examination. sl S
B Archives () \ AS‘J(WJE‘F‘J\}C‘A T~ et AUSTRALIA

North Atlantic Ocean b
& Configurations (1) th Atlantic Ocea

@ Documents M { Southern
Ocer Source

®  Uncategorized (229)

BO Wk =v ¢ T X A @ oigin v Timestamp v | Endtime
] 1 L] QT/SR05 08:1726
1 L] 0542025 021700
1 L]
1 L]
Dedup 571465 ted: 7

& 19°C Mostlydoudy A T
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Examination Tools Configuration

Mobile Forensic Investigation using Cellebrite Physical Analyzer

* Hashing sets can help decrease noise through the

Tips & Tricks. Q | Advanced k
u Se Of recogn |Zed fl les' © Huawei POT-LX1 PSmart~ * Welcome Tips&Tricks O Extraction Summary (1) O Timeline (1593} O Calllog (15) © Contacts (13) @ Installed Applications (109) x
* Carving can be used to look for artifacts in o B — e x

Br

unallocated space. - - :

3 Application (109)

v U calis(is) ‘ : 1 apps selected
* Recovering archives allows for decompression of - 1 e et T
e ¥ B Conici(3) AERCENGIS 8 (esiEn Y s Ay e o 7. [ )

the data and its analysis.

0 Native (10)
» @ Ssnapchat(3)

* Selective application decoding allows for filtering of o — e e i B ot e 7

» @ Location Related (419) = false-positi nd parti ilts. It's recommended t

applications used for the investigation. » 0 oo j

> B Messages(7s)

>
Q search & Web (1157)
> b Social Media (73) 2
» 2t User Accounts & Details (257) 3 .
Data files
>
i1 Applications (2509)
B Archives (1451)
{3 Configurations (24) N
8 Databases (995)
@ shorteuts 5] y O ﬁ e
Text (6411) (virtual Anatyzen)
a~
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Selective Application Decoding

Mobile Forensic Investigation using Cellebrite Physical Analyzer

* The installed applications are examined to locate
potential sources of evidence.

e [tis possible to select messaging, browser, social
networking, and utilities categories.

¢ Decoding selectively is more efficient but still
maintains an investigative direction.

e Unsupportable or un-decoded applications must be
listed as constraints.

m O Huawei POT-LX1PSmart ~ i Welcome Tips & Tricks
Home

@ socisppecicoding

Tips & TriCks Selective apps decoding

Select apps to decode and review from the apps installed on your examined device,

Get ready for a new era

> El Chat applications
Leverage more evidence w

> @ (i) srower

Q: Work more efficiently

Save more time > H Lifestyle

Build stronger cases .
X > }% Developer tools

Don't have Inseyets PA yet JS Utities
PRRTRSN > o (o] Buines

> ﬁ Social networking

> 8 (=) tnknoun

Upgrade your skillset to the next level
and surface greater digital evidence.

Build a strong foundation in Physical
Analyzer now for greater efficacy and
Iimpactful results down the fine.

GotoWebsite

Q
19 apps selected

[ Iwmgaag\tav\ﬂ‘mdgw\
G Google Chrome: F.. @
com android chrome:

u YouTube o
«

omgoogleandraid youtube
00| Amazan Shopping
U0 com smazsnmshon anria

[H' l Booking.com: Hot... @

cambosking

l' Google Photos. L]

(!

cam goagleandroid agpsphot
#~  Google "
LU S p—"

Incde extenal spp data ot may hve been
shared it the slcted apps

P

Discover real life successes and gain Learn how you can identify and assess
crypto artifacts seamlessly without an

Investigations. expert analyst.

proven strategies to supercharge your

Go to Website G010 Website
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Application & Social Media Analysis

Mobile Forensic Investigation using Cellebrite Physical Analyzer

¢ Artefacts of application use help explain the use
made of the device and where any communication or
file sharing could take place.

e Snapchat contacts and chat artefacts were found in
one of the devices under analysis.

e Additionally, there were Al/chat artefacts presentin
the decoded artefacts that could help interpret the
context of the user activities.

¢ Interpretation should be focused on the artefacts
collected and not on user intentions.

- 8 X
Tips & Tricks Advanced 'S
Samsung GSM SM-AT37F Galary AT3 Welcome « @ Device Locations (1465) x  Tips&Ticks O Timeline (1322) O Extraction Summary (1) « O Extraction Summary (1) O Timeline (48)
" » Location R
=) g
Name: 00507 091726pg
Analyzed Data Description:
Tyoe:
ek iy =]
58 Application (4) - A4 o L Lo el Oiigin:
e Timestamp: OT0/2025 031726
% Installed Applications (4) S E F o e Endtime:
¥ 9 Location Related (1465) [w]  Pposiion: (52486051, -1083908)
e Aggregated locations:
jce Locations 1] 5 ASIA Map Address:
@ Locations (1465) 3 AMERICA AN EUROPE S
¥ O Mediafl239) ~ " '\ - L Confidence
Ll i ] ‘-) 5
Audio (26) P iic At % S Category: Medis Locations
B images(1190) (6 known files) a1 Ocean \\w %
¥ Videos (23) ;] \ {y
Data files ¢ AERICA,
32 Applications 1) SOUTH s
N AN
B Ahives () | AMIERICE ! Iotian AUSTRALIA
Nor fan| e
& Configurations () hAfori e
8 pocuments @) Southen -
Octi our
P Uncategorized (229) Images o
0T S BT =
o & =
B0 W =-vi+ T xKQ o * Timestamp ~ Endtime ~ | Position
] 1 L] Q77057205 081726
1 2 L] s 091720
1 L
1 L]
65 Dedugl 4651465 Selected 1465
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Contacts & Communication Artefacts

Mobile Forensic Investigation using Cellebrite Physical Analyzer

8 Cellbrite Physical Analyzer 773011 - 8 X

* Recovered contacts can be related to the name,
number, username, and identity of an application.

Tips & Tricks Q ) Advarced 'S

Samsung GSM_SM-ATSTF Galaxy AT3 BN Vecome « Tips&Tids O Timeline (322) « O Extraction Summary() « O Extracion Summary 1) O Timeline (48) « @ Timelne 1546) x

¢ Native and application contacts should be
differentiated based on their origin. Bt v

v 3 Application 4)

e The communication artifacts can then be correlated e - ——TLL:
G ] b =vir T xKLP2 O e v { Timestamp v bay
with the identities of contacts and time stamps. e
0 Ao [} 1 218 O Lowtions OT//2005 07743
* |n some cases, communication artifacts on some e . R—
devices can be limited due to extraction and/or Daic
. . . . 1 3 ? K Locat
decoding limitations. S i A SRR
: il 1 7R 0/ Lot
Configurations (1)
g| Dxumﬁm : :::(:!\L {51.898882, 0,000000)
1 ] (AL @ Locations 14/02/2005 06:0625 (5121408 ——
P Uncategorized (229)
[] 7R Locat 51,8050 ‘TJ
4
] ] S @ Locatons 20/0272005 182015 5183770 [ Q
1 ] TR Locati 5119 :_J
1 7K Q) Losatons 514

1009
2107206

& 19°C Mostydoudy A~ T dx

o
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File System & Device Artefacts

Mobile Forensic Investigation using Cellebrite Physical Analyzer

¢ File-system artefacts reveal application directories,
databases, caches, documents, archives, and media.

e Source paths are critical because they indicate the
source of the artefact.

¢ Device details aid in understanding extraction
capabilities and limitations.

¢ File-system artefacts may support findings from
high-level decoded artefacts.

Tips & Tricks

Q © Huawei_POT-LX1 P Smart i Welcome Tips & Tricks O Timeline (1322) O Extraction Summary (1) @ Extraction Summary (1) x O Extraction Summary (1) O Extraction Summary (1)
e
All Content File System
Extraction Device Info ©]
V " Q

EAnT10 Taken from UFD extraction fe
S50062043462662

£ BE0962043420650
. POT-LX1 aken
Android 10 Token from UFD e
20200801 Taken from UFD extraction fle
Hugwei Teken from UFD extraction file
False
True

aroid ADE]
045726 2747560245

026 093549

9
Hotspot AP Name HUAWEI P smart 2019
Hotspat passord requied Bhchbals0q2

& 19°C Mostlycoudy  ~ T ¢
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Location Evidence

Mobile Forensic Investigation using Cellebrite Physical Analyzer

Cellebie Physical Analyzer 7730.11

* Physical Analyzer categorized recovered location- - e
based artifacts into device locations.

Q O Detected Model Note 14~ i Wekome Tips&Tricks O Timeline (1322) O Extraction Summary (1) O Extraction S () O Extraction i m @ Extraction Summary (1) x
. . . . . . = All Content File System
e Map visualization aids in understanding the o .
xtraction

Device Info

meaning of the coordinates and related timestamp

Find: Q
data. e
o 8 Chipset
B e 358
¢ The location-based evidence can be cross- i
. . . .;' CS \Z‘ ,
referenced with the media metadata and other device o § o o

events.

Teken from UFD extraction fle

* Coordinates that lack strong metadata must be :
carefully understood. et et

False
21/07/2026 095559

250

& 1°C Mostydoudy A~ L1 0e e B
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Timeline Reconstruction

Mobile Forensic Investigation using Cellebrite Physical Analyzer

e Chronological organization allows for a timeline
analysis of discovered events.

e Timestamps of various locations, media,
applications and communications can be compared
in orderto understand device usage.

* The correlation becomes greater when a certain
period is backed by more than one independent
source of artefacts.

¢ Any unusual date or a default timestamp should be
validated.

O Huawei POT-LX1P Smart

Analyzed Data

31 Application (109)

» L calists)

Y @ Contats(3)

8 Native 10)
» O snapchat3)
> &) Devices & Networks (11)
* 9 Location Related (419)
> O Media(134)
Y B Messages(5)
» W Chats (4 1) (34 messages)
» & Emaits (71)
 Search & Web (1157)
> i Socal Media (73)

& User Accounts & Details (257)

Data files

8 Applications (2509)
B Archives (1451)
& Configurations (24)
B Databases (995)
@ Documents(s)
@ shorteuts(s)

Tert (6411)

B Uncategorized (23217

Tips & Tricks

Tips & Tricks

O Extraction Summary (1)

X A B THame

© Chat (Chats) (4)

¥ Interaction Status Organizations

oz Mars
MyAl Friend
ChatParicpant
SANo.
] M Ser
15 e

@ Contacts (13) x

5568

Mbile 5568

Mobile 121

* Other Entries v Lasttime

O User 1D B2FIE,
% Original Username
£ Usemame myzi

€ User D Bees,

Practical Cellebrite evidence screenshot

Interaction Statuses

Friend
ChatParicpant

Additional info

Details

8 User D b42H1770-5a80-4c53-8c75-eTectet 81

Organizations

Addresses

4 27°C Mostlydoudy A

13/15



Key Findings & Limitations

Mobile Forensic Investigation using Cellebrite Physical Analyzer

* The actual process proved the possibility of
acquisition, decoding, and analysis on various types
of Android devices.

e The data recovered included information from
applications, contacts, mediafiles, locations,
documents, and many other system artefacts
depending on the specific device.

e Communication types which cannot be examined
should not be considered as non-existent—this is
simply a forensic problem.

e Comparing different devices and artefacts yields the
most reliable interpretation framework.

Tips B Ticks

W O Samsung GSM_SM-A13.. ~ | Tips&Tids O Exraction Summary (1 O Device Locations (1465) » O Applications (1) O Installed Applications (4) ® Timeline (1546) x
: " »@AlLocation Goto *
N @ +
Tieneline. Name:
i ‘ eipion:
T SRR (PO e = | = i L
P Q
BhO bk —-v ¢ T x K& A2 O e * 1 Timestamp v Pary *  Deseription Souree v D Source file nfy
|
| [} 1 7 I §  Locations 07/01/2005 07:07:43 (51898682, 0.000000) datauntyld
] 2 ALY ©  Locations 1,202796,0,000000
i K
1 4 A
1 K
1 (LN [t 14/02/2005 06:06:25 (51214981,0.000000)
1 R 1y 05 2353 dataunity3d: Position: (51808662, 0.000000)
Addies:
Map Address:
1 8 AL [t 20072005 162075 (51837708 0.000000 datanit2d El
B
1 & L (51195312, 00000001 dntait3d =
[ | 0 K [t (51141732, 0.000000) dataunity3d: Q
54611546

& e ratysuny A
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Conclusion

Mobile Forensic Investigation using Cellebrite Physical Analyzer

e Structured process was applied through the use of
tools such as Cellebrite UFED and Physical Analyzer.

e [tis a good example of how device metadata,
applications, contacts, file system artifacts, location
and timeline information could be used in the mobile
device forensics.

* The integrity of the evidence is ensured by
documentation, acquisition, provenance, validation
and careful interpretation of unproven information.

* The findings need to be presented distinguishing the
recovered facts, the relations found and limitations of
the examination.

@ Cellbrite Physical Analyzer 773011

«

© Detected Model NokiaC22... * |

Analyzed Date

1 Application (179)
v U lls(is)
» ¢ alllog(i5)
¥ 8 Contacts(13)
O Native(10) a
» @ snapchat (3)
Networks (1)
\ess Notworks 1)
¥ @ Location Related (783)
> 9 Device Locations (783)

» O Media(15877)

B User Dictionary (176)
» W Web Bookmarks ()
> @ Web History (749)
» b Social Media (73)
¥ & User Accounts & Details (257)

£ Dovice Users (2)

B Passwords (243)

® Chat (Chats) (4) x

B0 b -ve O

Tips & Tricks

O Documents (12) © Wireless Networks (11)

X K @ @ Q& Participants

3 B2 ma MyAl
peter.dover. Peter Dover (owrer)
4 3 peter_d Peter Dover (onme
teamsnapchat Team Snapch:

O Native (10)

O Call Log (15) O Contacts (13) O Snapchat (3)
P Q
v | start Time v | Last Activity v D
D) 1S/082024 TTOBSAUTCH)  d53S0ckebeas

- 8 X
Adanced I
O Device Locations (783)
" > chat
Details achmen
@ @ 5 Gt
= Select/Deselecta... a

paighat. s often referred o as
the “Granary of Keraa due to
e unet maddy Ralde and .
0 sy
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