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Assignment 2 

Essay 1:
Why are terrorist organisations often involved in other forms of criminality (e.g. acquisitive crime), and how can this inform counter-terrorism policing? Your answer must be based on academic research, although you may refer relevant case studies. 

Terrorism; as defined Under the Terrorism Act 2000, is the use, or threat of action which: involves ‘serious violence against a person; involves serious damage to property; endangers a person’s life (other than that of the person committing the act); creates a serious risk to the health or safety of the public or section of the public; or is designed seriously to interfere with or seriously to disrupt an electronic system’. Such action will be designed to influence governmental organisation/s, or to intimidate the public. 
A terrorist organisation is that which: ‘commits or participates in acts of terrorism; prepares for terrorism; promotes or encourages terrorism (including the unlawful glorification of terrorism); or which is otherwise concerned in terrorism’ (Gov.UK; 2024) 
An inherent acceptance of behaviour, and culture, could therefore be argued of those who are involved in terrorist activities, which will often include other forms of criminal activity. This informs counter-terrorism policing will be considered in more depth, through comparison of relevant theories, within the following paragraphs:
One theory consists of three categories: psychological, biological and sociological (Gray et al 2010). The Psychological aspect links the crime to the personality; and includes those people whose personality drives them towards criminal or antisocial behaviour, such as hostility towards others. Additionally, the biological element of this theory links the criminal behaviour to biological determinants, and/or genetics of the individual who commits the crime. For example, if a parent is a criminal, then the child may be genetically predisposed to become a criminal. The sociological element of this theory links crime to social pressures and/or normalisation of criminal behaviours within the individual’s society.  By comparison, Labelling Theory (Becker; 1963), is closely associated with sociological links in its explanation that crime is socially constructed. It also informs, that when labels are given to individuals; or groups of individuals, there is an element of amplified deviance; self-fulfilling prophecy, and the creation of deviant careers. (Gray et al, 2010; Bernburg, 2009).

It is widely accepted that there is a link between terrorist organisations and other forms of crime, within certain geographical locations, which are considered to be socially deprived areas. The higher rates of crime in such areas, is supported by statistics from the Office of National Statistics (ONS, 2023). Data from 2021, illustrates that higher rates of crime occur in more densely populated inner-city areas; where unemployment, and ethnicity diversity of the population are increased. This link; between the areas of higher crime and links to terror organisations, is supported by an independent report, (Crime and Policing, 2021) although it further informs that criminal behaviour can be found in all people; not only those from ethnic minorities, within diverse areas.
It is commonly found that terrorists will also be associated with acquisitive criminal activity and be engaged in organised crimes. Overall, terrorists are most likely to be involved in criminal activities such as prostitution; the sale of human organs; kidnap for ransom; drug and weapon offences for example. It is not entirely proven why terrorists become involved in these types of crime, however (Malik, 2019) states that these criminal activities are often linked to raising funds for terror-related activities. An example of this includes the revenue from a kidnap business which targeted foreign journalists, and in 2014 alone, earned a terror group between £20-45 million (Malik, 2019). 
Whilst there are strategies implemented to trace terrorists’ finances, INTERPOL (2024) explains that the country may still face the risk of finances contributing towards terrorism; despite the risk assessed level for a terrorist attack being low. INTERPOL (2024) further states that this is most likely to be acquired through kidnapping for ransom, low level fraudulent activity, illicit trade in commodities and digital currencies. 
However, there are intergovernmental bodies in place to develop international standards to combat financing of terrorism, Financial Action Task Force (FATF). This department specialises in reducing the likelihood of terrorist organisations profiting from their crimes. The FATF recommendations guarantee a coordinated international response to stop terrorism, organised crime, and corruption. They support law enforcement in pursuing the financial gains of criminals involved in drug trafficking, human trafficking, and other offences. The FATF also strives to halt the financing of weapons of mass destruction. In response to emerging threats, such the regulation of virtual assets; which have expanded with the rise in popularity of cryptocurrencies, the FATF aims to strengthen its international standards. The FATF seeks to ensure that countries are implementing its standards and procedures, to work effectively and reduce the risk of financing terrorism (FATF, 2024). 

Additionally, terrorists will often gain trust from companies or individuals to assist with their planning, and will often exploit systems to do so. This is referred to as ‘Insider Threat’. Although there is no agreed definition of what an insider threat relates to, there have been definitions reported by numerous individuals. Einwechter (2002, citied in College of Policing, N.D) interprets an insider threat to be somebody who is trusted with authorised access; however, they do not fulfil their assigned responsibilities and will manipulate access to a system for the purpose of exploiting it. Greitzer (et al, 2012, citied in College of Policing, N.D) provides another definition: stating that it constitutes human behaviours, departing from organised policies; no matter whether it comes from overlooking security policies. Fundamentally, someone who is an insider threat manipulates access to organisational systems, using it to their own advantage, rather than for their assigned duties. 
Rajib Karim, a British Airways employee, was found guilty in 2011 of conspiring to blow up an aeroplane; disclosing confidential company information; and threatening to assist in financially, or disruptively, attacking British Airways. (Loffi and Wallace, 2014, citied in College of Policing, N.D). Rajib articulated himself to be an intelligent individual whilst in court, providing evidence. It was stated that Rajib was undertaking orders, received from Anwar Al-Awlaki; who was interpretated as a major terrorist planner. Rajib explained that he had access to British Airways’ servers and could erase all data, causing immense interference, leaving them with a complete financial loss. British Airways claimed that if the IT systems within the airline failed, they would be at a loss of £20m per day. Therefore, leaving them with a huge financial loss. It was identified that Rajib was highly intelligent, as throughout the investigation, police found coded messages between Rajib and Awlaki. Unravelling Rajib's covert messages to Awlaki, took police nine months; consequently, being the most difficult code-breaking operation that counter-terrorism officers had ever executed (BBC, 2011). It was not clear that Rajib had a previous history of within criminality, however he would often fantasise, and support terrorist organisations. Evidently, not every individual involved in terrorist attacks are linked to acquisitive crime, with there also being a role in terrorism for individuals who pose insider threats. 
A preventative measure organisation seeking to reduce the risk of insider threat is the “Insider Risk Mitigation Framework”. The NPSA (2023) provide an explanation of this framework as: a combination of elements to protect the companies, which include Employment Screening & Vetting, Physical & Technical Measures, Investigation & Disciplinary, Monitoring & Review, Security Education & Training, and Policies, Standards, Guidelines & Procedures. These components aim to reduce the risk of an organisation or company recruiting an individual, who may be considered an insider threat; therefore, reducing the risk of terrorist activity. 

With the aim of tackling terrorism, police are afforded certain powers. An example of such powers come under Section 43 TACT (2000). This legislation allows “A constable may stop and search a person whom he reasonably suspects to be a terrorist to discover whether he has in his possession anything which may constitute evidence that he is a terrorist”. (Legislation.GOV.UK,2012).  Ultimately, this power is used to seize items as evidence, if located, and to assist with providing intelligence to inform Counter-Terrorism (CT) departments. Data from the Home Office shows a decrease of 43% in 2024 compared to 2023 using Section 43 TACT 2000, which is the lowest number since data collection began (GOV.UK, 2024). This evidences that Section 43 TACT 2000, Act is beneficial, and that CT policing is addressing crime, especially those criminal offences linked to terrorism. Evidently, this promotes more arrests by police, whilst decreasing the potential for future attacks. 
[bookmark: _Hlk177237424]The prevention scheme, CONTEST (2023) is a UK counter terrorist strategy, which states that there has been an average of eight attempted terrorist attacks since 2018 (GOV.UK 2023). The strategy was first launched in 2003, and is based on four themes, Prevent, Pursue, Protect and Prepare. The strategy’s latest update followed the Manchester Bombing. On May 22, 2017, an Ariana Grande concert was held in a Manchester Arena, when, ‘suicide bomber’ Salan Abedi, entered the arena with a plan to attack, 22 individuals were killed as part of the violent attack. Salman Abedi planned the attack with his younger sibling, Hashem, who was not there at the time of the incident. Both Salman and Hashem, were involved in gang culture practices and would often consume and carry drugs, as well as carrying weapons. Salman was described as an aggressive and vindictive figure. Salman was identified to wish violent attacks on anyone who stood in his way, after following the self-styled Islamic State group, which was at an influential peak in Syria, at the time. He was briefly questioned by the MI5, and although he was not perceived a threat, he was a contact of other extremists, and authorities had received this information, which is relevant to his mindset. (BBC, 2020). Evidently, these individuals were involved with crimes before they organised this terrorist attack; given their possession of drugs and weapons. 
To further consider the CONTEST (2023) strategy, it’s four elements must be explained: Prevent aims to target people at risk of becoming terrorists or supporting terrorism. For example, the scheme will intercept early to educate, and support individuals who are susceptible to radicalisation. 
Pursue is essentially to stop terrorist attacks in the UK and any threats overseas by intercepting terrorist activities, education to revolve terrorism, and investigating any activity which could be associated with terrorism. It brings together the relevant agencies, data and technology; to provide CT operations, in the UK and overseas, and allow more flexible approaches to the terrorist threat. 
The element ‘Protect’ ultimately aims to strengthen public protection, against a terrorist attack. Ultimately, the goal is to reduce the vulnerability of public venues; the ability of terrorists to access material of concern; and to manage the individuals associated with terrorist concern, through the border control system. 
The systematic aim of ‘Prepare’ is to minimise the extent of damage from attack, and to decrease the likelihood of future attacks. This element of the strategy intends to construct appropriate responses to various methods of attack, regardless of where it occurs. It highlights the necessary response to an attack, to deploy a systematic and effective approach to the situation; utilising various emergency services, including both specialised and non-specialist departments.  It contributes to the subsequent review process, to consider necessary adaptations in preparation for potential future attacks (HM Government, 2023). 
In summary; there is no definitive answer, as to whether terrorists are involved in criminal activity, before they undertake terrorism related offences. There are examples such as, Rajib Karim; who was charged with four accounts of terror-related activity, and came from a wealthy Bangladeshi background. Rajib had no previous criminal convictions, despite having shown an interest in a terror related group. (BBC, 2011). 
To the contrary, the London Bridge attacker; Usman Kahn, was released from prison, just 11 months before he completed his terrorist attack, in 2019. Kahn’s violent attack caused the death of 2 people and wounded 3 others, before he was shot to death by police. (BBC, 2021). Khan had significant history of radicalised behaviour: whereby in 2011, he was known to have assaulted another prisoner, whilst shouting “Allahu Akbar”, and in 2014, he was involved in plotting the murder of a member of staff, who was a Muslim enforcer. (Hall, 2022).
To conclude, not all terrorists are known criminals beforehand; although it is evident that some terrorists are heavily involved in criminal activity, or have previously served sentences in prison; before they commit terror-related offences. 
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Essay 2:
What lessons have been learned from recent high profile critical and major incidents, and how have these translated into best practice for policing?
Your answer must be based on academic research rather than personal experience. 

This assignment response assumes the definitions provided by College of Policing (2018) that: A critical incident is any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, their family and/or the community. A major incident is an event or situation requiring a response under one or more of the emergency services’ major incident plans. This will usually include involving large numbers of people, either directly or indirectly.
For the purpose of analysing ‘lessons learned’ from such incidents; two high-profile incidents will be considered. The chosen incidents are: The 2017 Manchester Arena bombing of an Ariana Grande concert (major incident), and the murder of Sarah Everard, by police officer, Wayne Couzens (critical incident) in 2021.
In 2017, there were 14,500 individuals attending an Ariana Grande concert at Manchester Arena. The major incident unfolded when a nail bomb was detonated, by an Islamist extremist suicide bomber; causing maximum injury, harm and death. A total of 22 individuals were killed and hundreds were injured (BBC, 2020). Given that Ariana predominantly attracts a young, female audience; these appear to have been the targeted victims.
BBC (2020) describes an inquiry being completed following the attack; to review emergency response times and consider whether this could have been prevented. The report reveals that the individual responsible, Salman Abedi, should have been considered a threat, by arena security. It highlights the failures of British Transport Police (BTP), arena operators (SMG), and the security company (Show Sec). The inquest report also discusses the emergency response to the attack:
Salman was not detectable by CCTV coverage; as he had hidden out of sight. However, when members of the public raised concerns; describing sightings of a suspicious individual to Show Sec, their concerns were disregarded. It is now understood that Salman had previously attended Manchester Arena, supposedly to observe the area, and to plan the attack; this is referred to as ‘Hostile Reconnaissance’. Salman was described as a substantial challenge to detect, and deter; however, the security missed a prime opportunity to act, when suspicion was raised. Furthermore, BTP were given clear instructions within their briefing, to ensure that the venue was policed correctly: such as to stagger their breaks, to ensure that all attendees would leave safely; however, they did not follow this instruction when policing Victoria Exchange Complex. This failing allowed Salman to remain unseen; or potentially be deterred by police presence; given that there were no officers in the area. (GOV. UK. Volume 1, 2021). 
The Kerslake Report (2017) discusses the emergency services response to the incident. It explains that Police arrived on the scene promptly; armed officers arrived to protect the area; and the ambulance service quickly began tending to the injured. They commended the emergency services for their bravery, respect, and vigilance during a stressful, and chaotic incident. Four-armed response units arrived at the scene; within ten minutes of the original call, and seven-armed response vehicles arrived in total; within thirteen minutes. This corresponds to the presence of fourteen certified firearms officers; each of whom are well-positioned to detect and disrupt terrorist activities, and to surround and protect other emergency employees. Some of these police officers assisted in responding to the wounded, while others concentrated on carrying out an urgent search, which included safeguarding members of the community, and emergency services at the relevant location. The report described the response of Greater Manchester Police (GMP), firearms officers as a ‘significant response time’. 
However, the overall co-ordination of emergency services was diabolical; ultimately leading a major incident, with no set action plan. GMP have been described by BBC (2021), as a failure, due to their response. It is said that the emergency services commanders did not meet during the incident; therefore, it was unclear what the roles and responsibilities of each service were.
Unfortunately, GMP did not declare this attack as a ‘major incident’ until two and a half hours after the incident. Had this been declared immediately, it would have enabled each emergency response unit to effectively utilise the existing protocol, METHANE. The METHANE model allows responders and their operators to transmit event information, in an approved way. It is essential that this protocol is followed during a major incident, and updated as the situation changes; to ensure that responders, commanders and the public service centre (PSC) receive all current, relevant information, upon which to base their decision-making (JESIP, N.D). JESIP (N.D), states that METHANE is a mnemonic model which stands for: Major incident, Exact location, Type of incident, Hazards, Access, Number of casualties and Emergency services involved. As discussed, this framework allows emergency services to coordinate and effective approach to deal with an operation. Yet, a major incident was not declared, leading to an un-coordinated approach to the Manchester Arena bombing. 
Commanders may carry out face-to-face tasks related to coordination, control, and leadership; while they are in the same location. They ought to arrange themselves together, at a mutually agreed area at the site, and do so, as early as possible. This enables them to collaboratively establish a joint strategy, leading to more efficient resolution of incidents. (GOV.UK, Volume 2, 2022). When commanders come together, they should be utilising the National Decision-Making model (NDM), which allows them to gather all information; to consider the available options; and to consider the powers which are relevant to the incident. 
By using the NDM, officers will be consistently assessing the situation, to ensure effective decision-making regarding the incident in question. The NDM also allows officers to rationalise their decision-making, to ensure that it is justifiable, and will withstand scrutiny. The model also helps officers to reflect on their decisions and conclude its effectiveness. (College of Policing, 2024). Again, this is where officers dealing with the Manchester Arena bombing failed; as commanders were not together to utilise the NDM. Had they been, a more efficient and effective decision, might have been made sooner. Therefore, this is an essential area of reflection, where commanders would be required to establish a strategy to deal with a similar situation, in the future; to improve their co-ordination, and potentially prevent future loss of lives. 

The initial response to any scene is referred to as the ‘Golden Hour’. This is where officers should be collecting vital information and evidence, for any incident attended. Its’ name highlights the importance of early intervention to an incident; to preserve evidence, protect scenes and safeguard members of the public. This was another element of failure within the Manchester Arena attack, as none of the emergency services complied with the ‘Golden Hour’ principle. Sir Johns’ report (2022) stated that during the ‘Golden Hour’, “not one emergency service had gripped the response of the attack that they should have”. There were victims in the foyer of the arena who were severely injured, however were not responded to effectively, and later died in hospital. This might have been avoided, had they been seen sooner. Potentially, this could have resulted in one less death. In his report, Sir Johns also discusses that GMP did not lead the operation as they should have, and that the National Wales Ambulance Service (NWAS), had not sent enough paramedics to treat the casualties into the foyer. It also makes one hundred and forty-nine recommendations; such as first aid training for all services; to encourage members of the public to have this training; and adding it into school’s curriculum. Also advised, is to embed medics within the firearms units and to provide them with basic life-saving skills, for incidents like this. (BBC, 2022). Ultimately, this suggests that when the incident was reflected on as a whole; there was significant room for improvement, from each of the emergency services, and it was considered that addressing these failings would be essential to prevent the same mistakes being made in the future. 
To summarise, the Police were commended for their response time to the incident, however they were considered to lack effective coordination and communication, with other services. GMP and UK police forces have reflected upon this, to ensure that if an incident were to happen again, it can be dealt with more efficiently. Required future actions include declaring a major incident in a timely manner, and ensuring effective communication between the commanders regarding any potential terrorist attacks in the future. 


To discuss another recent incident; the Sarah Everard case will now be analysed. This incident is considered a critical incident, where the police failed the public
On 3rd March 2021, Everard was reported missing by family, after failing to return home, following leaving her friend’s house. Police made enquiries and located CCTV which showed a vehicle approaching her, and identified this to be a hire car, which Wayne Couzens had hired the day before Everard’s disappearance. Couzens was a serving police officer in the Metropolitan Police at the time, and was seen on CCTV, to falsely arrest Everard; which led to his arrest on March 9th, 2021. Couzens claimed during his interview that he was involved with a gang who instructed him to pick up females. He stated he randomly saw Everard and collected her, but claimed he was unsure what happened after that. The search continued for Everard; and her body was then located; however, it was burned beyond recognition. The remains of Everard were found in a woodland in Dover; which was owned by Couzens. The investigation unravelled the disturbing truth; that Couzens had abducted Everard, before taking her to a secluded area, where he proceeded to rape, and strangle her to death. (Lullo, 2022). 
Lullo (2022) advises that Couzens’ arrest initiated an investigation by the Independent Office for Police Conduct (IOPC). The IPOC investigation discovered that; in February 2012, the Met. had neglected to adequately explore two claims of indecent exposure, connected to Couzens by a vehicle he had owned. It also transpired that in 2015, there was a further instance of indecent exposure connected to Couzens, which Kent police neglected to investigate. At least three sexual offences had therefore been connected to him, which were not investigated thoroughly. (Wallis, 2024).
This was identified as a significant failing by police, given that Couzens had been accused of previous sexual offences against women, which were never investigated; which had enabled him to continue serving as a police officer. It was clear that Couzens had intentions to sexually abuse women; and, had these investigations been conducted sooner, that he may never have had the opportunity to rape and murder Everard, or at least that it would have made doing so more challenging. Nevertheless, although Couzens may not have such access to police equipment; which allowed him to be viewed by Everard as a police officer, it is accepted that he may have still found ways to carry out such offence. However, had appropriate vetting taken place, it would have been established that Couzens was linked to previous allegations. This did not happen, ultimately enabled him to join the police force.
The Metropolitan police’s reputation was significantly damaged by Couzens’ actions, which also impacted upon Nationwide police forces. The Met stated that they were ‘sickened’ by his acts and completely understood the mistrust in police, which followed. The Met publicised that they would not deploy single crewed, plain clothed officers, and that they would patrol in pairs; to ensure the safety of women, and to provide assurances that they are serving police officers. However, Deputy Commissioner Sir Stephen House, stated that sometimes this would not be practicable, as officers can often be separated; due to an incident for example. Moreover, he also stated that they would deploy approximately 650 officers, to locations where women felt uneasy, to support women to feel safe when they are walking home alone. (BBC, 2021). 
Although the Met. had given these assurances, there was still significant mistrust in the police, and many women would have lost faith in officers’ integrity. The Met police advised that Couzens had passed his vetting, but proceeded to clarify that they cannot provide a 100% guarantee, of an individual’s integrity; adding that they would be making changes in an attempt to improve the vetting process. A former Chief Superintendent, Ms Sandhu, admitted that she had little confidence that the Metropolitan Police would make any changes regarding this. 
To analyse, it is evident that the police failed police in these circumstances; which have resulted in the force’s reputation being tarnished. The examples discussed, are different forms of police failures to the public, for which they have needed to be accountable. However, in each instance, police conduct has been scrutinised, and deemed to have failed; at either decision making, or identifying issues with officer integrity. The Force has taken responsibility regarding its’ failings, and has provided assurances; that changes would be implemented, resolving to prevent failures reoccurring. This suggests that lessons have been learned from mistakes made, and it has translated into best practice for policing. Over time, the Force has since managed to regain public trust; through reviewing these issues; to ensure that practice improves, and procedures are followed correctly. 
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