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4.1 Specifics of this threat

CryptoWall needs to communicate with a Command and Control server(C&C) to continue the ransomware attack. The C&C sends CryptoWall the encryption key that it will use to encrypt your files. CryptoWall then runs through all of your files, both locally and on any connected networks, and encrypts your most personal data, for example, your documents, presentations, code, music files, and pictures, music files, and pictures.
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In the next paragraph, a few words are changed, but Turnitin should still pick up the overall paragraph as a match

If the ransomware cannot infect explorer.exe, an alternative method will be attempted, for example, it will try to use svchost.exe to instigate a new occurrence of explorer so it can infect that.

4.1.1 Infection methods

4.1.2 File types affected


The following image is from XYZ website [1] showing typical file formats that are affected
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