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Abstract

With globalisation, businesses are increasingly reliant on information technology,
which has created new cybersecurity challenges. According to a report by BSI America,
globalisation, specialisation and digital transformation are major threat factors to digital
and physical supply chains. With the globalisation of the industry, organisations are
directly affected by the cyber related risks they facel'l. Cyber attacks are growing
exponentially in organisations and societies across the globe, now occurring every two
seconds. This trend poses a serious challenge for companies that rely heavily on the
Internet and information technology, such as NatureGarden (NG).

NG is a global brand that sells healthy living products and its business model relies
heavily on online services and social media. However, this also exposes the company
to significant information security challenges such as securing customers' and
employees' personal data, preventing intellectual property theft, and responding to
cyberattacks. The risk of data leakage and unauthorised access is particularly acute
where employees and customers are allowed to use their personal devices to access
company network resources. For this reason, developing an effective information
systems security strategy is critical to protecting NG's business interests and preserving
its reputation in the marketplace.

This thesis will explore and design a comprehensive information system security
programme to address these challenges faced by NG. By examining different security
frameworks and models such as the Information Technology Infrastructure Library
(ITIL) and the International Organisation for Standardisation (ISO) 27000 series, the

aim is to come up with a bespoke security strategy that is suitable for NG.
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1. Security Frameworks And Models

1.1 Information Technology Infrastructure Library (ITIL)

The Information Technology Infrastructure Library (ITIL) is a comprehensive set
of practices for IT service management (ITSM) that focuses on aligning IT services
with the needs of business. It emerged in the 1980s, developed by the UK government,
with the aim of providing a standardized approach to IT service management. This
framework has undergone several revisions over the years, adapting to the changing IT
landscape.

The most recent version, ITIL 4, introduced in 2019, marks a significant shift
towards a more holistic, flexible, and adaptable approach. Unlike its predecessors, ITIL
4 emphasizes the importance of co-creating business value, focusing on continuous
improvement and adapting to the digital era. It is designed to be more agile, flexible,
and adaptable to various types of organizations and technology environments.

ITIL 4 is underpinned by a set of guiding principles that form the core of its
framework. These principles include:

Focus on Value: Everything ITIL does is driven by the need to create value for the
business and its customers.

Start Where You Are: It advises against unnecessary changes and suggests
leveraging existing services and processes.

Progress Iteratively with Feedback: Emphasizes the importance of incremental
improvements and learning from feedback.

Collaborate and Promote Visibility: Encourages teamwork and transparency
across the organization.

Think and Work Holistically: Recognizes the interconnected nature of ITSM and
the need for an integrated approach.

Keep It Simple and Practical: Advises simplifying processes and only doing what



1S necessary.

Optimize and Automate: Promotes the use of technology to improve efficiency
and effectiveness.

These guiding principles help organizations adopt a more comprehensive and
integrated approach to ITSM, ensuring that IT processes and services are aligned with
business objectives and are delivering maximum value. ITIL 4 also integrates concepts
from other methodologies like Agile, DevOps, and Lean, reflecting the need for a more
dynamic IT environment.

The framework structure of ITIL, depicted in diagrams like Figure 1, provides a
visual representation of these principles and how they interact with various components
of IT service management. This structure helps organizations understand how to
implement ITIL practices effectively and how they can be adapted to suit individual

business needs..
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Figure 1 ITIL framework structure diagram

1.2 International Organisation For Standardisation (ISO)

27000 series

The ISO 27000 series, encompassing a range of international standards, is centered
around information security management systems (ISMS). It is designed to assist
organizations in establishing, implementing, maintaining, and continually enhancing
their information security management. This series is critical for organizations aiming
to safeguard their information assets, which include not only internal data like employee

details and financial records but also sensitive information from customers and business



partners.

Key aspects of the ISO 27000 series include:

Systematic Risk Management: It emphasizes a structured approach to identifying,
assessing, and managing information security risks. This process is essential for
understanding the potential threats to an organization's information and devising
effective strategies to mitigate them.

Compliance Guidance: The standards provide comprehensive guidance on
meeting compliance requirements. This is particularly valuable for organizations that
must adhere to various legal, regulatory, and contractual obligations concerning
information security.

Information Security Governance: A strong focus is placed on governance,
ensuring that information security is aligned with the overall strategic objectives of the
organization and that there's accountability at all levels.

Continuous Improvement: The ISO 27000 series encourages organizations to
adopt a mindset of continual improvement. This approach helps organizations stay
ahead of evolving security threats and changing business environments.

Protection of Information Assets: The primary goal is to protect the organization's
information assets. This includes everything from hardware and software to data and
intellectual property.

Stakeholder Trust: By implementing these standards, organizations can enhance
the confidence of customers, investors, and other stakeholders in their ability to manage
information security risks.

Flexibility and Scalability: The standards are designed to be applicable to all types
of organizations, regardless of their size, nature, or complexity.

Figure 2 typically illustrates the structure of the ISO 27000 series, showcasing the
interrelation of various standards within this series and how they collectively contribute
to a robust ISMS. This visual representation aids organizations in understanding the
breadth of the ISO 27000 series and how its different components can be applied to

establish a comprehensive and effective information security management system.
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Figure 2 ISO 27000 series of standards

1.3 Comparative Analysis

ITIL and the ISO 27000 series, while distinct in their focus and approach, are
complementary frameworks essential in the field of IT service management and
information security!?!. ITIL, with its roots in the 1980s and evolving over time to its
latest iteration, ITIL 4, offers comprehensive guidance for managing and delivering IT
services. It emphasizes aligning these services with business needs and covers various
aspects such as strategy, design, transition, and operational execution. ITIL 4's guiding
principles like focusing on value, starting from the current state, and progressing
iteratively with feedback, highlight its adaptability and holistic approach.

In contrast, the ISO 27000 series, an international standard for information
security management systems (ISMS), is centered around protecting information assets
like employee data, financial information, and intellectual property. Its systematic
approach to risk management, clear guidance on compliance, and emphasis on
information security governance make it crucial for organizations looking to mitigate
information security risks and enhance stakeholder trust. Its framework, adaptable to
various organizational types, focuses on establishing, implementing, maintaining, and
continually improving ISMS.

Organizations must consider their specific needs and objectives when selecting a



suitable framework. Some may benefit more from ITIL's specific guidance on IT

service delivery, while others might find the ISO 27000 series' broad framework for

information security more pertinent, especially regarding risk management and

compliance. However, many organizations discover that a combination of both ITIL

and ISO 27000 addresses their challenges in IT service management and information

security more comprehensively. This synergistic use of both frameworks can lead to a

more robust and effective management of IT services and security, leveraging ITIL's

detailed processes and ISO 27000's strong emphasis on risk management and

compliance. The integration of these frameworks provides a more holistic approach,

ensuring not only the alignment of IT services with business strategies but also the

protection and secure management of critical information assets.

Figure 3 compares ITIL and ISO 27000, often illustrating the similarities and

differences in a structured format, making it easier for organisations to assess which

framework (or a combination of the two) is best suited to their specific needs and

objectives for managing IT services and information security. For decision makers, such

comparisons are an important tool for aligning their IT strategies with business

objectives and regulatory requirements.
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Figure 3 Comparison of ITIL and ISO 27000




2. Information Systems Security

2.1 Integrated Security Strategy and Governance

Addressing NatureGarden's specific business needs began with the development
of a comprehensive security strategy that took into account the characteristics of its
global business, which relies on cloud services and wireless networks. This included
assessing the security posture of the existing IT infrastructure, identifying critical assets,
potential security vulnerabilities and areas for improvement. Of particular concern was
protecting the security and integrity of customer data and transactional information.

To ensure information security and compliance, it is recommended that a
centralised Information Security Management System (ISMS) be implemented,
following the ISO 27000 standard. This involves the establishment of a cross-functional
security management team responsible for overseeing and enforcing the information
security policy. The governance structure should include an information security
committee to monitor the implementation of the security policy and compliance with
various international and regional data protection regulations.

Security policies should be developed to cover cyber security, physical security
and employee security awareness education. Develop appropriate security guidelines
and practices for mobile and remote work environments®l. The policy also needs to
include detailed guidelines on data encryption, access control, password management,

and how to securely handle and store sensitive data.

2.2 Risk Assessment And Management

Based on the NIST Cybersecurity Framework, it is critical to conduct regular risk
assessment and management. This includes identifying and categorising potential risks
such as cyberattacks, data breaches, and system failures, and then developing
appropriate risk mitigation and response strategies. Risk management strategies should

include risk mitigation measures, such as strengthening security measures at network



boundaries, implementing strict user access controls, etc.!*!

At the heart of risk management is a comprehensive risk assessment framework
that uses methods such as FAIR to quantify and prioritise risks. This involves regularly
reviewing the effectiveness of existing security measures and developing mitigation
strategies for identified high-risk areas, as shown in the risk assessment and

management flowchart in Figure 4.
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Figure 4 Risk assessment and management flowchart

2.3 Security Implementation And Emergency Response

Implementing robust security measures is paramount in safeguarding an

organization's digital assets and infrastructure. Integrating specific security

technologies such as firewalls, intrusion detection systems, data encryption, and multi-



factor authentication forms the cornerstone of a secure IT environment. These measures
are essential in preventing unauthorized access, detecting potential breaches, securing
sensitive data, and ensuring that only authenticated users have access to critical systems.

Adopting a hierarchical security control model is crucial for a comprehensive
security strategy. This model should encompass technical controls, like the
aforementioned security technologies, which provide a direct defense against threats.
Additionally, administrative controls are necessary for defining and maintaining
security policies, procedures, and standards, in line with the ISO 27000 series and NIST
guidelines. These guidelines provide a structured framework for managing information
security risks and ensuring compliance with legal and regulatory requirements. Physical
controls, such as secure access to facilities and protection of physical equipment, further
fortify the organization's defense against security incidents.

Incorporating a Security Information and Event Management (SIEM) system is
vital for enhancing visibility and responsiveness to security events. A SIEM system
collects and analyzes security-related data from various sources, enabling quick
detection, analysis, and response to security incidents. This real-time monitoring is
critical in identifying potential threats and mitigating risks promptly.

Developing and implementing a robust incident response plan is another critical
component. This plan should outline a clear incident response process, designate
responsible personnel and teams, and establish an effective communications strategy to
handle security breaches efficiently. In the event of a security incident, a well-structured
plan ensures that the organization can respond swiftly and effectively, minimizing
potential damages.

Furthermore, a comprehensive data backup and disaster recovery plan is essential
for the continuity and resilience of critical business functions. Regular backup exercises
and disaster recovery drills ensure that the organization is prepared to quickly restore
operations in the event of data loss or a catastrophic incident. These practices are crucial
for maintaining business continuity, minimizing downtime, and protecting against data

loss or corruption.



By integrating these layered security measures and adhering to established
frameworks and guidelines, organizations can create a robust and resilient IT security
posture, capable of defending against and responding to the evolving landscape of cyber

threats.

3. Importance of Updating Regulations

3.1 Evolution of Technologies And Threats

The rapid advancement of technology, particularly in domains like cloud
computing, big data, artificial intelligence (Al), and the Internet of Things (IoT), has
ushered in a new era of security challenges. These technological innovations, while
offering significant benefits, also introduce complex and evolving security threats.

Cloud computing, with its advantages in data storage and processing, brings
specific concerns, especially in multi-tenant environments where data segregation is
crucial. The risk of data breaches in such environments can be significant, necessitating
advanced security protocols to protect sensitive information. Similarly, the emergence
of big data has raised issues related to the storage, processing, and protection of large
volumes of data, often including sensitive personal information.

The integration of Al in various systems adds another layer of complexity to
security. Al systems, if not properly secured, can be manipulated or exploited, leading
to potential risks in decision-making processes and data integrity. Furthermore, the
proliferation of IoT devices, ranging from smart home gadgets to sophisticated
industrial control systems, presents a vast attack surface. These devices, often lacking
robust security measures, can be vulnerable to hacking, leading to privacy invasions
and even large-scale disruptions in critical infrastructure.

In light of these technological advancements, it is imperative for security standards
and regulations to evolve and keep pace with emerging threats. Regular updates and
improvements in security standards are not just necessary; they are essential for

safeguarding corporate assets and ensuring information security. This includes



developing more stringent protocols for cloud security, enhancing data protection
measures in big data analytics, ensuring the ethical and secure use of Al, and reinforcing
the security of IoT networks.

Organizations must be proactive in adapting to these changes, implementing
robust security frameworks, and ensuring compliance with the latest standards and
regulations. This continuous evolution in security practices is critical in building
resilience against increasingly sophisticated cyber threats and maintaining the integrity

and confidentiality of data in a rapidly changing digital landscape.

3.2 Changes In Compliance

As technologies and cyber threats evolve, so do laws and industry standards on
data protection. The European Union's General Data Protection Regulation (GDPR) has
revolutionized personal data protection, influencing how businesses globally handle
data. In the U.S., the California Consumer Privacy Act (CCPA) has heightened data
privacy standards, granting consumers more control over their personal information.
These changes necessitate businesses to update their compliance strategies and
procedures to align with new regulatory requirements. Adapting to these regulations is
crucial not only to avoid legal risks and fines but also to maintain an organization's
reputation and customer trust. In today’s digital era, a commitment to data protection
and transparency is key to building strong customer relationships and gaining a
competitive advantage. Businesses must view these evolving standards as an
opportunity to enhance data protection practices, thus ensuring compliance and

preparing for future changes in the data privacy landscape.

3.3 Case Studies

In 2013, one of the most notable data breaches involved Target Corporation,
affecting approximately 110 million retail customers. The breach was caused by a
hacking incident and is considered one of the major data breaches in recent history.

In the case of Target Corporation's data breach, the main issue was the
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vulnerability of their cyber security measures and systems. Hackers gained access by
infiltrating their third-party vendor's system, and then used that access to get into
Target's payment system, which resulted in a large amount of customer data.
Improvements that follow the security strategy proposed in this paper, particularly
in the areas of risk management and third-party vendor security management, may yield
different results. For example, implementing more stringent third-party vendor security
assessment and monitoring to ensure that all partners comply with the company's
security standardsP®; strengthening internal network security controls, especially in
access control to sensitive parts such as the payment system; and establishing a better
incident response plan to act quickly when anomalies are detected may all have a

positive impact on mitigating damages and protecting customer data!®.

4.Conclusion

This paper presents an in-depth analysis and design of a comprehensive
information system security program specifically tailored for NatureGarden, addressing
its unique security challenges. The emphasis is on developing a security strategy that
not only aligns with the company's specific business needs but also integrates
effectively with its existing IT infrastructure. Drawing lessons from the Target
Corporation data breach, the importance of regularly updating security protocols and
implementing advanced security technologies in a timely manner is highlighted.

In the fast-evolving digital landscape, organizations like NatureGarden must
continually revise and enhance their security policies and practices to safeguard against
emerging threats. The proposed security program for NatureGarden includes
conducting thorough risk assessments to identify potential vulnerabilities,
incorporating state-of-the-art security solutions such as intrusion detection systems and
encryption, and establishing robust security policies. Also crucial is the implementation
of regular training programs to enhance employee awareness of security best practices.

The development of a comprehensive incident response plan ensures quick and

effective action in the event of a security breach. Regular security audits are proposed
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to evaluate and update existing security measures continually. This approach, which
involves engaging all stakeholders in the security program, aims to create a culture of
security awareness throughout the organization.

By adopting this comprehensive and flexible approach to security management,
NatureGarden can ensure the protection of its corporate assets and customer data. This
strategy addresses current security needs and lays a foundation for future adaptability

and resilience in the face of new and evolving digital security challenges.
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