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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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Introduction
This Report will discuss the features of IPv6 (Internet Protocol Version 6, comparing it to its former addressing scheme IPv4 (Internet Protocol Version 4), educating the reader on the significances of what sets it apart and understand why it has not yet replaced the former.
Like its predecessor IPv4, IPv6 works on the network layer,
IPv6 aims to address problems found in IPv4 namely; lack of security, lack of address space of which the problem is extenuated by the very quickly growing population along with the mass production and uses of devices that are capable of connecting to one another through the internet, Data prioritization and lack of flexibility to edit IP addresses[4]. So, there was a need for IPv4 to have a full infrastructural upgrade.

Features of IPv6;

Addressing space
IPv6 uses four times as many bits to address devices over the internet and can house approximately 3.4×1038 different combinations of addresses [4]. IPv4 was developed to handle 32-bit addresses which was enough for its time, however again due to the rapid growth of devices using the internet, the situation became apparent that it would not be nearly enough space to accommodate. Therefore, IPv6 aims to improve this as it was developed with 128-bit addresses, standardised in 1998 [1]. IPv6 also supports more levels of addressing hierarchy, allowing for more organised addressing. Auto-configuration of addresses and scalability thanks to its abundant addresses.

Security
IPv4 does not have any form of encryption or security and heavily relied on the device’s own methods of encryption and decryption of data sent and received. It has IPsec integrated of which IPv4 can also use but isn’t built in. Issues of Tunnelling and host scanning can be avoided with IPv6 due to the built in IPsec [1]. Whereas IPv4 devices must use its own encryption methods, often being more costly.

Reduction of costs
Another popular argument was of the costs of transitioning from IPv4 to IPv6, this is especially true in the Asia-Pacific organisations with an IPv4 allocation, as they can get an equivalent on IPv6 without extra costs which also saves them from buying up more IPv4 addresses.

SLAAC (Stateless Address Autoconfiguration)
Allows devices to obtain unique, globally routable addresses without a third-party source or service.

Enhanced Priority Support
Where IPv4 uses 6-bits of DSCP (differential Service Code Point) and 2-bits of ECN (Explicit Congestion) for the sake of quality of service, it is limited to only end-to-end devices, meaning that the source and receiving device/s must have support for it. IPv6 traffic class and Flow Label are used to tell routers the most optimal method of processing the packet and to route it. [3]
Faster Forwarding/Routing
Due to the simple IPv6 header, it stores unnecessary information at the end, as the first part of the header tells enough information for the router  to take routing decisions thus speeding up the process.


Conclusion
IPv6 is without its drawbacks such as its incapability to be backwards compatible with IPv4 but is an overall improvement, although it did not receive a large initial investment and wasn’t widely used when it was first launched. IPv6 will offer large volume of addresses however at a smaller scale it isn’t very efficient nor does it offer much more flexibility, which is also a reason as to its slow transition when it was released as many corporations hadn’t a need for IPv6 until they grew too large and required more addresses.
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Due to the vast amount of IP address IPv6 is able to achieve, depending on how much is used, complexity of the address will increase and can lower performance, above fig 1 is an example of what an IPv6 address looks like compared to an IPv4 address. However, thanks to the IPv6 header and its subnet ID field, subnetting in IPv6 remains simple and is using hexadecimal instead of binary.
The inclusion of CIDR and NAT for IPv4 has slowed down the rate of depletion of IPv4 addresses. However, that will include complexity and latency issues for IPv4, At the moment IPv4 and IPv6 is coexisting with one another as IPv6 has the features to allow for both the protocol to coexist [2].
Limitations also exist in Internet Broad Band Providers as some may have yet to switch to IPv6 as they don’t see the need to just yet.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers

                                            			Page 4 of 6                                                                                                                             
Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B/21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D/23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F/24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E/26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A/27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C/29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1-R2/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.108
	172.16.13.107

	R2-R3/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.1010
	172.16.13.111
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PC> ipconfig
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix : localdomain
IPv4 Address. . . . . . . . . . : 192.168.1.101
Subnet Mask . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . : 192.168.1.1




