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Romance Fraud, a Cruel Form of Cybercrime – Challenges for the Police Response

The rise in the number of reported cybercrimes in the UK over the past 12 years can only be described as startling, with reported losses now estimated to amount to £27 billion per annum (Cabinet Office and Detica, 2011). Apart from the coalition government’s stance in 2010 to include this sinister form of criminality as a Tier One threat to the national security and critical infrastructure of the UK, this now sitting alongside terrorism, war and natural disaster (HM Government, 2010), the investment in monetary terms has equally been as astonishing. A whopping £22B has been apportioned towards Research and Development (Cabinet Office, 2021) and £117M set aside for the National Security Cybercrime Strategy 2021 – 2026 (Cabinet Office, 2021). Mention has to be made of the £70M that has also been pooled into addressing identified weaknesses within existing technology.
It has been heralded that within the next five years, the public will see significant improvements to the everyday computer microprocessors that are in use, now deemed susceptible to attack due to their vulnerabilities, which will be corrected to significantly reduce the possibility of cyber-attacks. The first wave of devices to see this corrective modification will be mobile phones with a target date set for 2025. This work will see a serious reduction in such capability to attack the devices, which will line the way ahead for larger networked devices. 
The investment of such funds into the fight against cybercrime is purposeful in setting the approach in placing the UK at the cutting edge of cybercrime (Cabinet Office, 2021). It will no doubt be argued, with a degree of cynicism held by some, that the British public will expect to see several differences and not just one, especially with the subject matter receiving so much investment over the past 12 years, a sum nearing £27.6B (Cabinet Office, 2021).
Reassuringly, £117M has been directed into the Cyber Security Crime Programme, this immediately teeing off to strengthen the capability of law enforcement agencies to jointly tackle cybercrime through the lens of both regional and national approaches in pursuing, preventing, and protecting those vulnerable to cybercrime (NCA 2020; HMICFRS, 2019; Cabinet Office, 2021). 
Notable developments have also been made within the law enforcement agencies with more understood to be expected (HMICFRS, 2019b), however, a success story can be seen in the creation of specialist cybercrime units in each of the 43 police forces, a position that the NPCC is rightly proud of (HMICFRS, 2019a).
The National Fraud Office reports on crime reports of those who have been subject to cybercrime and fraud (Action Fraud, 2021b). In 2020/21. it reported that the top five crime types to be 1. Hacking, social media and email, 2. Computer, virus, malware, spyware and hacking personal (National Audit Fraud, 2022). The National Crime Agency (NCA, 2020) reported that romance fraud totalled £60M in losses over a 12-month period from February 2020. The age profiling of the victim data showed that 
Cross et al., 2018 describe romance fraud as taking place in circumstances “where a person is defrauded by an offender through what the victim perceives to be a genuine relationship”. 
Inevitably, in the environment of online dating, most of the physical checks people ordinarily carry out when meeting someone for the first time are replaced with representations of the individual’s environment, along with pictures, and importantly how the person communicates. All of this is experienced on a mobile phone or via a monitor, and a heavy reliance is placed on the moment itself (Steel, 2010). Unfortunately, this can have stark consequences for those unable to quickly decipher the raw intentions of the fraudster, the events inevitably leading towards a series of tactfully managed situations where further control is exercised. 
The internet and social media have undoubtedly changed the way people connect (Schlosser, 2020). In forging closer dialogue and connections with an individual on the internet it is not unusual to want to validate the identity and background of the interested party, which becomes problematic due to the appearance of directness and untrust if asked outright. In not asking, the journey into a body of untruths and dishonesty begins (Couch et al., 2012). It is known that the perpetrators do go to extreme lengths to develop confidence and empathy with the victim, engaging in a range of tactical approaches to secure their intentions (Cross & Kelly, 2016).
Identity crime more often than not accompanies romance crime, in that the offender has to conceal the real identity throughout the period of engagement. For a successful deception to take place, which can be sustained by the perpetrator for a long period throughout the connection between both parties, the choice of identity used can have a bearing on the depth of connection forged early on in the engagement. The degree of appeal, such as the adoption of a person with status or a degree of responsibility, appears to favour the fraudster. Examples of this have been understood to refer to military personnel whose identities have been used specifically to enhance relations with the victim. 
The use of a military identity also affords a degree of managed absence for the offender, a useful tactic for use when needed as an escape if questions become too intense (Cross and Holt, 2021). The adoption of an identity profile of someone enlisted in the armed services affords the fraudster several advantageous points, all appearing to catch the interest of the victim. Dignity, valour and loyalty are some of the many appealing attributes. Once hooked, the steadfast persona affords the actor the opportunity to make several financial appeals, all in the promise that the situation is temporary and that the security of the military will come good (Cross & Holt, 2021). Other skilled and respected roles also attract the same level of admiration e.g. consultants, medics, solicitors, firemen, police officers etc (Chang & Chong, 2010; Nham et al., 2009). It could be explained that in taking on the false identity, the offender also seeks to become empowered by what they believe they are for that temporary period, and thus this generates their control over the victim.
UK Finance shows a 20% rise in bank transfer romance fraud, with this occurring from January – November 2020 with the same period compared to the year before. Action Fraud 2021 and NCA (NCA, 2020) provide crime prevention advice to potential victims on dating sites in an attempt to reduce the number of occurrences of this unique crime.
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