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First, the user logged in on Client1 as Kalan Hughes, which is an administrator account.
[image: ]


A new folder was then created in the C:. It was called ‘Dept_Important_Docs’.
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Inside of the folder, a text document was created. It was called ‘Important_File’.
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The ‘Dept_Important_Docs’ file had permissions applied to it. The user navigated to the Security tab which is where they could alter the permissions for the users. They then tried to remove the Authenticated Users.
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The Authenticated Users were unable to be removed. This is because the permissions for the folder are inherited. 
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The user went back to the Security tab and they clicked on the ‘Advanced’ button. The ‘Disable inheritance’ button was then clicked.
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After the ‘Disable inheritance’ button was clicked, ‘Remove all inherited permissions from this object’ was clicked. The ‘Apply’ button was then clicked.
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After the ‘Apply’ button was clicked, the ‘Yes’ button was clicked. This then removed all of the inherited permissions.
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The user went back to the Security tab and clicked on the ‘Edit’ button. They then clicked the ‘Add’ button to add a new user. The user then added Kalan Hughes to the permissions.
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The permissions were then set for Kalan Hughes. He was allowed all of the permissions.
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The user then checked the properties for the ‘Important_File’ document. 
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A user called Jack Smith was added to the permissions. The user was granted all of the permissions including Read & execute.
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Kalan Hughes then typed text into the ‘Important_File’. Kalan Hughes was allowed to type text and he was allowed to save the file.
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The user then logged in on the Jack Smith account to see if they could edit the ‘Important_File’.
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Jack Smith was able to open, edit, and save the ‘Important_File’. This is because they had the same permissions as Kalan Hughes.
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The user then went on to the Server1 virtual machine and opened Server Manager.
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[image: ]In the Server Manager, File and Storage Services was clicked. A new folder share was created on the server. First, the share profile was selected. The ‘SBM Share – Quick’ option was chosen.






[image: ]Then the share location was selected. The option that was chosen was Select by volume.


The Share Name was then specified. The name was ‘DeptNetShare$’. The Local path to share and the Remote path to share were also specified.
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[image: ]The Configure share settings were then specified. Enable access-based enumeration was checked and Allow caching of share was also checked.


Next, the administrator and two members of the nwtraders.msft domain were added. The administrator had full control and the users had read & execute access.
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All of the settings were then checked to make sure they were correct. The ‘Create’ button was then clicked to create the network file share on the server. 
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[image: ]On the Client1 virtual machine, a Mapped Drive was created. The default drive letter was selected. The folder contains the server name and the share name.


The user then verified that the Mapped Drive had been created.
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The user opened the Server1 virtual machine. They then opened Active Directory Users and Computers. They then right-clicked on the nwtraders.msft domain and they chose to create a new Organisational Unit. It was called ‘Non Admin Users’.
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A new user was created inside of this Organisational Unit. The users name was Ashton Evans. Their password was @shPassword1.
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The user, Ashton Evans, was then created.
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[image: ]The user then opened the Group Policy Management Console. In here, the ‘Non Admin Users’ Organisational Unit was opened.


[image: ]A Group Policy Object was created in the ‘Non Admin Users’. It was called ‘NoCtrlPanAccess’.


[image: ]The ‘NoCtrlPanAccess’ was opened. In here, the ‘Enabled’ button was clicked. This then prohibited access to the control panel.




The command prompt was run to see if the computer policy update was successful. ‘gpupdate /force’ was typed in the command prompt. This then confirmed that the policy update was successful.
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The user went on the Client1 virtual machine and they logged in to the Ashton Evans account to see if the control panel could be accessed. It could not be accessed which means that the policy works correctly.
[image: ]
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The user went back on to the Server1 virtual machine. In the Group Policy Management Console, another Group Policy Object was created. It was called ‘NoCmdPrmptAccess’.
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[image: ]The ‘NoCmdPrmptAccess’ was opened. In here, the ‘Enabled’ button was clicked. This then prohibited access to the command prompt.


The command prompt was run to see if the computer policy update was successful. ‘gpupdate /force’ was typed in the command prompt. This then confirmed that the policy update was successful.
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The user went on to the Client1 virtual machine and logged in to the Ashton Evans account to see if the command prompt could be accessed. It could not be accessed as it displayed a message which said, “The command prompt has been disabled by your administrator”. This means that the policy works correctly.
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The user went back on to the Server1 virtual machine. In the Group Policy Management Console, another Group Policy Object was created. It was called ‘NoRemDriveAccess’.
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The ‘NoRemDriveAccess’ was opened. In here, the ‘Enabled’ button was clicked. This then prohibited access to the removable media drives.
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The user went on to the Client1 virtual machine and logged in to the Ashton Evans account to see if they could access the removable storage. The user could not access the storage window which means that the policy works correctly.
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On the Server1 virtual machine, the user opened the Active Directory Users and Computers. A new Organisational Unit was created. It was called ‘NWClient Computers’.
[image: ]


The Computer Object was then moved to the ‘NWClient Computers’ Organisational Unit.
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In the ‘NWClient Computers’ Organisation Unit, a Group Policy Object was created. It was called ‘NounauthSoftInstallS’.
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[image: ]The ‘NounauthSoftInstallS’ was opened. In here, the ‘Enabled’ button was clicked. This then prohibited access to user installs.
The command prompt was run to see if the computer policy update was successful. ‘gpupdate /force’ was typed in the command prompt. This then confirmed that the policy update was successful.
[image: ]








[image: ]The user went on to the Client1 virtual machine and logged in to the Ashton Evans account to see if they could install programs. This was not able to be tested as a remote PC was used and it did not allow for internet access. This meant that the user could not install any programs to test the policy. 











[image: ]On the Server1 virtual machine, the user opened the Group Policy manager. The nwtraders.msft domain was expanded. In here, the Password Policy was opened. The predefined settings were changed to the values below. 


The command prompt was run to see if the computer policy update was successful. ‘gpupdate /force’ was typed in the command prompt. This then confirmed that the policy update was successful.
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A new user was then created to test the new password requirements. This user was called Bob Andrews.
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A 5 character password was entered for the user. However, an error message popped up because the password was not long enough. This meant that the password policy worked correctly.
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a) Explain the main differences between local permissions and file shares.
There are many differences between local permissions (NTFS) and file shares. Local permissions determine what a user can do to a file or a folder locally [1]. NTFS permissions can only be used on drives which have the NT File System. NTFS permissions offer a variety of permissions that you can give the users [1]. This means that you are not restricted to full control, change, and read permissions. Some of the permissions available on NTFS are full control, modify, read & execute, list folder contents, read, and write [2]. NTFS permissions are on the operating system level. This means that you can only apply permissions to users on the local operating system. NTFS permissions can be applied to all resources which are on the operating system. Local permissions are useful because if you have multiple users who use the same computer, you are able to easily manage what those users can access. This can help to prevent work from being altered or deleted by mistake. One downside of NTFS permissions is that if the drives do not have the NT File System, NTFS permissions cannot be set on the drives. This is what NTFS permissions are and how they are useful.
File shares determines the access that users have to a folder or a file when it is shared across a network [1]. Folders and files are not automatically shared on a network when they are created. This means that it is up to the user to share the file on the network and to set the permissions. Share permissions do not apply if you are logged in locally to the computer that the folder or file was created on [3]. Share permissions have less permissions available than NTFS. All of the share permissions are full control, change, and read. This does not allow for a lot of variety when setting permissions but it does make it easier for the person who is setting the permissions as it is more straightforward as there are only three permissions to choose from. If you share a folder or file over a network, a lot of people will be able to see the file or folder. Share permissions are useful as you can easily manage who has access to the folder or file. You can also manage what those people can do with the file or folder. This is what share permissions are and how they are useful.





b) Describe the role of Group Policy Management in the network environment.
The role of the Group Policy Management is to help make the network more secure. This is because it allows administrators to apply controls over all of the users from a single location [4]. Administrators are able to easily apply policies to all of their users using Group Policy Management. This means that they do not have to spend time going on all of the users computers to apply the policy as they can apply the policy to all of the users by using Group Policy Management. This can help to save a lot of time. Group Policy Management allows administrators to easily manage all of the users computers. This is useful because if a user gains access to something that they should not be able to access, the administrators can use Group Policy Management to create a policy which ensures that the user and all of the other users are not able to access it without having to go on each user’s computer to enforce the policy. This helps to make the network more secure as it ensures that users do not have access to anything that could cause damage to the company. This is the role of Group Policy Management in the networking environment. Below are some examples of polices that could be applied in a network.
One policy that could be applied in a network is to prevent the users from having access to the command prompt. This is because the command prompt is a tool that can be used to gain access to a lot of sensitive information. This means that the administrators could create a policy that prevents the users from gaining access to the command prompt. This can help to make the network and company more secure as it prevents sensitive information from being accessed by users who are not authorised to gain access to the information.
Another policy that could be applied in a network is to prevent the users from gaining access to the control panel. This is because the control panel is a tool that is capable of making administrative changes to the computer which the users should not be able to do. This means that the administrators could create a policy that prevents the users from gaining access to the control panel. This can help to make the computers and network more secure as it prevents unauthorised users from making changes to the computers that could have a big impact on the network. These are two examples of policies that could be applied in a network. 






c) Give some examples of sound ‘password’ principles in modern network environments.
Passwords are very important in modern network environments which is why it is also important to have good password principles. It is important to enforce password principles when making a new password. This is because password principles can help to make sure that the password is a strong and secure password. There are multiple important password principles. 
The first principle is that the password should be unique [5]. It is important to make a password unique because it makes it harder for people to guess it. If your password is not unique, it would make it easier for a person to guess it. This is because if you reuse your password, a person will only have to guess the one password and they would then know what your password is for all of your different login details. This means that they could gain access to your work account, social media accounts, financial information, and much more. This is why it is important to have unique passwords.
The second principle is that the password should be difficult to guess [6]. It is important to make your password difficult to guess as it can help to prevent people from guessing your password. To make your passwords more difficult to guess, you should use special characters, numbers, and phrases in your passwords. This would make it harder for somebody to guess as it would make it almost impossible for somebody to guess what numbers, characters, and phrases you used in the password. If your password was a singular word, the chances of somebody guessing the password increases drastically. This is why it is important to make your passwords difficult to guess.
The third principle is that you should not write the password down [6]. If you write the password down, somebody could find it and they would then have access to your passwords. This can be prevented by using a password manager. This is because the password manager stores your passwords in an encrypted file. This can help you to keep track of all of your passwords without having to write them down. This can help to decrease the risk of somebody finding your passwords. This is why it is important to use a password manager instead of writing your passwords down.
The final principle is that you should use Multi-factor Authentication [6]. This is because it adds another layer of security on top of your passwords. This means that even if somebody guesses your password, they would not be able to access your account as they cannot complete the Multi-factor Authentication. An example of a Multi-factor Authentication app is Microsoft Authenticator. This app is useful as it sends an alert to your phone when you try to login to confirm that it is you. This can prevent people from gaining access to your account as you will be alerted if someone is trying to login to your account and you can then deny them access to your account. This is why it is important to use Multi-factor Authentication on top of your passwords. These are some of the principles that should be considered when making a new password.
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