Academic and Employability Skills

ACCA4016

Hywel Jones 1903723

24/07/2019

Table of Contents
1. Introduction

2. Overview of author

3. Skills Evaluation

4. Action Plans

5. Application

A) Looking after data

B) Time management

6. Conclusion

7. References

8. Appendices

1. Introduction

This report contains a brief discussion and presentation of the authors personality, hobbies and history. This is followed by some research into key skills for higher education learning and for employability. The author attempts to apply and evaluate himself against those skills identified. Further there is a discussion on short term and long term goals and an actionable action plan on how these goals could be delivered. Then we look at different backup strategies and disaster scenarios in a university context. Finally followed by a discussion on time management and the authors e-Portfolio. 
2. Overview of author

I am Hywel Jones and here is a brief overview of my past, my personality and my hobbies. I am originally from Caernarfon in North Wales, where I attended Ysgol Syr Hugh Owen and was mainly interested in maths and the sciences. I then went to Cardiff for 3 years to study mathematics, which led to making many lifelong friends in South Wales. After completing the degree I moved back to Caernarfon for a few years where I worked for the local council in numerous European projects as a finance/monitoring officer. Due to many of my new friends staying in South Wales and due to the better job prospects in the area I moved back down south but this time to Carmarthen, where I began working for Dyfed-Powys Police as a software developer. 
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My personality type is INTJ, which means I am a very introverted person that prefers to think for the future and to think through things logically instead of making feeling based decisions. Thus I also tend to be quite independent and prefer to have a ordered and planned out lifestyle rather than live in the moment. 

As for my hobbies I am very interested in motorbike riding and racing, having raced in both Anglesey and in Pembrey to date with aspirations to participate in many other tracks. I take my SV650 on many sightseeing trips around South Wales and sometimes further afield into North Wales. I also enjoy reading into financial markets and the economy, with my favourite film being The Big Short and having read a recent IMF white-paper about deep negative interest rates. 

Personality presentation screen-grabs:
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One of the key points that I learned from producing a timed powerpoint presentation was that planning and practising the presentation as I was preparing it was essential to get close to the allocated presenting time. Not just reading or skimming the presentation but going through the whole presentation as I would on the day was invaluable in getting close to the time allocated, it also helped indicate if content needed to be added or removed. The practice also helped in being able to speak clearly and comfortably about the content in the slides, it helped to be able to quickly remember additional details without the need to constantly check notes. 

I think the presentation could be improved upon by including some more content on the slides. Some of the slides didn't have much content and even though I wouldn't have to discuss all the additional content added during the presentation, the audience could potentially have more to read on the slides as I discussed the main points. I did finish the main presentation with about 30 seconds to spare, which I could have spent discussing my final hobby of financial markets further, especially if I had added more content to the slide itself. 

3. Skills Evaluation

Key skills required for successful learning in higher education
There are many key skills required for successful learning in higher education. Some of the more basic initial skills come from recognizing your own personal learning style. This personal preference can radically change how it is best to go about learning, it can effect whether the student prefers to work through problems alone or as part of a larger group. Working alone can help in focusing to resolve one particular issue without distraction yet working as part of a group can promote different ideas or ways of approaching the same issue. [1]

Closely connected to the above point is improving memory and concentration when learning. If a student isn't able to keep concentrated for very long then when placed in a busy group situation, this could exacerbate the problem through constant and repeated interruptions. Students may also find in the modern world many distractions such as notifications from social media, life commitments and other social interactions. Finding a way to remove these distractions or mitigate them as much as possible can lead to much better concentration. 
Improving ones memory is also very important to retain information as it is learned, thus any techniques to increase information retention can be useful. There are some basic memory improvement suggestions that can be used such as thoroughly understanding a concept first, only deciding to memorize important information first and using rhymes or images to link to information. There are also much more sophisticated techniques such as the Method of Loci (MoL) mnemonic technique. This involves creating a “memory palace” where information is linked to a well known route or place, this method requires initial learning and setup of the technique but it can help boost memory recall substantially [2]. 

Setting a study plan can also help improve time management and break down tasks that appear insurmountable into easier to handle chunks. The study plan should list down the tasks about what needs to be studied and when this should occur, to maximize its usefulness. Seeing results from successfully following a study plan can also lead to positive reinforcement where the student sees value from maintaining and keeping to the study plan. This should also help mitigate issues with time pressures when there are multiple assignments and or tests in a short period of time, that the student knows they have an effective tool to schedule and tackle the workload. [1]

Key skills sought after by employers
Other than the skills used directly in role there are many other key skills that employers seek out when seeking new employees. Employers will often look for self-management as one of those key skills they seek in prospective employees. If the employee is able to use their own initiative in organising their workload and meeting deadlines, then it means less management overhead in keeping that role productive and on track. Management time can thus be spent on more productive activities which is good for the organisation, it also tends to follow that employees with high initiative are able to resolve their own problems or issues which is an added benefit [3]. 

Problem-solving skills are of growing importance in many industries as technology evolves and becomes more prevalent in the workplace. Being able to analyse problems, especially as more and more companies are data driven, and logically break these down into manageable and methodical chunks possibly to be distributed to others in the team to resolve is an invaluable skill.  [4] 

Team working is another very important skill that employers value as many modern problems and projects can involve many different disciplines that can require several teams to tackle simultaneously. Teams can also leverage synergies and can use a more efficient workload distribution to tackle tasks than they can individually, as Aristotle famously said “The whole is more than the sum of its parts”. Different team members will naturally be better at certain tasks and that can be leveraged to increase the total throughput of the team, this is why team-working is such an important skill for employers who wish to improve productivity [3]. 

Communication and customer awareness is also a very important skill as many business pivot to try to seek an edge over their competitors though better customer service. This also ties into the above point about team-working, if a candidate can demonstrate good team-working skills then they have some of the basic skill to be good communicators and consumer focused [3].

Self evaluation
After taking a personality test, as detailed in the introduction, I am a INTJ personality type [5]. This means that I'm very logical thinking that enjoys theoretical challenges and that likes being independent and original. On the other hand my weaknesses are lack of respect or appreciation of social standards that means I can come off as very insensitive. Another weakness is the tendency not to follow rules or conventions without understanding why, thus learning new tasks from others that aren't logically minded can often be very tedious and  I could appear very “difficult”. 
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The above is the result from the Big 5 personality test. As can be seen, this test primarily agrees with the Briggs-Meyers test in that I'm introverted with very low agreeableness.

For an INTJ with these characteristics the suggested career types that could fit are shown in the picture below. As can be seen these roles are often based in the sciences and heavily feature logical thinking and problem-solving.  
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Comparing these results to what I initially thought my personality was like there are a lot of similarities. I had done some personality type tests a few years ago and the main changes have been in agreeableness and conscientiousness, where I think I've gotten more disagreeable in having stronger opinions but higher conscientiousness with an increased liking to finishing tasks. The possible career paths suggested are also very similar to what I had thought I would enjoy. I used to work as a finance officer for an European project but I recently moved to a software developer role and the new role is certainly a much better fit and I enjoy the new role much more.

I have learned how I could use my personality and skills together to maximize my potential. Such as when demonstrating employability skills at an interview I would be able to convey and demonstrate the skills that I have and that the employer would find useful. In regard to higher education I have also learned that I would probably work best alone and that I can help improve my memory by associating images or rhymes with important pieces of information. I have also learned that my current career path is one that suits me and that this degree in software engineering is also very suitable for me. From the personality test I am now more aware of my weaknesses, such as my tendency to be disagreeable and lack of social interaction which is something I could improve on in the future. 

4. Action Plans

The short term goal is to complete all the modules of this degree course to enable progression on to the next semester. Also finishing rebuilding the motorbike is a short term goal as the brake system needs to be rebuilt and the new fairings need to be properly mounted and fastened on to the bike. As for long term goals, completing the degree course and also proceed to increase track day experience through racing at different tracks all over the UK, followed by possibly achieving a ACU racing license are possible goals. For career development, achieving a senior developer role is a goal, since the author now has 5 years of programming experience which is a prerequisite for most posts. [6]

Short term – rebuilding bike
Here the specific goal is to get the bike to a full working racing condition, which can be measured by evaluating the bike against road worthiness (MOT). This goal is fully achievable as similar tasks have to those required here have been completed by the author previously. This is relevant and time bound as the track season comes to an end around October due to deteriorating weather conditions, thus completing the tasks later would mean no more racing this year. [7]
	Task
	Start Date
	Duration
	Complete By

	Remove front brake calipers
	03/08/19
	1 day
	03/08/19

	Open and rebuild calipers
	05/08/19
	5
	09/08/19

	Mount and bleed rebuilt calipers
	10/08/19
	2
	11/08/19

	Remove damaged rearsets
	12/08/19
	2
	13/08/19

	Drill mounting holes in new fairings and mount
	14/08/19
	5
	18/08/19

	New rearsets arrive, mount new rearsets
	05/09/19
	3
	07/09/19


Long term – university/career
This is a specific goal to progress to a senior developer given the experience and skill accumulated. This is obviously measurable as most job advertisements will have a prerequisite list of skills and experience required, we can measure our progress against how much we now meet these requirements. These tasks are individually achievable especially since the author has previously completed a degree which looks like the most challenging of the below tasks. These are relevant and time based as there is a clear progression needed to reach the goal. [7]

	Task
	Start Date
	Duration
	Complete By

	Complete software engineering degree to demonstrate qualification in area
	May 2019
	4 years
	July 2023

	Team-leader experience as focus group chairman
	August 2019
	2 months
	October 2019

	Attempt to get on a team-leader/management course
	October 2019
	6 months
	March 2020

	Update LinkedIn profile
	July 2023
	1 week
	July 2023

	Search for career prospects in organisation
	July 2023
	1 week
	July 2023

	Apply for opportunities or search externally
	July 2023
	Ongoing
	


Long term – race license
These tasks are specific and measurable in that my pace can easily be compared to other in the higher groups and during participation in a race event. These could be achievable but the authors pace hasn't plateaued yet, so continued progress can be expected up to a point. These are also relevant as experience at different tracks is required before some of the final tasks can be completed and this also makes them time bound in that they must be done sequentially. 
	Task
	Start Date
	Duration
	Complete By

	Complete short term rebuilding goal
	August 2019
	1 month
	September 2019

	Pembrey – Fast group
	28 September 2019
	1 day
	28 September 2019

	Castle Combe – Intermediate group
	2 October 2019
	1 day
	2 October 2019

	Anglesey – Intermediate group
	11 October 2019
	1 day
	11 October 2019

	Evaluate pace against others
	End of 2019
	1 day
	End of 2019

	Participate in a NGRoadRacing event
	Start of 2020
	1 year
	End of 2020


5. Application
5.1 Looking after data
Data backup strategy
It is very important not to lose data, especially if the amount of time spent creating the data was significant or the process unique, such as large assignments or holiday photos. Here we describe a backup strategy that follows the rule that if data doesn't independently exist in 3 different places at once then the data is potentially vulnerable to loss [8]. The backup strategy that we used involved 2 different geolocations as well as 3 different data stores. 
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The primary device used was a USB stick, where all working files and folders were saved there first, and those were the files opened and worked upon. We then follow a procedure where at the end of every day we compress the entirety of the USB device into a zipped folder and save it on the local machine used that day with an ascending filename and date.

We can password these files in the zipping process for additional security and then upload them to a cloud service, here we used pCloud. 
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This gives us a daily backups of the entirety of the work done and also lets us have a rudimentary versioning of these files. Another benefit is that these files are now at a different geolocation than our primary USB stick, also as an indirect by-product of this process there now exists a copy of the zipped file on the local machine used to upload the file as well. Then every month we proceed to copy a versioned file off to an external hard drive, this hard drive is a USB device that is only connected for creating the backup and is stored in a sealed waterproof food bag in a different part of the house.
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Due to previous data loss experience the author is very good at remembering daily backups but for the monthly backups we consider using a repeating calendar entry as a reminder to ensure the process takes place. 
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Disaster scenarios
There are numerous disaster scenarios that are very possible so we list some here for consideration.

1) USB device loss. This is one of the most probable scenarios as the USB stick is a piece of plastic attached to a keyring, the likelihood of the plastic being damaged, keys left behind or the USB itself being left behind is likely. The strategy should be able to cope relatively well with this scenario as a maximum of less than a day of work can be lost. This is due to all the work being backup up at the end of the day, meaning the USB would have to have been lost during the day for any substantial data loss to occur. The likelihood of the USB being lost in between days (between end of one day and the start of the next) is higher and this strategy would be able to survive this scenario with no data loss. The restoration of data is also very easy as it only requires a file download from pCloud and the unzipping process before work can proceed, a replacement USB stick can be picked up when convenient.

2) We could also face intentional or unintentional file deletions, this could be apparent quickly or only after a period of time. This scenario is also protected against as we have daily versions of our data up on the cloud, this can let us identify and recover up to the version necessary to remedy the situation. We would be able to recover to the monthly backup hard drive if necessary that the deletion happened a long time ago. 

3) Natural disasters are also covered by this strategy as the data would always be at two different geolocations, that is the cloud and a local data store. Thus if a natural disaster would hit the local data store it would be recoverable from the cloud and vice versa. We shouldn't face more than a day of data loss due to the USB/cloud store being up to date daily.

4) Hard drive failure should also be covered as the USB or the cloud could be used to recover or create another backup when a new hard drive is procured. This shouldn't result in data loss but it could if combined with another disaster scenario such as the file deletion that would require backups of longer than a month.

5) Theft would be most damaging giving both the USB and the backup hard drive could potentially be stolen. This would be resolved by restoring form the cloud copies when new devices were available. This again shouldn't result in data loss of more than a day.

6) Ransomware is another possible scenario where data is encrypted by a malware attack. Due to the manual nature of the file upload to the cloud and the disconnected hard drive backup, this system should be very resilient to this method of attack, potentially only facing a day data loss. See Appendix A. for more information. [9]

5.2 Time management and self-organisation
The author intends to use the action plan to achieve the short term and long term goal in regard to motorcycling. Also the MoL technique to associate images, rhymes or locations with information or an understanding of an idea is very interesting and could be easily implemented for future improvements in productivity and memory recall. An action plan to plan out the workload for future modules would definitely be beneficial. It is very easy to underestimate the time required for completion of multiple assignments that each have multiple subsections when working on them concurrently, especially when the deadline dates are quite compressed.  

Here is my PDP implementation:
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Here the main structure is separated into three folders; Personal, Work and University. Under each there is a another level to compartmentalize the topic further. This structure is very likely to change as time goes on, especially the university folder as it would be beneficial to further subdivide by years to stop too many files from being at the high level. The personal folder holds many PDFs and technical documents on servicing and maintaining each bike, especially torque specifications which are hard to come by on some bikes. The university folder is currently only split up per module to hold all the documents and assignment material that is required, this will change next year with another folder to archive completed semesters. The work folder contains CVs and other documents relevant to employment, such as qualification transcripts and certifications, see appendix B for the LinkedIn profile. 

6. Conclusion
In conclusion we reflect that many of the techniques and skills we have learned and discussed here can be very useful for the future. In particular we see that action plans and data backup strategies can be immediately useful when applied to the current day. Other skills, such as increased memory retention and realizing how our personality can be used with our strengths and increase awareness of out potential shortcomings of weaknesses. 

For fruther sutdy and consideration the MoL and other similar techniques to increase memory retention and a better understanding of how the mind works would be very interesting. Here further reading into books such as “Thinking Fast and Slow” by Daniel Kahneman would be interesting and could shed more light on the subject.

7. References
[1] C. Dawson, The mature student's study guide, Oxford: How To Books, 2006

[2] J. A. McCabe, “Location, Location, Location! Demonstrating the Mnemonic Benefit of the Method of Loci,” Teaching of Psychology, Vol.42(2), pp169-173, Apr 2015. 
[3] T. Frances, Brilliant Employability Skills : How to Stand out from the Crowd in the Graduate Job Market, Second ed. New York: Pearson Education 2017.

[4] Careers and Employability Service, “Employability Skills,” University of Kent 2019. [Online] Available: https://www.kent.ac.uk/ces/student/skills.html?tab=problemsolving-and-analytical-skills . [Accessed Jul. 25, 2019]

[5] Career-Test, “Career Test,” Career-Test 2015. [Online] Available: http://www.career-test.co.uk/take_test.php . [Accessed Jul. 25, 2019]

[6] MindTools, “SMART Goals How to Make Your Goals Achievable,” MindTools. [Online] Available: https://www.mindtools.com/pages/article/smart-goals.htm . [Accessed Jul. 26, 2019]

[7] E. Tempest, "How to Draw up SMART Objectives That Will Work." Nursing Times vol. 108.41, pp.37, Oct. 2012.

[8] P. Turner, “Backups—The Rule of Three,” Law Technology Today, Dec. 22, 2014. [Online] Available: https://www.lawtechnologytoday.org/2014/12/backups-rule-three/ . [Accessed Jul. 26, 2019]

[9] Wikipedia, “Data loss,” Wikipedia. [Online] Available: https://en.wikipedia.org/wiki/Data_loss . [Accessed Jul. 26, 2019]
8. Appendices
A)

CryptoWall, Ransomware, security brief
1. Abstract
A brief overview on ransomware detailing common methods of attack, the effects of an attack and possible mitigation and recovery steps. Also a more detailed breakdown on the specifics of the ransomware CryptoWall.
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6. References
3. Introduction to ransomware
Ransomware is a type of malware that blocks access to files and then requests a ransom if the victim wishes to regain access to those files. Ransomware uses many attack vectors varying from posing as attachments to exploiting system vulnerabilities through malicious websites to infect systems. It then typically proceeds to encrypt user files or restricts access to files and subsequently displays a ransom note demanding payment in exchange for access or the decryption key. 
4. Ransomware in general
4.1 Method of attack
There are a few different ways that ransomware can infect computer systems. A common way is as a Trojan file attachment to an unsolicited email, such as a PDF or Word document. These attachments look like normal documents but when they are run they can easily infect the computer system. 

Another method to deliver ransomware is Malspam, which is a method to trick users into clicking or downloading files that appear from a trusted source. Often these malicious websites appear very similar to genuine sites but with only minor differences, such as a typo in the url, using social engineering to deceive users. 

Advertising can be exploited to redirect unsuspecting users to malicious websites that exploit a browser vulnerability to deliver the ransomware. These malicious websites scan and profile users in the background in order to find the most effective way of delivering the malware payload, often through a known software vulnerability [1].

4.2 Effect of attack

The effects of a ransomware attack can vary from popups to total data loss. Some ransomware will only attempt to scare the user into paying the ransom, either through popups or full screen windows that demand payment. Other more damaging variants will encrypt files to varying degrees, making data recovery difficult if not impossible without the decryption key [1].

      4.3 Mitigation and data recovery

Having a robust and up to date backup strategy will help mitigate most if not all of the damage done by ransomware. If the files held at ransom are easily restored or backed up in another location then the ransomware can be removed through either a anti-malware security product or a full system re-install. 

If a backup of the ransomed data is not available then specialized decryptors are available for some infections and scanning for infections using an anti-malware security product can help in some instances [1].

In the worst case scenario where no backup is available and no anti-malware product can restore access to files, paying the ransom is not recommended as suggested by the FBI [2]. They state that many organizations never get a decryption key and could embolden criminals to further develop and utilize this method for criminal gain.
5. CryptoWall
5.1 Method of attack

CryptoWall can target all version of windows [3] and can use many different infection methods. The most common attack vector being from a phishing email, which can use social engineering to encourage users to click a download link for the malware. The second most common method is to take advantage of known software vulnerabilities through exploits to directly infect systems. The final method being through malicious advertising to install the malware unbeknownst to the user [4]. 

5.2 Effect of attack

A CtyptoWall attack is one of the more damaging forms of ransomware due to its improved and widespread encryption. The malware will initially install itself into a background windows task, meaning it cannot be removed easily through a system reboot.

Once running as a background task it will communicate with its base server to get an encryption key, then it will scan and encrypt any personal files it finds. The encryption algorithm used varies according to the version of the CryptoWall infection, the old versions preferring RSA-2048 whilst the newer versions use AES-256 encryption. These encryption methods are cryptographically strong and a brute force attempt to find the decryption key is infeasible due to the time to traverse all possible combinations. It will try to encrypt files on the local machine as well as files on any connected network devices. Newer version also encrypt files names, making data recovery even more difficult [3]. 

5.3 Mitigation and data recovery

Taking steps to target each of the common attack vectors can reduce to risk of initial infection. Utilizing real time scanning anti-malware security products that have protection in place against the exploits used by CryptoWall can mitigate from initial infections [5]. Educating users on possible phishing attempts and not clicking on links and attachments can also prevent initial infection. Using a local firewall can also halt a CryptoWall attack as the malware would be unable to connect to its base server to retrieve an encryption key to begin the attack. Updating and keeping systems up to date with current security patches can help mitigate known avenues for the malware to exploit. If an infection does occur then having a backup and restore strategy can render the attack useless as the data and system can be restored to a previous known good state.

Systems can also be set up with a minimal privilege model, so that in the event the malware does gain access it has insufficient privileges to execute the attack.

Again as recommended by the FBI, paying the ransom is not recommended as getting the  decryption key is not guaranteed.   [2][4][5]
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