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[bookmark: _Toc535827114]Introduction

This report covers the construction and implementation of the Lifeline project.  It explores the risk management, ethical, legal and sustainability issues, code of practice and quality assurance.
The Lifeline project is designed to aid survivors of a tornado disaster by supplying a temporary Wireless Local Area Network (WLAN) to any survivor so they are able to contact emergency services using either the internet or cell phones. They will also be able to contact loved ones to assure them of their status. This is achieved by using a truck equipped with satellite and Worldwide Interoperability for Microwave Access (Wi-Max) capabilities slowly making its way in a grid pattern through the affected area, supplying temporary internet and cell phone access.
[bookmark: _Toc535827115]Risk Management
[bookmark: _Toc535827116][bookmark: _GoBack]Scope of Risks
The scope of risks for the Probability Impact Matrix does not cover impeded signal strength due to reflection, refraction or scattering of internet signal due to weather conditions, dust or debris. This has already been covered in the PID. “This should give people in a 30-mile radius the ability to contact emergency services via cell phones or internet. In reality the distance would more likely be a one-mile radius due to the refraction caused by dust and debris. “ [1]
The Probability Impact Matrix covers the risks involved in traversing the city of Kansas, delivering the internet and Wi-Max access to the citizens.
[bookmark: _Toc535827117]Risk identification
· R1-Likelihood of broken power lines
· R2-Possibility of falling trees/debris
· R3-Obstructions in the road
· R4-Burst water mains/gas pipes
· R5-Flash Flooding
· R6-Freak weather occurrences
[bookmark: _Toc535827118]Probability Impact Matrix
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[bookmark: _Toc535827119]Risk Analysis and Prioritization: Which are the most serious risks?

[bookmark: _Toc535827120]Explanation for the identified risks 
The probability impact matrix above shows that R1 (the likelihood of broken power lines) is one of the most hazardous risks to encounter. As tornados can be accompanied by hail and rain, any downed power lines become doubly dangerous.  The high voltage of a downed power line can be as much as 500,000 volts [2]. The lines can still hold electricity even if there is no outward signs such as sparking [2].  R2 (possibility of falling trees/debris) and R3 (obstructions in the road); as tornadoes come into contact with trees, they are pulled from the ground and/or get torn apart [3]. Tornadoes have extremely high winds that rip the roofs off buildings, shatter windows and generally tear apart structures. They also have the ability to move vehicles.  This debris is later dropped. Flying debris is a major cause of injuries associated with tornadoes, and also cause obstructions on roads [4].
[bookmark: _Toc535827121]Strategy for managing risks
The best course of action when encountering any of the risks would be to coordinate with the designated contact in the Local Emergency Operations Plan, inform them of the situation and request the next intervention sector. This would keep the rescuers updated to where the danger zones are, while allowing affected citizens continued access to the internet.
[bookmark: _Toc535827122]Code of Practice: Sustainability
[bookmark: _Toc535827123]First Order: Direct
From manufacturing to end of life disposal of IT products such as monitors and computers there are social and environmental consequences.  Choosing products with sustainability criteria such as reduced environmental impact, ergonomic design and socially responsible manufacturing along with equipment that can be reused and recycled are some of the ways to help reduce these risks and contribute to a more sustainable future [5].  
[bookmark: _Toc535827124]Second Order: Indirect
Buying a truck such as a Scania L-series, which won the ‘Sustainable Truck of the Year 2019’, [6] maximises performance by using a state-of-the-art gearbox that is fuelled by gas and minimizes the impact on the environment [6]. The truck can be customised by adding insulation to the command centre to minimise the cost of heating, while at the same time be vented adequately to allow the release of heat from the machinery it will be carrying. There is always an environmental impact when travelling, regardless of how good the vehicle used is. Air travel is an essential part of the Lifeline project and so will always have a negative effect on the environment. This is offset by the fact that it is only essential travel to aid in the rescue of affected citizen in the aftermath of a natural disaster. 
[bookmark: _Toc535827125]Third Order: Systemic
As a company determined to make their environmental footprint as small as possible, the use of online bookings and keeping paper use to a minimum is paramount. To that end the use of smart devices will be used wherever possible.
[bookmark: _Toc535827126]Code of Practice: Ethical and Legal

[bookmark: _Toc535827127]Comparing BCS and IEEE Code of Conduct
The BSC and the IEEE Code of Conduct share many commonalities. Both require members to have the public’s wellbeing in mind, respect the public’s privacy and act in a professional manner. Neither codes allow harassment or discrimination.  IEEE says to “Be respectful of others” and “Treat people fairly” [7] whereas BCS addresses this in 1 a) “have due regard for public health”, b) “the legitimate rights of Third Parties,” and c) “conduct your professional activities without discrimination” [8]. 
The BCS code is more extensive when covering their members “Professional Competence and Integrity”,  2 a),  b),  c) and d) refers to the member’s competency and continued “awareness of technological developments” and “understanding of Legislation and that you comply with such Legislation” [8]. Professional competence is not covered under IEEE, although it does mention their members have to “Comply with applicable laws in all countries where IEEE does business and with the IEEE policies and procedures” [7].  BCS covers integrity in 2 e), f) and g) while IEEE states “We will avoid injuring others, their property, data, reputation, or employment by false or malicious action.” [7] BCS goes one step further by adding in 2 f) “by false or malicious or negligent action or inaction”.  In 2 g) BCS addresses “reject and will not make any offer of bribery or unethical inducement” [8] and this is mirrored in IEEE’s “Rejecting bribery in all forms” [7].  
BCS 3 “Duty to Relevant Authority” [8] has an in-depth list of do’s and don’ts when it comes to professional responsibility. Part 3 b) refers to conflict of interest. This is the only part of BCS 3 that appears to be covered by the IEEE code. 
The last part of the BCS Code, 4 “Duty to the Profession” [8] relates to protecting the good name of the BCS.  4 c) “uphold the reputation and good standing of BCS, the Chartered Institute for IT.” [8] While part 4  f) “encourage and support fellow members in their professional development” [8] promotes comradeship.  Again, this is not covered in the IEEE code. 
[bookmark: _Toc535827128]BCS and Brexit
With Brexit fast approaching, the BCS has put together a report for how they see the needs of the UK outside of the European Union. Pertinent fact as seen by the writer of this report. 
If Britain leaves the European Union, a major problem doing business outside of the UK is data protection [9].  The GDPR (General Data Protection Regulation) replaced the Data Protection Act of 1998 and now meets the minimum EU regulations.  This means that while Britain will be outside of the European Union any companies holding personal data of any citizen of the European Union will be affected.   That includes but is not limited to emails and IP addresses [10]. Having the GDPR in place will definitely be of assistance to any company that has dealings with the EU going forward. BCS States “Data-driven: we want to see the UK as an exemplar and innovator in a data age, with data protection equivalence with EU regulations as a minimum goal” [9]. 
[bookmark: _Toc535827129]Quality Assurance 
[bookmark: _Toc535827130]S – Specific
The aim of Lifeline is to have a truck that is capable of assisting Kansas City Citizens by providing internet and Wi-Max access for a short period of time to allow affected citizens to contact emergency services and loved ones. Using a state-of-the-art truck, equipped with Cisco hardware to drive in a grid-like pattern through the affected area.
[bookmark: _Toc535827131]M – Measurable
A measurable outcome will be the use of free internet and Wi-Max to Kansas City Citizens in the aftermath of a major natural disaster. The ability for affected citizens to assure loved ones they are safe, thereby keeping emergency service lines free of distraught family members looking for updates on their loved ones. Another measurable outcome is for affected citizens to be able to contact emergency services with their location and any pertinent information to their situation such as existing health issues, physical disabilities and if there is any other information that would help rescuers, such as if pet control is required.
[bookmark: _Toc535827132]A – Attainable (Achievable)
The date for the delivery of networking equipment was extended from 5 to 10 days. The overall affect was not significant, as shown in the updated Gant Chart shown in the appendix. The API was constructed by the given deadline.
[bookmark: _Toc535827133]R – Realistic (Relevant)
Training of American personnel to be arranged. As the computer system is Cisco based, the training of personnel to operate the system will be minimum and should be accomplished within a 1-week training period.
[bookmark: _Toc535827134]T -Time
Project Lifeline should be up-and-running in time for the May/June tornado season in Kansas City.[11]
[bookmark: _Toc535827135]Usability
To test the usability of the Lifeline project, test runs could be completed in a near-by city. Vehicle A equipped with a satellite and Cisco routers and computers to traverse streets while vehicle B equipped with a range of smart devices would be set distances away. The test would be to see if vehicle B with the smart devices could pick-up and use the internet and Wi-Max signal provided by vehicle A. This would be repeated at a range of pre-set distances to see how far away the signal could be detected and used. A checklist comprising of the distance the signal could be detected along with connectivity data, air quality conditions (for dust) and cloud coverage would give valuable feedback. The data could then be analysed to give a more accurate picture of the Lifeline project capabilities and test the routers, computers and satellite in a real environment.
 [image: C:\Users\Lenovo\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\4415FE20.tmp] 
[bookmark: _Toc535600785]Figure 1: Packet Tracer showing a physical view of connection
Fig 1. Above illustrates a vehicle travelling down a street and giving internet and Wi-Max coverage in the surrounding area. Smartphone2 is connected.
 [image: C:\Users\Lenovo\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\50F1A92E.tmp]
[bookmark: _Toc535600786]Figure 2: Packet Tracer showing Logical view of connection
Fig 2. Above illustrates the same vehicle providing coverage to Smartphone2 in logical view. As the truck proceeds down the street the phone will move out of the coverage area.
  [image: C:\Users\Lenovo\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\43E2225A.tmp]
[bookmark: _Toc535600787]Figure 3: Packet Tracer showing how coverage moves in physical view
Fig 3. Above shows the truck moving forward and how the Smartphone2 is no longer able to use the internet or Wi-Max and how the truck has now provided coverage to other smart devices.
[bookmark: _Toc535600788] [image: C:\Users\Lenovo\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\AE6A6B78.tmp] Figure 4: Packet Tracer showing coverage in logical view
Fig 4. Above illustrates Smartphone2 is no longer connected to the router. Other smart devices are now connected.
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Original Gant Chart
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