Lab 6
Task 1
1. 
Escalate privladges
cisco@ubuntu:~$ sudo su 
*enter passcode
Add new group named HR
root@ubuntu:/home/cisco# groupadd HR 
Verify created groups
root@ubuntu:/home/cisco# cat /etc/group
IDs
HR 	1005
MGT	1006
EMPGA 	1007
EMPGB 	1008
EMPGC	1009
[image: ]
2. 
Passwd file
[image: ]
	Shadow file
[image: ]
3. Print your current working directory
a. joe@ubuntu:~$  ls -i
[image: ]
4. Go back to the /home
a. joe@ubuntu:~$  cd ..
[image: ]
5. list all the directories and permissions
a. joe@ubuntu:/home~$ ls -l
[image: ]
6.  Set up as the table
7. Evidence:
a. [image: ]
b. [image: ]
c. [image: ]
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ljoeeubuntu: shomes 1s -1

fotal 32
Jdruxr-xr-x 18 cisco
fdruxr—xr-x 2 david
fdruxr-xr-x 2 ethan
firuxr-xr-x 2 jack
fdruxr-xr-x 3 jenny
fdruxr—xr-- 3 joe
fdruxr—xr-x 2 mac
fdrukr—xr-x 2 roy
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Joe@ubuntu:™$ cd ..

joequbuntu:/hames cd jenny

joequbuntu: /home/ jennys 1s -1

total 12

-ru-r--r-- 1 jenny jenny 8380 Nov 11 04:09 examples.desktop
- 1 jenny jenny 0 Nov 11 05:16 file_jenny_c.txt
joe@ubuntu:/hame/ jennys
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joe@ubuntu: shomes cd mac
joequbuntu:/hame/macs s -1

total 12

-ru-r--r-- 1 mac mac 8980 Nov 11 0
-rusru--- 1 mac mac 0 Nov 11 0
joe@ubuntu: shome/macs

3 examples. desktop
:21 file_mac_g.txt
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Joe@ubuntu:/home$ cd roy

joe@ubuntu: shome/roys 1s -1

total 12

-ru-r--r-- 1 roy roy 8380 Nov 11 04:12 examples.desktop
-ruxruxrwx 1 roy roy 0 Nov 11 05:20 file_roy.txt
joe@ubuntu: shome/roys
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root@ubuntu: /home/cisco
ssh:x:118:
avahi-autoipd
avahi:x:120:
bluetooth:x:121:
scanner 122:saned
colord:x:12:
pulse:x:124:
pulse-acces
rtkit 126
saned:x:127:
cisco 100!
sambashare
vboxsf:x:999:

:119:

125:

28:cisco

EMPGC:x:1009:
root@ubuntu: /home/cisco# f|
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root@ubuntu: /home/cisco

colord:x:113:123:colord colour management daemon,,,:/var/lib/colord:/bin/false
speech-dispatcher:x:114:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/
false

hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
kernoops:x:116:65534:Kernel Oops Tracking Daemon,, bin/false

pulse :124:PulseAudio daemon,,,:/var/run/pulse:/bin/false

rtkit :126:Realtimekit,,,:/proc: /bin/false

saned /var/lib/saned: /bin/false

usbnux daemon, , , : /var/lib/usbmux: /bin/false

000:Cisco, ,, : /home/cisco: /bin/bash
::/var/run/vboxadd: /bin/false

bin/false

var/run/sshd: /usr/sbin/nologin

/home/Alice:

home/Eric:

1005:1010: Jenny,101,2354,76698: /home/jenny: /bin/bash
1006:1011: Joe,101,2354,76699: /home/joe: /bin/bash
:1007:1012:Roy,100,2355,76610: /home/roy: /bin/bash
jack:x:1608:1013:Jack,1011,2356,76601: /home/jack: /bin/bash
ethan:x:1009:1014:Ethan,103,2357,76602: /home/ethan: /bin/bash
mac:x:1010:1015:Mac, ,,76603: /home/mac: /bin/bash
david:x:1011:1016:David, ,,76604: /home/david: /bin/bash
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root@ubuntu: /home/cisco

sshd:*:16968:0:99999:
Alice:$65YIa1H/DP$Sk4LkF3KScIpZFXGoaXrqGgmlmMsDL5NX65 . ouF14XTMmzGnqchOFzGHz@d8391
1ptX2Q68/QNge4Bgv2N3Wfy. : 16968:0:99999:
Bob:$65kLNzZFF1$TzqpXj2G/MO15zbnpvCn/wYq2khN1QfexR1AeLKcpgDOL2p4hBrP3H1geRbgCAQ/
S1sOFWLYCMh6TAjiumC6v. :16968:0:99999:
Eve:$6$rmrI1SWD$pi0DL/VX0q9QF80tIEV2CISKHLHPFOU2UFLnjRNYEVKUQY8qg1ScnVQo4CQEIR3K
41/371dg9nvgO1SWMDYHd1:16968:0:99999:7:
Eric:$6$erKyMrnq$2KfXyaeZ0AvKE698VKWhz3e2SXDOVaKDOCVOU jpeuDPI6A1buf6cvhzz1hDs Fzw
UULWKtVsCZU3. J1VhFNXwP/:16968:0:99999:7
jenny:$65rle.pQae$IA87p/Z5dwdONOXxaOGXQSUYD . 48QTVRR742GR1dES7Rr /YV5yCGXNNPceP3irZ
zveQAKfxe82PRNsscoG7Usi. : 18577 9999
joe:$6$gNRETOjGSP61HC /rivareLWWHTe3aK7LQR1pvwWNG1HXENDVr /an5Nn2xwUtnmNfuG8Qp53152
ACn5U33jPm.qoBJEGr3jpj0:18577:0:99999:
roy:$65r1BmQODgSF4EBK1FOKYYMpQTN021gA6Ta6gyeDtk/7tdTLXruVKv4. 7UDXOWL3FVSCeNQAC
Zz90PeOesezfEL5WHS8Wa/:18577:0:99999:
jack:$6$011Ts0kS$3qRzNIIVEbF5vr500I9e0dsckXnCOA22XqzPUbqsHBSbNgakts3tpz9/S7Ua8cO
kayvMOFbYddgYoLrPHQs0j.:18577:0:99999:7:
lethan:$65Zs4PdoVr$pu6GjA7ZcquUOyhxXHKXeO51ANNY jHeDKBZ6AONUDX/ . cLpipyKKezGKIj8Q4fp
WbqBoX3bEc3PQ1ahIrsg6Pe.:18577:0:99999:
mac: $6Sopuw2eMn$SHAEQ74zk9WaK . bFL /kqquGo133736mvF fdTWMNYUPR3tYQVSYRZ jgwcZnwXtuba
nXo9pOwsFetZHz6b0OlaiM1:1857 99999
david:$6$8E31/Gz1$10nL. jrHCKYT8UVS]/rCaL1ToD2LMqdWnD15CUFDC839700BY jd/5DgINAANQX
5GRshJwNghBrkJ15shYF3Qk/:18577:0:99999:7
root@ubuntu: /home/cisco# fI
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joe@ubuntu: "% cd ..
ioeaubuntu: shomes




