 

Network Operating Systems and Services (ACCA5023)
Configure, and manage virtualised network
Sophie Meyrick-Vernon 2221762





















Contents
Swansea Network Configuration	3
1.1 routing and remote access	3
1.2 Configure Site-to-Site VPN to London Network	7
1.3 Add Active Directory Domain Services (AD AS)	8
1.4 DNS Configuration	9
1.5	10
1.6	10
1.7 Mounting E: Drive	11
1.8	12




















[bookmark: _Toc197978871]Swansea Network Configuration 
[bookmark: _Toc197978872]1.1 routing and remote access 
[image: Picture]Add roles and features 
 
 
[image: Picture]
Remote access  
[image: Picture]Add routing and remote access server 
 
 
 
 
 
 
 
 
 
 



 
 
Configuring Routing and RAS 
[image: Picture] 
[image: Picture] 
[image: Picture]Enabling rule in windows firewall to allow pings 
 
 
[bookmark: _Toc197978873]1.2 Configure Site-to-Site VPN to London Network 
[image: Picture] 
 
[image: Picture]Entering London endpoint ip 
[bookmark: _Toc197978874] 1.3 Add Active Directory Domain Services (AD AS)
[image: Picture]
[image: Picture] 
[bookmark: _Toc197978875]1.4 DNS Configuration
[image: Picture]Hosts 
[image: Picture] 
 
 
 
 
 
 
 
 
 
 
[bookmark: _Toc197978876]1.5 
[image: Picture] 
[bookmark: _Toc197978877]1.6 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[bookmark: _Toc197978878]1.7 Mounting E: Drive
[image: Picture] 
[image: Picture]
 Mount second disk drive to D:\SwanseaFiles. 

 
 
 
 
 
 
 
[bookmark: _Toc197978879]1.8  
[image: Picture] 
 
[image: Picture] 

image5.png
s Server Manager

& Al Servers
R File and S
fo s
i Remote Aq

Configure the Routing and Remote Access
Seruar

To| Routing and Remote Access Server Setu
Cof

Custom Configuration

Whenthis wizard loses. you can configure the selected services i the Routing
and Remote Access consol.

‘Select the services that you want to enable on his server.
¥ VPN access

T~ Dialup access.

I Demanddial connectons (used for branch ofice routing )
™~ NaT

¥ LANrouting

File ang
Service!

@® Manage]

Events <Back. Next >

Performance Services

BPA results Performance

BPA results

Hide





image6.png
& win server (Snapshot 1) [Running] - Oracle VM VirtualBox
Fle Machne View Input Devices Hebp

#® Windows Defender Firewall with Advanced Security - o X
File Action View Help
e a2 E
@ Windows Defender Frewall wit]
e e et s
B, Connection Securty Rules || @ Core Networking - Router Advertisement (CMPYe-... Core Networking @ NewRul
3 X8 Monitoring 0 Core Networking - Router Soicttion (CMPV6-In)  Core Networking T Fiterbyprefc R
9 Core Networking - Teredo (UDP-In) Core Networking
1 Core Networking - Time Exceeded (CMPvé-In)  Core Networking T Fitter by State »
‘Core Networking Diagnostics - ICMP Echo Request... Core Networking Diagnostics T Fiterby Group »
‘Core Networking Diagnostics - ICMP Echo Request... Core Networking Diagnostics View N
‘Core Networking Diagnostics - ICMP Echo Request... Core Networking Diagnostics @ reen
‘Core Networking Diagnostics - ICMP Echo Request... Core Networking Diagnostics
 Delvery Optimization (TCP-In) Delivery Optimization [ Exportlist..
@ Delvery Optimization (UDP-In) Delivery Optimization H Hep
1 Desktop App Web Viewer Desktop App Web Viewer
€ DHCPv4 Relay Agent [Client] (UDP-In) DHCP Relay Agent
€ DHCPv5 Relay Agent [Server] (UDP-In) DHCPY6 Relay Agent
1 DIAL protocol server (HTTP-In) DIAL protocol server
1 DIAL protocol server (HTTP-In) DIAL protocol server Domain  Yes
Distributed Transaction Coordinator (RPC) Distributed Transaction Coo... Al No
Distributed Transaction Coordinator (RPC-EPMAP)  Distrbuted Transaction Coo.. Al No
Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coo... All No
9 File and Printer Sharing (Echo Request - ICMPvd-In) _ File and Printer Sharing Al Yes
@ File and Printer Sharing (Echo Request - ICMPY6-In) Al Yes
File and Printer Sharing (LLMNR-UDP-In) Al No
File and Printer Sharing (NB-Datagram-In) Al No
File and Pinter Sharing (NB-Neme-In) Al No
File and Printer Sharing (NB-Session-In) Al No
File and Printer Sharing (SMB-n) File and Printer Sharing Al No
File and Printer Sharing (Spooler Service -RPC)  File and Printer Sharing Al No
File and Printer Sharing (Spooler Service - RPC-EP.. Al No
File and Printer Sharing (SMB-QUIC-In) Al No
File and Printer Sharing cver SMRDirect GWARP-In)  File ancl an No v
< 5|« >





image7.png
E Routing and Remote Access

File Action View Help

esmmXE 6 BE

"L Routing and Remote Access

5 Server Status "
[ WIN-CT3SPNAOUIU (ocal) | | Demand-Dialnterface Wizard x
= aces) Interface Name Setup Wizard. To make changes
% Remote Access Clients ({ You can ype a fiendy name forthis connection. imenu, click Properties.
Ports

3 Remote Access Logging|

> E P Type  name for this demand dial nterface. A common practice isto name interfaces.

S Ewe aterthe network orouter o which hey connect.

tocename: s rih romote aceess
Eotecess your domancioined

[roLondonvP i server, you can run she
B sore b Tahe o on





image8.png
[ Server Manager

T Routing ond Rt Access

File Action View Help
XEclEm

" Routing and Remote Access A
5 Sever Status .
b WIN-CT3SPNAOUU (lcal || | Demand-Dial nteface Wizard x

] Destination Addross
L Remote Access Clients (| What s the name or address ofthe remote router?

Setup Wizard. To make changes
Imenu, click Properties.

R File and S
o s T pors

i Remote A 3 Remote Access Logging
> E e Enterthe name or IP address of the router you are connectingto

S E e

Hostname or P address fsuch as microsoft com or 157.54.0.1 or Je:1234:1111): juse rich remote access
EtAccess, your domain-joined

his server, you can run the

ftion pane on the right or on

[io311

Fa e =





image9.png
[ Server Manager

Manage  Tool

= WELCOME TO SERVER MANAGER
B Local Server —
s All servers T Add Roles and Features Wizard - o x

1§ File and Storage Ser
oEsTINATON SERVER

fo s Installation progress WN-CT3SENAOUL
@l Remote Access
View instlstion progress

@ Festure nsaliion
Instalstion strted on WIN-CT3SPNAOUIL

Active Directory Domain Services.
Remote Server Administration Tools.
Role Administration Tools.
AD DS and AD LDS Tools:
Active Directory module for Windows PowerShell
AD DS Tools.
Active Directory Admi
AD DS Snap-Ins and Command-Line Tools

jde.

istrative Center

You canclose this wizardwithout interupting ring tasks. View task progressor open this
EI page again by cicking Notfications i th command bar. and then Task Detal.

Export configuration settings

<Previous | [ Next> Cancel





image10.png
f: Active Directory Domain Services Configuration Wizard - o x

“TARGET SERVER
WIN-CT3SPNAOUIU

ADeployment Configuration

Select the deployment operation

Domain Controler Options

©) Add a domsin controller to an existing domain
additions| Optors © Add  new domain toan eiting frest
Paths ® Add a new forest

Review Options
Specify the domain information for this operation

Prerequisites Chack

More about deployment configurations

<prevows | [TRo] [ et | [l





image11.png
2 ONSManager

File Action View Help

e 2 XEo=Emiaa
£ ons Neme
v WIN-CT3SPNAOUIU.sophie. | -
+ Elomard Lookup Zones - e
msdes sophieacca || T
g i B
9 Reversel  Update Server Data File
[ Trust Poi Reload
[ Conditio New Host (A or AAAA)...
New Alias (CNAME)...
New Mail Exchanger (MX)...
New Domain.
New Delegation.
Other New Records..
DNSSEC
AllTasks
View
Delete
Refresh
N Export i
Displays Help forthe  Propertes

Help

Type

Start of Authority (SOA)
Name Server (NS)

Host (4)

Host ()

120,

19216820.1
19216820.1

in-cT3spnaouju.sop...
win-cT3spnaouju sophiea..

Timestam)

static
static
5/12/2025|
static





image12.png
[ElciClient b Host (4) 10112
[l cserver Host (A) 10.1.1.1




image13.png
& DN5Manager

File Action View Help

e 2@ XEcRz Em 8

2o Name
v & WIN-CT3SPNAOUIU sopie.
v [ Forward Lookup Zones
5 [ _msdessophie.acca
5 1 sophieacca
+ ) Reverse Lookup Zones
5 3 Trust Points
3 12 Conditons! Forwarders

Tpe Status DNSSEC Status Key Master





image14.png
1 Disk Management - o X
File Action View Help

e mEm =

Volume [Loyout  [Type [ FileSystem |[sStatus | Capacity [ Free Spa. [ % Free
=@ Smple  Basic | NTES Healthy (.. 4939.GB 378868 7%
= (DiskOportiton3) Smple  Basic Healthy (R... 524M8 SuMB  100%
= DataDisk (E}) Simple Basic NTFs. Healthy (B... 49.98GB. 498068 100%

2555 XBAFREE EN:
= SystemReserved  Simple  Basic NTFS Healthy.

Simple  Basic UDF Healthy (P... 470GB oMB 0%
100 MB TMB 67%

= Disk 0
Basic System Reserved (©)

5000 GB 100 MB NTFS 4939 GB NTFS 524MB.

Online Healthy (System, Acti || Healthy (Boot, Page File, Crash Dump, Primary Partition; || Healthy (Recovery Partition)

= Disk 1 |
Basic DataDisk (E)
499868 49.98 GB NTFS
Online Healthy (Basic Data Partition)





image15.png
2 m > ThisPC > DataDisk (E) > v © | SearchDateDisk

A Name Date modified. Type
[ Swanseafies SN2 AT0PM  Fiefolder
W

nloads &




image16.png
s Add Roles and Features Wizard - o x

DEsTNATONSERVER |

S| Installation progress WN-CT3SNAOU e scs
y
S View instlstion progress

@ Festure nsaliion
n —
Instalstion started on WIN-CT3SPNAOUIU sophiescca

t DHCP Server
Remote Server Administration Tools.
Role Administration Tools.
DHCP Server Tools

You canclose this wizardwithout interupting ring tasks. View task progressor open this
EI page again by cicking Notfications i th command bar. and then Task Detal.

Export configuration settings

<Previous | [ Next> Cancel

Performance T Performance




image17.png
s Server Manager

Manage  Tools

7 oree Contetsof DHCP Stos tions
v 3 oo P p—— T
v [ Scope [17216.1.0] ClientS1 Scop| More Actions »
[ Address Pool
[ Address Leases
5 Reensions
[, Scope Options
2 polcie
(73 Server Options
4 polce
i Fites

e





image1.png
0 Configure this local server

2 Add roles and features
3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services





image2.png
[yer Manager

B WELCOME TO SERVER MANAGER

B Local Server —
i Al Servers T Add Roles and Features Wizard - o X

1§ File and Storage Ser
oEsTINATON SERVER

Select server roles WN-CT3SENAOUL
e Selectone or more oles tointal on the selected sever
Installation Type Roles Description
Senveysslechon [ Active Directory Certficate Services ] Remote Access provides seamless
[ Active Directory Domain Services connectiity through DirectAccess,
] Active Diectory Federation Services VPN, and Web Applcation Proxy.
Festures ] Active Diectory Lightweight Directory Services Diecthccess provies an Alnays On |
Remote Access [ Active Directory Rights Management Services and Always Managed experience. e
[ Device Hesith Attestation RAS provides traditional VPN
Rol Services [ DHCP Server. Services, including site-to-site.
[ NS Server (branch-office or cloud-based)
[ Fax Server connectiity. Web Application Proxy
] Fileand Storage Services (1 of 12 nstalled) enables the publishing of selected
[ Host Guardian Senvice HTTP- and KTTPS based

] Hyperv applications from your corporate

5] Network Policyand Access Services netuorkto cient devices outside of
[ Print and Document Services the corporate network. Routing
provides traditionslrouting

capabilites, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

[ Remote Desktop Services
[ Volume Activation Services.

[ Web Server (ii5)

(] Windows Deployment Services
[ Windows Server Update Services

| | [ | s
T





image3.png
[ Server Manager

B Locals|

R File an

Select role services
st vou s Select th roe sevices o install for Remote Access
Installation Type Role services.

Server Selection DirectAccess and VPN (RAS)

Server Roles

- [ Web Applicston Prory

Remote Access

Web Server Role (IS)
Role Services

Confirmation

DESTINATION SERVER
WIN-CT3SPNAOUI

Description
Routing provides support for NAT
Routers, LAN Routers running BGP,

RIP, and multicast capable routers.
(1GMP Proxy)

Hide

<orevow | [ Net>

Install Cancel

BPA results. Performance
BPA results




image4.png
& win server (Snapshot 1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
B Server Manager

B Routing and Remote Acce a Mouse inte
9

File Action View Help

Auto capt
Dashbosrd A R R )

§ Local Servd E Routing and Remote Access

L 5 servr Sttus S
All Servers| ) WIN-CT3SPNAOUIU (local) | Configure the Routing and Remote Access

R File and S -

a 7o Routing and Remote Access Server Setup Wizard

fo s i

Configuration
| You can enable any o thefollowing combinaons of sences, or you can
customize this sever

© Remote access (dalup or VPN)
Allow remote clients to connect tothis server through ether a diahup connection ora
secure vitual pvate network (VPN) ntemet connection

€ Networ adress translation (NAT)
Alow intemal clets to connect to the Intemet using ane public P address.

© Vitualprvate network (VPN) access and NAT
Allow remote clients to connect to this server through the ntemet and localclerts to
‘connect to the Intemet using a single publc P address.

€ Secure connection between two pivate networks
Connectthis network to a emote netwrk, such as a branch offce.

& Custom corfiguration
‘Select any combinatin of the features avalable in Rovting and Remote Access.

Hide

N

e e
BPA results Performance

BPA results





