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[bookmark: _Hlk173102274]Abstract - The need for developing environments that protect, detect, react, and safeguard applications within IT systems and infrastructure originates from the growing complexity and frequency of cyber and physical attacks. The importance of using security frameworks like ISO27000 and NIST in conjunction with intrusion detection (IDS) and prevention systems (IPS) and other security technologies is assessed critically in this article. The analysis highlights how these frameworks and tools provide comprehensive guidelines, policies and procedures to enhance threat detection and response capabilities, and facilitate compliance with regulatory requirements by focusing on measures that protect, detect, react, and safeguard applications using the organisation's IT systems and infrastructure. The paper illustrates the difficulties and efficacy of combining various security measures to create a robust cybersecurity posture using thorough examples and references.



I. INTRODUCTION

Technology is pivotal for security. To understate the significance of strong data security and compliance procedures in contemporary organisations in the present digital era. Due to the fast progress of technology and the growing reliance on electronic means of communication, establishments are more vulnerable to cyberattacks, data leaks, human engineering. These threats represent serious operational and reputational hazards in addition to compromising confidential information. As a result, enterprises must create environments that are capable of efficiently detecting, protecting, and safeguarding their IT systems and applications.

Simultaneously, effective solutions for real-time threat detection and mitigation are provided by intrusion detection and prevention systems (IDPS) and other security technologies. Organisations may construct a defensive mechanism that is both effective in countering present threats and flexible enough to adjust to new ones by combining these technologies with pre-existing security frameworks. Through case studies and real-world examples, this article seeks to critically analyse the function of security frameworks and IDPS in establishing a safe IT environment. It also highlights the advantages, difficulties, and useful uses of these technologies.


II. SECURITY FRAMEWORKS

A. Overview of Security Frameworks

1. Definition and Purpose 
Throughout this paper, the term cybersecurity will be used. A clear definition will be valued. Written by Adenekan Dedeke and Katherine Masterson in their comprehensive journal Contrasting Cybersecurity Implementation Frameworks (CIF) from three countries is as follows: “it is the totality of the processes, governance, management, tools, policies and controls that are deployed to secure a digital environment”. Standards provide specific procedures and guidelines to ensure safety and compliance, while frameworks offer general guidelines to establish goals and quality standards without prescribing detailed steps. See figure 1 [1]. It would be crude not to link security frameworks within cybersecurity. For organisations to effectively implement this definition, structured frameworks are essential. Detailed by Dedeke and Materson, various international efforts prove how frameworks unify and strengthen national cybersecurity approaches, such as the Global Cybersecurity Agenda and the EU’s cybersecurity strategy [2]. 
To encapsulate briefly, Security frameworks play a crucial role in defining standardised approaches to managing and mitigating cybersecurity risks. They provide structured methodologies and best practices for securing digital environments. The research paper aims to investigate why modern organisations need to adopt such frameworks. As evidenced by global efforts like the ITU’s Global Cybersecurity Agenda and the World Economic Forum’s guidelines, these frameworks unify diverse strategies, offering essential guidance for effectively addressing cybersecurity challenges [2].
Transforming strategic goals into actionable plans is essential for cybersecurity management. A security framework or “cybersecurity implementation frameworks (CIF)” is a “structural structured approach that is intended to guide decision-makers in regards to how to and what to do in transforming their cybersecurity strategy or agenda into a realised organisational structure (NIST, 2017)." [2] To summarise, a security framework is essential as it allows a structured approach to cybersecurity ushering decision-makers on how to protect assets, manage risks, and enables organisational resilience against cyber threats. Many frameworks not only include technological processes gut “include people and processes as well” [3]
[image: ]Figure 1 [1] Standard and Framework explanation

The following are notable standards 
The ISO/IEC 27000 series focuses on information systems management, with ISO/IEC 27001 specifying requirements for a certified information security management system. Other notable standards include the ISF Standard of Good Practice for best practices in cybersecurity and BSI IT-Grundschuts for IT security management. Industry-specific standards like IEC 62443 for industrial automation and ISO/SAE 21434 for road vehicle systems address specialised cybersecurity needs, aiding decision-makers in selecting appropriate standards. [1]
Despite the range of standards, “similar components” are found across many standards. See figure 2 [4]. ENISA, in their comprehensive document Definition of Cybersecurity - Gaps and overlaps in standardisation concur: “in some areas of standardisation, overlaps exists” [5].


[image: ]
Figure 2 [4] Description of Standard from Analysis of Cybersecurity Standards
The following are notable frameworks
The cybersecurity framework structures an organisation’s defences against cyber-attacks. Some frameworks are mandatory, while others are strongly recommended by regulators. These frameworks guide organisations to meet standard requirements, with the main goal being to reduce cyber threat risks by leveraging best practices. Notable frameworks discussed include COBIT for IT governance, and the NIST SP800 series, which covers a range of cybersecurity and privacy standards. These frameworks help organisations identify, assess, and manage cybersecurity risks effectively [1].
In the UK, good cybersecurity practice is driven by the government. A few frameworks are as follows:
“ISO/IEC 27002:2022: Information security, cybersecurity and privacy protection. National Cyber Security Centre (NCSC): Cyber Assessment Framework (CAF). NCSC Cyber Essentials. NCSC 10 Steps to Cyber Security. National Institute of Standards and Technology (NIST): Cybersecurity Framework. NIST: Security and Privacy Controls for Information Systems and Organisations (SP 800-53). Center for Internet Security (CIS): Critical Security Controls. Cloud Security Alliance (CSA): Cloud Controls Matrix (CCM). MITRE Corporation: ATT&CK Mitigations. Security control guidelines. NCSC: Cloud Security Principles. NCSC: Sero trust architecture design principles. NCSC: CAF guidance. Information Security Forum (ISF): Standard of Good Practice for Information Security (SOGP).Open Web Application Security Project (OWASP) Top 10 Web Application Security Risks” [6]




B. Benefits of Implementing Security Frameworks

1. Comprehensive Coverage
A benefit of implementing security frameworks is comprehensive coverage by adequate risk management, incident response, information protection, continuous monitoring and holistic security posture. 
Security frameworks provide detailed guidelines for identifying, assessing and “risk management”. Namely, ISO/IEC 27001 [7]. Ideally, proactively and systematically addressing vulnerabilities and threats before an organisation has been compromised is imperative. By including a variety of security measures, these frameworks ensure protections of data and applications and aid in “minimising risks and offering business continuity” [1]. Without continuous monitoring and improvement of frameworks and protective technologies, security threats would eventually exploit vulnerabilities. Monitoring can help to detect anomalies and potential threats in a “timely” [8] manner. This combined with a variety of well-maintained frameworks for security ensure a holistic “security posture” [8] to “help protect and secure infrastructure” [4] and IT systems. 
That is to say, the above is vital and security frameworks provide structured methodologies, procedures, or otherwise instructions necessary to “identify, detect”, assess, and mitigate risks allowing for organisations to protect assets [4].

2. Standardisation
Additionally, standardisation of processes is accompanied by implementing security frameworks. Standardisation from frameworks reduce variability and, inversely, increasing effectiveness in terms of cybersecurity [5]. Companies are incentivised to improve to, or above, these frameworks to ensure they meet or exceed industry norms. In order to do so, companies are likely to collaborate between departments and systems to ensure these frameworks are consistent, protected and compliant throughout the company. These align departments security and overall improve protection and security. Furthermore, companies can relay to their customers how they use globally recognised frameworks. Standardisation brings “confidence and trust” which is a benefit to the company [1] .
3. Compliance 
Adherence to security frameworks in general is vital for companies to align with regulatory requirements and sector customer demands. This improves the security, “confidentiality, integrity, and availability” [9] of their data.
“HIPAA, PCI DSS, GDPR” and “SOX” [9] regulate organisations. The frameworks mentioned previously aid organisations to align their practices, procedures and policies to conform and comply to these regulatory bodies. A further benefit of following frameworks is the reduced legal liabilities such as “penalties, fines, or legal action” and so legal protection is gained by  organisations from adhering to frameworks [9]. 

4. Risk Mitigation
As previously discussed, vulnerabilities are mitigated through frameworks and standardised processes; “The main aim of cybersecurity standards is to prevent or mitigate cyberattacks and reduce the risk of cyber threats” [1]. The increased protection shifts from reactive to proactive security measures in the majority of cases [10].  Frameworks offer methods for recognising security and cyber security threats EXAMPLE OF BOTH ##. With successful frameworks, businesses will operate standard operating processes from the derived operational resilience and recovery capabilities##. 

5. Operational Efficiency 
An additional benefit of implementing security frameworks is the increased operational efficiency extracted from an organisation in terms of resource optimisation, process and cost improvement, and employee and technological integration.
Streamlined, efficient and comprehensive standardised processes are great at “saving time, decreasing costs, increasing profits, improving user awareness, minimising risks, and offering business continuity” [1]. 
This streamlining will require regular “training” of employees which improves overall system protection by improving the employees understanding of the security framework information as demonstrated in Figure 3. The aim of security frameworks is to reduce the likelihood of a successful attack [1]. Successful attacks may cripple the organisation with a economic, digital cost. This cost can potentially be mitigated. 
[image: ]
Figure 3 [1].  Findings of Fumy Source in Understanding Cybersecurity Frameworks and Information Security Standards—A Review and Comprehensive Overview
C. Case Studies and Examples
IBM partnered with NHS Digital England to improve cybersecurity through the development of IBM’s “Data Security Centre (DSC) services and CSOC” (Cyber Security Operations Centre). This resulted in the CSOC to “proactively detect, respond to and remediate security events more quickly and effectively”. Although no security frameworks were mentioned, this proves the value of making significant improvements in cybersecurity with structured security measures [10].
Further justification to organisation to use security frameworks, namely the ISO27001, can be explained through the lenses of economic efficiency, effectiveness and overall efficiency in Boehmer Wolfgang’s words. The text highlights that “an Information Security Management System (ISMS) based on ISO 27001 contains risk management,” which is aligned with “cost/benefit management.” This means that ISO 27001 helps in “optimising the function” related to safeguarding critical business processes while adhering to budget constraints.
It asserts that “a cost consideration could not be successful with the ROSI model,” and that ISO 27001 provides a more comprehensive approach by considering “direct costs, indirect costs, and operating expenses.” Thus, it supports “avoiding wasting investments in their information security” by integrating risk management with economic efficiency. [11]
D. Challenges and Considerations
Despite the aforementioned benefits, challenges are faced with implantation of security frameworks. Particularly, implementation challenges and continuous improvement.
Initial investment into systematically implementing frameworks throughout organisations demand time, significant financial and resource investment [12]. The complexity of “ensuring security and privacy” [12] may be a challenge, yet a necessity, of frameworks and standards may require skilled employees to implement where there is a “shortage of skilled cybersecurity professionals” [13] in the sector. Once implemented, cascading this change through the organisation may prove difficult to employees and existing systems may struggle initially to adjust to the change. It is significant to continuously monitoring the new implementations; this will be resource intensive [12]. Finally, continuous improvement has challenges due to regular audits, adapting frameworks to future threats, on-going training [1] and technology advances and upgrades.
E. Conclusion of security frameworks
This section demonstrates how security frameworks enhance data security and compliance by detailing their comprehensive coverage, standardisation, compliance benefits, risk mitigation, and operational efficiency. Implementing frameworks like ISO27000 and NIST effectively protects, detects, and responds to cybersecurity threats.

III. INTRUSION DETECTION AND PREVENTION SYSTEMS, AND OTHER SECURITY TOOLS 

A. Intrusion Detection Systems (IDS)
1. Definition and Purpose
Intrusion detection systems (IDS) are tools that monitor network and “system activities” [14] and events. IDS are designed to detect threats, policy violations. In summary, an IDS “is to monitor and detect any misuse of the system” [15] and to “recognise various forms of intrusions” [16]. 
Security Information and Events Management (SIEM) systems are
Endpoint Detection and Response (EDR) Tools Monitor and respond to security incidents at the endpoint level with detailed analysis and rapid response.
2. Types of IDS
There are a variety of IDS. A selection are: 
Host Intrusion Detection Systems (HIDS) “monitor specific files, logs, and registry settings” on a single computer, detecting "access, modification, deletion" of monitored objects. They can alert on tampering and automatically replace altered files. Centralised-host-based IDS (CHIDS) offers "more secure" analysis but requires "substantial network bandwidth," while HIDS "may lack data" if compromised [15].
Network Intrusion Detection Systems (NIDS) “analyse network traffic for attack” by examining packets whilst tecting malicious activity “overlooked by firewalls”. They monitor “both inbound and outbound network traffic” however face challenges with “encrypted information” and “high processing loads” which can limit detection effectiveness [15].
Protocol Intrusion Detection Systems (PIDS) “resides at the front end of the server, controlling and interpreting the protocol between a user/device and the server” [17]. Essentially, PIDS identifies potential intrusions by detecting protocol deviations. 
Application Protocol Intrusion Detection Systems (APIDS) monitors application-specific protocols to detect intrusions within servers [17]
Hybrid IDS combines HIDS and NIDS monitoring both network and host traffic [15].
[image: ] Figure 2 [15] 
The IDS and the firewall are “fundamental technologies for network security” in Figure 2 [15].
3. Detection Methods 
IDSs detect attack via two main methods; “either anomaly-based or signature based”. Signature-based IDS is “reactive” and flags attacks using stored “signatures” in a “database of attacks. This is simple to implement and can identify familiar threats with minimal “false positives” but with new attacks that are not stored in the database this method fails. Additionally, signature-based requires substantial resources. Anomaly-based IDS detects new threats by identifying deviations from normal behaviour patterns. Unlike signature-based, “the strength of this approach lies in its ability to detect new unknown attacks” and it has an increased possibility for “false positives” [16].
4. Benefits and Limitations
In summary, IDSs can detect threats early and quickly before damage falls onto an organisation but there is a potential for false positives and to be resource intensive:

B. Intrusion Prevention Systems (IPS), Security Information and Event Management (SIEM) Systems, and Endpoint Detection and Response (EDR) Tools 
1. Definition and Purpose 
The Intrusion Prevention Systems (IPS) is a “proactive defence tool” in terms of detecting, reacting or blocking attacks on devices and networks. IPS report and relay threats, log data and enhance cybersecurity beyond IDS [18] [19].
Security Information and Event Management (SIEM) Systems use AI to detect anomalies, detect security threats, address vulnerabilities to prevent organisation disruptions [20].
Endpoint Detection and Response (EDR) Tools are an additional layer of protection that can prevent breaches in security that originate from an “endpoint” [21].
2. Benefits and Challenges (50 words):
a. Benefits	

IPS enhances security by blocking suspicious activities in real-time, automates threat responses, saves time, and allows for customisation [22].

SIEM provides real-time threat detection, centralises compliance reporting, integrates AI-driven automation, and enhances organisational efficiency and forensic investigations [20].

EDR automates processes, improving security and response times, ensuring no residual threats, and minimising the need for extensive manual intervention [21].

b. Challenges
IPS can cause network disruptions and latency issues by mistakenly blocking legitimate traffic and consuming resources for analysis [22].
Modern SIEMs face challenges with data silos, completeness, and retention. Decoupling analytics and storage improves data integration and clarity [23]. 
EDR faces issues with complex agent deployment, potential data contamination, difficulty with IoT devices, increased tool stack complexity, and overlap with existing OS protection.  [24]

IV. CONCLUSION

In conclusion, developing an environment that effectively protect, detect, react, and safeguard applications within IT systems and infrastructure is crucial due to the growing complexity and frequency of cyber and physical attacks. This paper critically assesses the importance of employing security frameworks like ISO27000 and NIST alongside intrusion detection (IDS) and prevention systems (IPS), along with other security technologies. These frameworks and tools provide comprehensive guidelines, policies, and procedures that enhance threat detection and response capabilities, facilitating compliance with regulatory requirements




Task 2 – Case Scenario

A. Introduction

There is need for a new ISU (ISU) within this organisation in order to protect the business, employees and IT systems. Our current frameworks, processes, procedures and policies regarding data security, integrity, confidentiality and accessibility has not been updated consistently alongside improvements in technology. This opens our organisation to cybersecurity threats from our multiple intolerances such as compliance requirements not being met. The potential this has to produce an adverse effect on the company, internally and externally, to our customers, to our employees and to the company reputation increases as exponentially as the progression of technology. Without providing the organisation with cybersecurity essentials, a financial burden may fall upon our company from inadequate security.

The objectives for this ISU are simple, yet necessary:

1. Throughout the company structure, processes, and all employees ensure exemplary data protection and cybersecurity fortitude.
2. Compliance with relevant data protection and cybersecurity regulations, frameworks and standards.
3. Cybersecurity incidents within the organisation need a responsive action and to recover if the incident requires so.

The structure of this report is as follows:
· Introduction
· Details purpose and background of the report.
· Outlines objectives of ISU.
· Illustrates the reports structure
· Organisation structure
· Description and reorganisation of current company structure.
· Polices and Procedures 
· Information security policies and procedures
· Data Protection Compliance 
· Details compliance with relevant regulations such as GDPR.
· Security standards 
· Implementation of security standards such as ISO/IEC 27001, NIST Cybersecurity Framework, and CIS Controls [9].
· Contingencies Planning 
· Details management of security risks such as natural disasters, insider threats and cyber attacks
· Governance and Strategic Planning for Security
· Details governance frameworks for the ISU.
· Details roles of security committee and reporting mechanisms.
· Details how the security strategy will adjust due to threats and performance data.
· Risk Management 
· Details risk assessments and methods to identify risks.
· Conclusion





	
B. Organisation Structure
i. Hierarchy


The hierarchy layers security from CEO down through to the employee level. Compliance at each layer is required and essential for ensuring security and “improved data security” [25] throughout the organisation. Governance and management roles and has been integrated to enhance collaboration across the ISU promoting a unified approach to safeguarding the assets of the organisation

ii. Roles and responsibilities

These roles responsibility are required:
· Chief Executive officer (CEO): This person controls culture, sets security plans and applies business risk to capture reputational and fiduciary responsibility.
· Security Board: attacks are overseen by the “executive board members” [25]
· Audit committee: Supervises security governance and compliance.
· Chief Information Security Officer (CISO): The manager of the ISU who has a responsibility for strategy and overall cyber security [26] [25]. 
· Chief Information Officer (CIO): known as “information security manager” [25] 
· HR Director: Security employees, training and policies are implemented via this role.
· Business Managers: With the assistance of security specialists, this role is in charge of security of their departments sensitive information. 
· Executive directors: Assist in security knowledge gaps and guide various teams.
· All Employees: Understand the security measures within their department and wider organisation.

From the list above, and the hierarchy, all employees must only report to the role one hierarchy segment above their role.

C. Policies and Procedures 450 no 361
i. Policies

Whilst developing security policies it is crucial that all levels of the hierarchy have their opportunity to input their experience and knowledge where appropriate. Both top-up and top-down approaches are appropriate [27]. For this ISU, a top-down approach is selected to gain “high level of security in view of… complex threats” [28]. Before creating policies, it be vital to engage the key stakeholders: senior management, IT staff, legal department and customers as the newly created policies and procedures have unique needs and expectations that can only be deduced by engagement. Once stakeholders are identified, gather information and data by formal and informal formats: workshops, surveys and in person conversations/interviews. When the policies have been drafted it’s important to internally  review with relevant departments before having executive management review for their final approval. Additionally, these policies then need to be circulated throughout the company. 

Incident response: include steps to detect, contain and resolve cybersecurity incidents and safeguard applications within IT systems. [29] An acceptable use policy (AUP) [30] will be implemented which places rules on accessing specific unauthorised sites or activities.
Others will include password protection across sensitive data systems and multifactor authentication (MFA) [31]

ii. Procedures

Procedures in my ISU are as follows: Google “building an information security unit”.
· Security employee training for responsiveness and awareness.
· Regular and effective training will increase awareness for typical cybersecurity topics. For example, data protection and incident response.
· Onboarding and offboarding
· Onboarding is for ensuring employees have the correct privileges and understand security policies.
· Security audits
· This allows for continuous learning and highlights strengths and weaknesses of security processes.
· Management of incidents
· Documentation should be kept of all security incidents for lessons learned.
· Actions should be taken after each incident.
· A detailed roadmap for managing security incidents. 
· Policy review and updates
· A procedure to review a policy ensures policies are up to date with new technology and ensure any regulation changes are captured within the organisation policy.

D. Data Protection Compliance 
i. Compliance Measures
Cybersecurity frameworks are “needed to ensure the data and the infrastructure is protected” to establish a solid baseline of security. Frameworks that will make up my ISU will be the following:
1. NIST Cybersecurity Framework
2. Payment Card Industry Data Security Standard (PCI DSS)
3. Statements on standards for attestation engagements (SSAE-18)
NIST will allow the ISU to “identify, protect, detect, respond and recover” in terms of cybersecurity. Self-assessments and third party audits will ensure continuous improvement. PCI DSS will allow the organisation to protect customer cardholder data and ensures security for card payments. Implementing SSAE-18 will create robust controls and secure data security while handling data [4].
To monitor security incidents and events the organisations ISU will use security information and event management tools (SIEM) systems to “detect, analyse, and respond to security threats” [32] and endpoint detection and response (EDR) to “constantly monitor activities” [33]. Detecting security threats is an important part of the ISU as “the initial identification” [25] greatly affects the success of a detected incident.
E. Security Standards 

Implementing robust security standards “reduce risk” [4]. Safeguarding organisational assets and ensuring compliance with industry regulations is the responsibility of all organisations alike. This section outlines the key security standards and their application within the ISU.
The organisations ISU will adhere to the guidelines set by ISO 27001 and ISO 27002. “Implementing a certified” Information Security Management System (ISMS) included risk management, information protection, and continuous improvement “regardless of the size, type, and nature of the business”. Security threats are identified and addressed effectively via this method “providing a secure and trustable exchange of data and communication channels” [1]. 
Implementing ISO 27002 allows the organisation to establish “security controls” that the ISO 27001 does not include. Additionally included features are as follows; asset management, operations, communications, continuity and physical security [1] . Achieving ISO 27001 certification reflects that the organisations upholding standards and best practices within security.
Adopting the CIS Controls, a set of best practices developed by the Centre for Internet Security, further strengthens the organisation's security posture. These controls are prioritised and focus on areas that have the most significant impact on improving cybersecurity – it can “mitigate the most prevalent cyber-attacks against systems and networks” [34]. Implementing these controls helps the organisation protect itself from the most common and damaging cyber threats.
Finally, regular reviews and updates are crucial to maintaining compliance with these security standards. Continuous monitoring of the effectiveness of implemented controls and staying updated [35] with the latest security trends and threats ensure that the organisation can respond quickly and before damage to emerging challenges. Regular internal and external audits, employee training programs, and incident response drills reinforce the security measures and contribute to a culture of continuous improvement in cybersecurity.
Incorporating these security standards within the ISU provides a structured and proactive approach to managing and mitigating risks, ensuring the organisation's resilience against evolving cyber threats.
F. Contingency Planning (9% = 180 words)

To ensure the organisation ability to withstand disruptions it is crucial to have a contingency plan, in place. A key component of this effort is a Business Continuity Plan (BCP). The BCP outlines strategies for maintaining operations both during and after a crisis so that critical functions can continue with interruptions. 

Complementing the BCP is the Disaster Recovery Plan (DRP) which focuses on recovering IT systems and data following a disruption. The DRP includes protocols for data backup, off site storage and system recovery. 
Regular backups of the company’s data, including incremental and full backups ensure that any lost or corrupted “malware-infected” data  can be quickly restored decreasing downtime. Furthermore cloud based solutions and off site storage provide added security and accessibility.
Finally training sessions and practice drills, along, with evaluations and revisions of emergency strategies ensure that the company upholds its operational reliability and is prepared for any situation. Past incidents should be studied through a “post breach analysis” and learnings should derive from them [25]
G. Governance and Strategic Planning for Security (18% = 360 words)

To ensure the implementation and management of the ISU, a governance team for strategic planning are “increasingly prevalent” [25]. This will be the security board. The initial step involves establishing a governance framework that outlines the tasks and responsibilities of management IT staff, compliance officers and other stakeholders. Governance of the members, policies and frameworks within an organisation assists in security .
A strong risk management strategy plays a role in governance. It involves conducting risk assessments to “identify incidents”, evaluate and prioritise security threats. Once risks are identified appropriate mitigation measures can be taken to “eradicate threats” and to “learn from these occurrences” [25]. 
The strategic objectives for the ISU should be in line with the organisations goals. These objectives include enhancing data protection measures meeting industry standards compliance and boosting incident response capabilities. By setting specific, measurable, achievable, relevant, and time-bound (SMART) objectives organisations can monitor progress of security measures to drive continuous innovation.
A governance team will measure key “metrics” and key performance indicators (KPIs) serve as tools for evaluating the effectiveness of the information security program. These metrics may encompass aspects such as detected and “potential threats” [25], response times to incidents and results, from compliance audits. The governance plan includes the aforementioned KPIs partnered with SMART goals.
Regularly checking these metrics helps the company pinpoint areas that need improvement and ensures that security efforts are maintained, improved or otherwise positively progressed.
Engaging with stakeholders is vital for governance. Involving employees at all hierarchy levels and departments, customers and regulatory bodies aligns the ISU and “eliminates redundant efforts”. Consistent communication plans and “regular updates” keep stakeholders up to date on security status, important changes and encourages team collaboration [25].
Strategic security planning involves preparing for challenges and opportunities. This means staying informed about threats and technology advances and updating security strategies accordingly. 
By incorporating governance and strategic planning into the ISU the organisation can establish positive cybersecurity posture. Benefits of this governance strategy are as follows:  safeguarding assets, increased incident response and company security stability.

H. Risk Management (9% = 180 words)

[image: ]
Figure 4 Impact and Likelihood matrix [36]
Security “vulnerabilities and threats" are dealt with methodically by identifyng and "prioritising them based on severity and likelihood," as seen in figure 4, improving the "protection of user data." This method is consistent with K. Stine's emphasis on the "accurate reflection of risk" in which threats are noted and ranked according to their "impact and likelihood." To summarise, the level of risk will be determined with the aid of figure 4.
Risk assessments are necessary tools to encapsulate potential threats. Stine emphasises that evaluating threat likelihood, such as historical risk occurrences and "existing and planned controls," is necessary to “threat events and their potential impacts." In doing so, the organisation is better able to "assess security critical threats."
The previously described will strengthen the ISU's security posture. ISU will "address high-priority risks" by utilising firewalls and encryption to reduce damage, in line with Stine's recommendation to record both "tangible and less tangible impacts," such as monetary losses and reputational harm. Constant evaluation of protocols guarantees flexibility in the face of "emerging threats," indicating the necessity of continual risk assessment and efficient reaction [36].
I. Conclusion 

Summary of key points. It is critical that all employees have an understand of the aforementioned processes, procedures and otherwise frameworks within the organisation. It is crucial that we implement the protection and security structure to protect our organisation, assets, reputation and any compliance from foreign and internal attacks. As detailed, the improved security, advanced data protection and overall compliance benefits the organisation as a whole. I implore you, executive directors, to advance and approve of my suggestions in order to drive information security and be a leading example across our sector to our competitors. The reallocation of organisation resources, and implementation of new resources, systems and frameworks is a well needed corporate venture designed to protect each of our stakeholders and the organisation and its data from malicious cyber attacks  
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Standard

Framework

Documents that determine procedures, specifications, and
guidelines to ensure the safety, reliability, and consistency
of services, products, and systems.

Standards can be developed by a company or country into
a proprietary standard or local regulation standard.
Standards are guides to comply with the implementing
organization in accordance with legal or regulatory
provisions.

Standards can be used together with other standards to
complement and strengthen other requirements.

Some standards are “open” to all types of businesses and
government organizations; others are “closed,” which

means they are specific to certain industries or businesses.

A standard is what must be done to comply with the
standard, by explaining and providing methods one by
one in order to complete the process.

Frameworks are general guidelines that cover a wide
range of domains and components in organizations;
however, the steps to follow are not specifically
determined.

A framework determines the basics to establish something
or accomplish a goal.

A framework is employed for determining the quality
standards that should be achieved, describing the scope,
defining evaluation and implementation, and
summarizing the objectives and outcomes.
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