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[bookmark: _Toc89776860]Introduction
In this paper, the focus will be researching and learning exactly what are the different kinds of security technologies, what the purposes of the said security technologies are and how they work. This paper also aims to determine what are data security frameworks, what types of frameworks exist, what is intrusion detection and how it works, as well as how security technologies such as VPN’s and Firewalls, protect us from malicious attacks on the internet. The final goal is to learn how modern tech companies create environments that detect, protect, react, and safeguard files and software using their IT infrastructure and systems.

[bookmark: _Toc89776861]Methodology
The information and data that will be referenced throughout this paper will be based purely on already conducted research and its analytics, as well as sources such as online forums, blogs, books, documentaries, and reports. Using the data collected from a multitude of sources, the aim is to address the goals for this research paper and conclude exactly why security technologies and organisations are essential in the modern world, while trying to keep the data and information acquired to be as recent and credible as possible.
	
[bookmark: _Toc89776862]Types of security technologies, and how they work
One type of security technology is a virtual private network, more commonly referred to as a VPN. Virtual private network can be used for several things. For example, it allows for the exchange of data through public networks in a similar way to what it would be like if the device connected to the VPN was connected to a private network. This allows the device to have its IP address masked and be protected from potential threats online. A VPN can also be used for hiding the location of a device by using different servers around the world as proxies [1]. This way the location of the device connected through a virtual private network is permanently hidden, due to the security policies of most VPN providers, where they do not pass on activity to other third parties, and the virtual private network service itself does not keep logs. Because of the security and privacy that a VPN provides, this allows for a secure data transfer without any danger of sensitive information being leaked to potentially malicious users on the internet, especially data like bank accounts and personal information. A very common use of a VPN is for accessing regional content that normally isn’t available in the user’s country. A VPN uses a variety of security measures to ensure that there are no data leaks. Things such as the encryption of protocols, two-factor authentication and even a kill switch, are the standard security measures of every good VPN service provider. It is estimated that in the US on its own, the amount of people that use a VPN has risen by 124% in the first few weeks of when the Coronavirus pandemic began, back in 2020. [2]
Another type of a security technology used by every modern device is a firewall. A firewall is a type of protection that can filter the incoming and outgoing data between the device and a network. This is achieved through following a set of predetermined policies and rules set out, so that the firewall can act as a gateway for the data, and either allow or prevent certain things from getting through. A firewall can be installed to work on the software or hardware levels, however many providers of a firewall, will also allow for the protection to span across both the hardware and software, for maximum security [3]. A firewall is a great way of protecting a device from a malicious attack, which means that every around the world must use a firewall in order to protect its data. In fact, according to the NETSCOUT Threat Intelligence report, there have been over 5.4 million DDoS attacks world-wide in the first half of 2021, which is 11% higher than in 2020 [4]. This data also furthers the trend of DDoS attacks being on the rise, which are estimated to reach around 15.4 million in the year of 2023, which is roughly double of what the number was in 2018, 7.9 million. This means that with technology constantly progressing, it is important for organisations around the world to protect themselves from such threats. According to Verizon’s 2021 Data Breach Investigations Report, it was found that 85% of breeches did involve a human element to them, 36% were phishing scams and 10% were caused by ransomware. [5]
 
[bookmark: _Toc89776863]Technology, Internet, and its effect on people
According to a survey conducted by Joseph Johnson throughout January of 2021, it was recorded that around 4.66 billion people around the globe are connected to the internet and use it on a regular basis. From that data, it was also found that 4.32 billion people access the internet through a mobile device [6]. This data is a clear indication of just how massive the world wide web has become, however with size, also comes many risks that security organisations must account for, not only to protect themselves, but also to provide an effective security service for their customers. With that in mind, data published in August by Luke Irwin suggests that in the previous month of July, there were 86 security breach incidents, which further made up for 33,727,641 breached records. Although almost 34 million is a very large number, Irwin also states that those statistics are much lower than what was recorded in the previous months of the year [7]. The rising number of security breach cases are a clear indication of just how vulnerable people are online when they are not careful, and when they do not take the necessary precautions to ensure their safety online. The rising threat of attacks is the exact reason why it is not only important but also crucial for organisations to use their IT infrastructure and systems to provide an environment that can safeguard, as well as protect, detect, and react to any possible threats of a cyberattack.

[bookmark: _Toc89776864]Security frameworks
A security framework is a set of instructions and guidelines that are used for reducing the potential risk of a cyberattack on an organisation. It is a set of standards and practices that are followed to ensure no data breach happens. One of the commonly used frameworks is the ISO 27000. A data breach is one of the worst events that could happen to an organisation, which is why many companies invest a lot of their funds into data security and ways to protect their assets. The ISO 27000 is a very universal framework which means that it works well for both small and large organisations while still maintaining a high effectiveness in risk mitigation. According to statistics published by Chloe Biscoe, in 2016 the amount of ISO framework certifications was at an approximate 33,290, which is a 20% increase from the previous year’s 27,536. Furthermore, the number of certifications is still the largest in the European and Asia-Pacific areas of the world however the grown rate is the highest in the Africa and South America continents. [8]
Another popular framework that is used by many modern organisations is the NIST framework, which is named after its creators, The National Institute of Technology. The main difference between the ISO framework and the NIST framework is that the NIST certification is voluntary, which means that an organisation can self-certify itself with it, which they cannot do with the ISO certification. Although the NIST certification is voluntary, it is still widely recognised. Furthermore, another difference between the two frameworks is that the ISO 27000 is less technical, and it focuses more on risk-based management while providing the best recommendations for practices that will be applicable to all kinds of data, and therefore making it the universal framework so many organisations obtain the certification for.

[bookmark: _Toc89776865]The ISO 27001 Management System
Until now, the primary focus in terms of security frameworks have been the NIST and ISO 27000 security frameworks. However, the ISO framework also has different versions of it that all have their differences. One of the variations of the ISO certification is the ISO 27001 and one differences between the ISO 27000 and the 27001 is that the 27000 is a set of international standards which are all related to information security. The ISO 27001 on the other hand, is simply a system management standard with very specific requirements which, makes the ISO 27001 less universal than the 27000 standard. [9]
The ISO 27001 compliance standard is made up of 114 controls, which are divided into 14 categories. There is no requirement to implement the whole list of the controls, however they are optional for an organisation, and they can be picked and chosen specifically to be in line with the needs of the said organisation. As mentioned earlier, the ISO 27001 standard is made up of 114 controls that are divided into 14 categories, those categories are: [10]
· Compliance
· Information security incident management
· System acquisition, development, and maintenance
· Operations security
· Encryption and management of sensitive information
· Information asset management
· Organization of information security and assignment of responsibility
· Information security aspects of business continuity management
· Supplier relationships
· Communications security
· Physical and environmental security
· Employee access control
· Human resource security
· Information security policies
[bookmark: _Toc89776866]Intrusion Detection Systems
There are different types of intrusion detection systems, that work on different levels. One way that some of the Intrusion Detection Systems work on is on a network level. A NIDS can detect threats that are known to it as well as any specific attack patterns. Many IDS’s also can detect unusual behaviour on a network using AI and learning algorithms, which allows the systems to scan any network traffic happening on the organisation’s premises and seek out any signs of the network being compromised by a piece of malware, policy violation or any other kind of an attack. Another type of an Intrusion detection System is a cloud-based IDS. This works is a very similar manner to the network intrusion detection system, however this one operates around a cloud storage in order to prevent any files being compromised with spyware or malware. Cloud Intrusion Detection Systems will also often provide full visibility of every activity that happens within all the cloud accounts. Finally, there is the HIDS or more commonly known as the Host-based Intrusion Detection System. This IDS can often monitor any important events that happen across the whole operating system on a machine, as well as the software installed and, it can alert the user of any unusual activity or if there is an issue with the integrity of a file.
Even though there are Intrusion Detection Systems that operate across the different environments within an organisation, they can still be quite expensive to put in place. In fact, an article published in March 2020 by Scott Steinberg from CNBC suggests that 43% of all cyberattacks tend to be aimed at smaller, more vulnerable businesses. Not only that, but out of the 43% percent of the businesses, only 14% are capable of protecting themselves and their assets. Furthermore, on average, cyber attacks can cost an organisation of any size around $200,000 which means that some businesses can never recover and so they go bankrupt. In 2019 alone, over 50% of all small businesses in the US experienced a breach in their system which is why it is crucial for all organisations, large and small alike, to invest in appropriate and effective protection. [11]
[bookmark: _Toc89776867]Conclusion
In conclusion, it is important to note just how important cyber security is. Being connected through the internet brings people together, but it also makes everyone more vulnerable to criminals who would exploit the weaknesses of a device in order to profit from other people. With the recent increase in cyber-attacks, of which the numbers are still on the rise, it is especially important for organisations to invest as much as possible into protecting their assets, especially if that organisation is large, and has many assets to protect. There are several things that can be applied and done to protect data, some of the methods that were discussed are VPN’s, firewalls, and intrusion detection programs. Furthermore, there are sets of practices and policies, organisations can follow and apply through the use of a security framework such as the NIST, ISO 27000 and the ISO 27001.
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FlowTech is a fast-growing security organisation. In this case it is likely that many customers will reach out to FlowTech for their services, however the customers will always range in size as every company is different and some will be larger than others. This means that FlowTech will need to accommodate for all their customers different needs, and with that in mind, at least some of their services and the way they are provided must be universal in some way, so that they can be applied to a multitude of customers varying in size, need and demand.
[bookmark: _Toc89776870]Company Structure
Each company must have a structure made of up staff and personnel that allow the organisation to run smoothly. The structure that is made of several departments is what holds the overall company together. With that in mind, some of the primary departments that will ensure the company is effective at its job as well as protecting itself are the different security departments, specifically the Data, Network and Computer Security departments. The computer security department is in charge of ensuring the security of the workstations within the organisation and they provide a hardware-level protection to ensure none of the said workstations have been compromised. The data security department is in charge of making sure all the files and data stored in the organisations cloud storage is intact, which means that they would make great use of an Intrusion Detection System, in order to prevent and stop any cyber-attacks not only on FlowTech, but also any potential customers. The network security department would be working in a similar fashion to the data security department, however instead of focusing on the data and assets of FlowTech and its customers, it would focus more on ensuring the organisation’s network is safe from any potential breaches. Its job would be to scan for any unusual activity from anyone who accessed the network, make sure there is nothing on the network that an attacker can exploit in order to get access. However, just like the data security department, they would also make use of things like intrusion detection systems, in order to improve efficiency, speed and quality of the security itself.
[bookmark: _Toc89776871]policies
Based on the types of security that FlowTech can provide, it is important to lay out a set of security policies and procedures that the company will have to follow in order to provide the best security possible to its clients. The policies of FlowTech have the purpose of protecting both FlowTech and its clients from attacks and will be in place to protect the organisation infrastructure by providing a set of guidelines and procedures to follow as well as what should happen if the set of policies is not followed or violated in any way. Those policies will apply to both FlowTech and the consumer that hires the services of FlowTech. The policies will include but will not be limited to the protection of company’s data as well as the extent as to which the company staff can access said data. It would also have to address the protection over things like data transfer between devices and the security of the company email.
[bookmark: _Toc89776872]Compliance
Compliance is the meaning of following a certain standard of rules, and ethics, which every organisation must create a set of in order to create a standard within the company. A good set of ethics can also do things like improve trust between FlowTech and the customers of FlowTech’s services. One such law or ethic that will be extremely important for the reputation and good service of flow tech is confidentiality. Every set of data protected by FlowTech will be expected to be kept confidential, which means that only certain people within the organisation will have access to it, and even with limited access, there will still be a need for strong security measures and encryption in order to avoid any data leaks in case of a breach. Another thing that will be extremely important is to provide a 24/7 access and support for the customers, especially in case of an emergency. That’s why it will be important that FlowTech has staff on site in order to provide the support that customers may require. Furthermore, staff will also be needed not only for support but to maintain the network and monitor it for any unusual activity, as mentioned within the company structure section. Finally, it is important to establish a disciplinary action in case staff fail to comply with FlowTech’s set of laws and ethics. This is because security is of utmost importance which means that if FlowTech employees fail to uphold a certain security standard, appropriate disciplinary action will be required because it could mean that not only FlowTech’s security but also customer’s security was breached and any contract that FlowTech has with another company may or may not have been violated.
[bookmark: _Toc89776873]Governance and Strategic Planning for Security
In order to prepare sufficiently for a potential breach, FlowTech can make use of certain security frameworks. One of the best choices may be the ISO 27000 because of how universal it is in that it can be applied to organisations of any size and still be effective. The versatility of this framework is good because FlowTech will have customers of different sizes, which means that using the ISO 27001 framework, may be less effective when it comes to certain customers because o how specific it can be. In any case, it will be of utmost importance for FlowTech to acquire an ISO 27000 certification, because just like the set of laws and ethics that FlowTech follows, it will increase the trust between the company and the customer, and it will allow FlowTech to reach even more customers. Another action the FlowTech can take in order to prepare their security systems better is to create their own IDS, as this would mean that FlowTech will have no dependence on a third party that created their IDE. FlowTech can utilise the learning algorithm of an AI to monitor data transfers, access history and general network activity, in order to determine if the company cloud and network have been compromised.
[bookmark: _Toc89776874]Risk Management
In order to carry out a successful risk management process, there are four steps that are essential and that need to be taken. The first step is to identify the risk. This would mean doing things such as finding ways to get around the FlowTech security systems as well as any other vulnerabilities that the company may have, whether they are vulnerabilities with the system and network itself, the hardware within the company or a vulnerability caused by the employees of the company. The next step in the risk management process is risk assessment. During the assessment stage of the risk management process, there will be quantitative and qualitative types of assessments that will need to be carried out. For example, it will be important to identify the chances of a vulnerability occurring within the company, whether it is caused by the hardware and software that FlowTech uses, or if it is caused by the personnel. It will also be crucial to identify exactly in what way and how much each scenario will impact the company as a whole, and the services that it provides. It will also be important to determine how many resources will it cost FlowTech if a vulnerability occurs or is exploited. The third step in successful risk management is the treatment of a risk. This step often includes creating a plan on how to react if a risk arises, minimising the chances of a risk or vulnerability appearing and mitigating the amount of impact a risk could have on FlowTech, the customers and FlowTech’s services. There are several things that can be done during this step of risk management, for example realising that the risk exists and monitoring it, to see if and how it impacts the company in any way or attempting to completely eradicate the vulnerability that comes to light. The fourth and final step of the risk management process is the monitoring and reporting on the said risk, which can link a lot back to the third step in some cases. Through this process of risk management, many vulnerabilities that can be exploited, can be addressed, and mitigated, which is crucial for successfully protecting a client’s data.

[bookmark: _Toc89776875]Contingencies Planning
A contingency plan is similar to the risk management process, in the sense that it is used for addressing a risk, however unlike the risk management process itself, a contingency plan is set of instructions and procedures on what to do after an attack or breach occurs. Just like during the risk management process, a risk assessment must be carried out where FlowTech can identify potential threats and risks. After risks have been identified, the next step is figuring out how to prevent or minimise the impact that a breach could have on the company, and its assets. The next step would be to identify the people and companies that a breach would have an impact on and how much of an effect it would have on each of those companies, in order to determine who should be notified first and last about their data being compromised. The following step would happen in case of a breach, and that step might be to find a way to adjust the organisation policies among other things in order to improve the way the company operates and also to prevent any future attacks of the same or similar kind.
[bookmark: _Toc89776876]Protection Mechanisms
There are several things that FlowTech can implement into their list of standard practices in order to improve the overall security of the company network and assets. Some of the simpler solutions would be to use stronger passwords on accounts and files, as well as encrypting the data stored by the company, in order to attempt to prevent a brute force attack. Encryption of files can cause a brute force attack to almost never occur as it can slow down the process to the point where it would take several years, possibly longer, just to breach a file. Another method of protecting a network is through the use of a firewall and anti-malware software. A firewall can very effectively keep any unwanted visitors and files out of the FlowTech network, the better the firewall, the less chance of a cyber attack being successful. Furthermore, an anti-malware software can prevent any viruses from being planted and spread across the network, which would in turn either save the company assets or at least reduce the number of resources required for recovery from an attack. Another measure that can be taken is the use of intrusion detection systems. Monitoring for intrusion can be done by both a software and members of staff, in order to increase efficiency and effectiveness. That way, a software can negate any human error from the monitoring process and a member of security staff can account for the decision making that an AI or a simpler software cannot make. Finally, another example of a sensible practice to prevent a breach is to make sure all security systems and software are always up to date. That way an anti-malware software for example, can almost always recognise if a file is infected or not. Furthermore, it will also know how to respond to a cyber-attack.
[bookmark: _Toc89776877]Conclusion
In conclusion, there are several things that an organisation like FlowTech can do to ensure a high standard of performance and security for their clients, no matter who the client is. However, it is extremely important to take note of the components of information security that rest on the principles of the C.I.A. triad. This is the principle that rests all the services of a cyber security organisation on three basic components, those being confidentiality, integrity, and availability. Some of the most important things to be considered when creating an effective cyber security service are the protection mechanisms, contingency planning, risk management and compliance. Although the other aspects that were discussed in the report are crucial, without the elements listed, FlowTech cannot be a security organisation. Another important aspect of a cyber security company that is a part of all the listed aspects in one way or another, is reliability and trust that FlowTech can provide to its customers. If FlowTech cannot protect their client’s data, it cannot be trusted, and therefore will start to lose clients. It is also important to realise that good balance within the company ethics and policies is made. For example, it is advantageous to strike a good balance between access to the systems and network, while keeping a high standard and effectiveness of protection against threats that may put FlowTech, or its clients out of business.
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