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Modern day networks have numerous vulnerabilities that need to be fixed whether it is a network at home or a network for a company. With the internet of things becoming more prominent, described as “adding hardware or/and software to be smart and so be able to communicate with each other and participate effectively in all aspects of daily life” [1], the popularity of home networks has skyrocketed due to the multitude of technologies that can be implemented into homes. This means that even more networks are being created that could be vulnerable to attacks from malicious users, whether for the purpose of stealing data or for damaging people’s personal devices. 
With the vast multitude of different ways that cybersecurity attacks are carried out, it is important that people who maintain their own network are knowledgeable on how to sufficiently protect their network and the reasons that they are doing it. This document will cover the numerous countermeasures against cyberattacks as well as how they are performed and what they achieve. 
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The NIST Cybersecurity Framework (National Institute of Standards and Technology) is a framework that helps organisations to “increase their cybersecurity measures and provides an integrated organizing structure for different approaches in cybersecurity through collecting best practices, standards, and recommendations” [2]. NIST is split into 5 different functions and using the official Small Business Quick Start Guide for NIST [3] can be vital for businesses as each of the stages have their own importance.
The identify stage is used to ensure that there are no vulnerabilities in a network. This consists of not only ensuring that the network has no technological vulnerabilities, but also the utilisation of a risk management strategy so that any potential problems can be solved as discovered. Programs such as Nmap are commonly used for this stage as it gives the ability to scan networks for vulnerabilities such as open ports. The protect stage is used to ensure the network has sufficient safeguards put in place to protect against threats. Not only does this involve protecting systems with sufficient security to attempt prevention of exploitation of weaknesses, but also ensuring staff are trained and policies are put in place to maintain systems. Information employees have access should be restricted if it is unnecessary for their job. The detect stage is dedicated to identification of cybersecurity threats in the fastest possible manner. It ensures that any issues in the network are identified as fast as possible using software such as antivirus solutions, while also making sure that detected issues like malware are examined and understood. The respond stage is what focuses on how to deal with the cybersecurity breach that has occurred while ensuring that the actions taken are planned out and performed adequately. The ability to respond to a cybersecurity threat should be assessed to ensure that if an incident occurs, the business can handle it well. The recover stage is the final stage dedicated to how to recover after a cybersecurity incident. It is used to efficiently plan what the business should do after an incident, such as making reports of the incident afterwards to effectively evaluate what damage has been caused and the most important components to prioritise recovery for. 
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Reconnaissance is used to “find weaknesses, vulnerabilities, holes, activity, and nodes that can be used by attackers to go after an organization” [4]. The identify stage is primarily used to combat this stage as it is dedicated to making sure any weaknesses have been identified and planned for. Weaponization is where the tools that will be used for the attack are chosen, as after the reconnaissance stage they have information on what weaknesses to exploit. The protect stage aims to combat this as it is used for the company to adapt to any weaknesses and put countermeasures in place such as training staff to not click suspicious emails. The detect stage also applies to this as it is important to discover the cybersecurity threat as soon as possible. The delivery is the stage where the attack has been commenced, in which the respond stage covers by making sure sufficient response plans have been created to allow for reducing the impact of the attack. Once the delivery stage is over, the recovery stage is begun to begin planning on how to recover from the attack in the fastest way possible.
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Wireshark is a network analysis tool commonly used for networks to monitor traffic. Although it can be used by networks to protect their network, they are also commonly used in the reconnaissance stage of a cyber-attack.  As a packet analyser, Wireshark “examines the data packets that pass between the computers on a network as well as between networked computers and the internet” [5]. This allows attackers to easily identify which ports are open and vulnerable by sending packets to ports to see if they obtain a reply or not, opening networks up to potential attackers.
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Nmap is a much more powerful tool than Wireshark which can view all devices that are currently connected to a network, along with information about the device which gives an attacker the ability to attack with more efficiency than if they had less information. Some of the information it can gather about the devices are the IP address and MAC address, along with the operating system of the device. In reconnaissance this allows for a much more thorough attempt at an attack as they can use the additional information to cause more harm to devices. Using the open ports that are found, the attacker can also identify what applications are using the open ports and attempt to find an exploit of the application to gain access to the network, as when they find the version of the application, they can find issues that may not have been fixed yet that they can exploit. One of the methods of finding open ports is using a TCP connect scan, in which “Nmap asks the underlying operating system to establish a connection with the target machine and port by issuing the connect system call” [6]. This is an attempt to communicate with ports and testing if the port receives the message, which in turn informs the user on its status as open / closed.
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WannaCry is malware that was used by cybercriminals to exploit vulnerabilities on Windows systems and extort money from those affected by it. It functioned by encrypting the affected user’s PC which locked the system completely. To unlock it, the user had to pay the attacker in a cryptocurrency form such as Bitcoin as it is harder to track than other forms of payment. WannaCry was a worm type of malware that can spread easily through a PC as it “exploits vulnerabilities that have not been patched or acknowledged at the point of an outbreak, with an automatic propagation method that can spread pervasively throughout a network” [7]. The reason why WannaCry was so successful is because it exploited a vulnerability in Windows that was how Windows manages the Server Message Block protocol [8], meaning users that had not updated their PC to the latest patch were susceptible to WannaCry. EternalBlue, an exploitation tool specifically created to take advantage of the Server Message Block protocol, was the tool that was used to perform the WannaCry ransomware attack. Mitigation strategies for WannaCry vary, with updating your operating system regularly being the most important to ensure there are no vulnerabilities that go unfixed. Cybersecurity software such as Malwarebytes can also help prevent ransomware attacks as they can detect and block them before the threat is carried out.
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TeleRat is a type of telegram malware that is used to remotely gain information through the Telegram app. It was created to target Android devices specifically, with iPhone users not being affected by the issue. It disguises itself as another application via third party app stores and when installed on a device will gain the ability to perform multiple invasive tasks such as taking pictures on the victim’s cameras [9] from the attacker’s phone remotely. It also gathers information about the victim’s device such as the operating system, amount of RAM and amount of CPU cores. The gathered information is used for the attacker to gain information about the system the victim is using and attempt to steal sensitive information by spying on them, in turn giving them the ability to blackmail the target with any data they may hold. It can easily be avoided by not using third party app stores as the official android app stores have thorough malware searches conducted on each app to ensure that users are receiving safe applications, while third party stores allow anyone to upload their own apps. It can also be prevented by using anti malware software to detect and quarantine any harmful files before they achieve anything.
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Whaling is a type of phishing attack that is typically aimed at higher ranking workers of organisations. It is carried out by an attacker disguising themselves as a legitimate source and attempting to get the victim to perform certain actions which may benefit them, usually either clicking a link containing malware or requesting a money transfer while posing as someone else. Attackers may also use the disguise to gather more information about the organisation to further their reach into it, such as requesting passwords or emails, which gives them the ability to steal more information. These attacks have succeeded against very large companies such as Snapchat who were the victim of a whaling attack that led to the payroll information of multiple current and former employees being leaked to the public [10], leading to issues such as identity theft for each of the employees which was only resolved after each employee were offered two years of identity theft insurance [11]. As whaling is dependent on employees falling victim to fraudulent emails, it is important that companies sufficiently train their staff to ensure they are knowledgeable on what links and emails they can and cannot interact with, as well as to thoroughly check where the information they are receiving is coming from.
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Pharming is another type of phishing that functions by redirecting users to malicious sites rather than the ones they were initially visiting.  Pharming can occur in multiple ways. The user may install a virus or trojan on their device which may be contracted in ways such as a malicious email, which will then start linking the user to fake websites. Users who enter their personal details on the site unknowingly will also have their information stolen and sold. Another way pharming occurs is using DNS poisoning, “in which the DNS responses are maliciously replaced, or poisoned, by an attacker” [12]. This can happen in numerous ways, such as man-in-the-middle attacks where the attacker will directly tamper with the web browser you are using and redirect you to malicious sites when you attempt to visit legitimate sites. DNS servers may also be hacked, and the URLs changed at the source, meaning anyone using the DNS server will be affected. Pharming can be mitigated by ensuring that sites that are visited are secured using HTTPS which ensures that the website has an encrypted connection. The links of the sites that are visited should also be checked to ensure they are taking you to a place you are familiar with, and not a malicious alternative. 
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Eliminating single points of failure is extremely important as it prevents downtime on the network. The network topology accomplishes this by incorporating multiple multilayer level 3 switches. When any of the paths are broken, the switch will automatically find an alternative path to the router using the spanning tree path protocol.
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It is important that when data in the network encounters issues, the data isn’t lost and can be recovered. One way the data on the network can be saved is by using cloud saves of the data that is automatically performed in certain intervals of time to ensure that the latest data is always available. The topology also shows two servers, with one of them having the option of being a backup server that receives the same data as the other server so in the event of one of the servers failing there is no downtime, and users can continue to use the data.
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It is important that the network security is adequately set up to deter malicious users from trying to enter the network. A network that hasn’t been adequately prepared for a cyber-attack can be greatly affected by malicious users looking to enter the network. One way a network can achieve this is by implementing a firewall, which will ensure that all data that is entering and exiting the network adheres to a set of rules that prevents any users from accessing the network without permission. Anti-malware software is also essential as in the event of a user of the network installing malware, the software can detect it and deal with it early before any damage is caused. It also will quarantine any suspicious files so that legitimate or not, precaution is taken to prevent issues on the network. Another option is email filtering, which will automatically take all the spam and misleading emails and quarantine it to prevent any harmful files being installed by accident. This also helps deter phishing attacks as email filtering systems can easily notice slight changes in email addresses. One of the biggest problems for organisations are rogue access points, which are unofficial Wi-Fi sources that have not been implemented by the company, but by an employee or a malicious user. These sources can be used to connect to the network and allow hackers to instantly access the network. To counteract this, companies should provide thorough training to their staff to ensure they are aware of the dangers of creating their own access points without permission. 
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In conclusion, there are numerous ways that have been developed to counteract cyberattacks on networks and each of them are built to protect a network from malicious users. Organisations that are utilising any size of network should always be wary of their network’s security, and if it is sufficient for the threats they may face. Planning for a cyber attack to happen can benefit a company greatly as when they expect the threat, it can be dealt with swiftly compared whereas a lack of preparation may lead the company to suffer more severe damage. Using the appropriate software and guidelines can greatly boost the security of a network and ensure that no cyberattacks carried out will cause any long-term damage to an organisation. 
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