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[bookmark: _Toc225333968]Introduction
The science of digital forensics is defined as "the use of scientific processes for retrieving, preserving, analyzing, and presenting digital evidence for use in investigations and legal proceedings." As technology is evolving, so is the sophistication of cybercrimes, making digital forensics an essential tool in the ongoing battle against cybercrime. This report will discuss the status of digital forensics, including tools, trends, challenges, and the job market for digital forensic specialists.
[bookmark: _Toc225333969]Current State of the Field, Tools – Features & Capabilities
Digital forensics has changed significantly over the years, responding to the changing nature of technology and the growing amount of digital data. Digital forensics has branched out into different domains, including computer forensics, mobile device forensics, network forensics, and cloud forensics, among others, where different tools are required for the extraction, collection, and analysis of digital evidence.
Key Forensic Tools and Their Capabilities
EnCase and FTK Imager: These are used for the creation of a digital image of a hard drive, a mobile device, and any other digital media. EnCase, for instance, has the capability of performing keyword searches over large amounts of data, recovering data that has been deleted, and analyzing metadata. FTK Imager, on the other hand, has an extensive range of data extraction capabilities, which include memory analysis and the capability for hash verification (Holt, Bossler and Seigfried-Spellar, 2022).
Cellebrite and Oxygen Forensics: These are commonly used in mobile forensic analysis. These tools are capable of extracting information from a smartphone, which includes deleted messages, contacts, application information, and even GPS location information. Due to the increased use of mobile devices, these tools have become a necessity in forensic analysis (Wakefield and Gips, 2022).
Sleuth Kit and Autopsy: Sleuth Kit is a toolkit used for forensic analysis, which includes file system analysis, deleted file recovery, and log analysis. Autopsy, on the other hand, is a graphical interface for Sleuth Kit, which makes it easier for the investigator to analyze large amounts of data and even create timelines of the events (Belshaw and Nodeland, 2022).
The tools can be used to guarantee the integrity of the evidence throughout the investigation. 
[bookmark: _Toc225333970]Intersection of Digital Forensics and Cybersecurity
The intersection of digital forensics and cybersecurity is, therefore, fundamental since digital forensics is at the center of examining the aftermath of cybersecurity breaches. While cybersecurity is focused on preventing or responding to cybersecurity breaches, digital forensics is focused on examining the aftermath of a cybersecurity breach. 
Incident Response and Remediation
In response to a cybersecurity breach, digital forensic specialists are often called upon to examine how the breach occurred, what was breached, and whether any controls were circumvented. This information is helpful for cybersecurity specialists, who can use it to improve their cybersecurity systems and prevent future breaches. The information can also help cybersecurity specialists understand what is wrong with their cybersecurity systems or how cybercriminals operate, which can be helpful in preventing future breaches (Abdullahi, Singh and Hasan, 2023).
Legal and Compliance Roles
The role of digital forensics in the legal system is critical. This is due to the fact that digital forensics offers concrete evidence. This evidence is admissible in court. The fact that digital evidence is authentic ensures that it is admissible. Digital forensics is used by various organizations to ensure compliance with regulations on data breaches (Verizon, 2021).
[bookmark: _Toc225333971]Emerging Trends in Digital Forensics
However, as the threat of cybercrime continues to evolve, so do the opportunities and challenges that come with digital forensic analysis. Among the emerging trends in digital forensic analysis are:
1. Cloud Forensics
As the world moves towards the use of the cloud by various business organizations, digital forensic analysis has also had to adapt to the changing environment in order to analyze data that has been stored on the cloud adequately. To do this, forensic tools have had to be developed that can analyze data across different jurisdictions, as well as manage the permissions of the data (Cloud Security Alliance, 2020).
2. Internet of Things (IoT) Forensics
With the emergence of the Internet of Things (IoT), a new dimension of complexity has been incorporated into the field of digital forensics. Internet of Things devices, for example, include smart speakers, security systems, and even smart refrigerators. With the increasing use of Internet of Things devices both in personal and professional environments, digital forensics investigators require tools capable of handling the specific data structures and communication protocols employed by Internet of Things devices (Nicholson, 2025).
[bookmark: _Toc225333972]Key Challenges in Digital Forensics
However, the field of digital forensics still faces a number of challenges:
1. Data Volume and Complexity
The growing volume of information produced by digital devices poses a challenge for digital forensics. Digital forensics practitioners may need to sort through enormous amounts of information from computer systems and applications, as well as hidden information. The sheer volume of information extracted from digital devices, especially from corporate organizations, overwhelms digital forensics practitioners (Johnson, Davies and Reddy, 2022).
2. Encryption and Anti-Forensics
Encryption and anti-forensic techniques are increasingly used by perpetrators as a way of concealing evidence or covering up their tracks. Although encryption ensures privacy, it also presents a great challenge for digital forensics experts, as they are forced to use sophisticated techniques in order to bypass the encryption (Alghamdi, 2025).
[bookmark: _Toc225333973]National and International Job Market
The demand for digital forensics experts is growing rapidly due to the increased rate of cybercrime and the complexity of digital systems.

1. Job Roles and Skills
Digital forensics jobs may exist in the titles of a Digital Forensic Analyst, Incident Responder, or Cybersecurity Forensic Consultant. These jobs require a good understanding of both technology and the law. The skills needed to excel in digital forensics jobs include the ability to use forensic tools, knowledge of network security, and understanding the law.
2. Job Market Outlook
According to reports, the job market for digital forensics specialists is expected to grow in the coming years. In particular, the demand for individuals with expertise in mobile forensics, cloud forensics, and network forensics is on the rise. This is due to the increase in cybercrimes, as well as the need for businesses to adhere to the stipulations set by cybersecurity regulations. The salary for a digital forensics’ specialist can range from as low as $50,000 for entry-level jobs and as high as over $100,000 for senior jobs (Kim et al. 2023).
[bookmark: _Toc225333974]Conclusion
Digital forensics, as a domain, is a fast-evolving field with significant implications for the domain of cybersecurity as well as legal investigations. With the evolution of technology, so does the sophistication of digital forensic analysis. New trends in the domain, which include cloud forensics, IoT forensics, and the use of AI, are changing the way in which digital forensic analysis is conducted. Despite these, some of the issues in the domain, which include the sheer volume of data, encryption, and jurisdiction, still exist. The growing need for skilled professionals in the domain of digital forensic analysis points towards the importance of this domain in ensuring the security of a digital environment against cybercrimes.
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[bookmark: _pcphlofxu53n][bookmark: _Toc225335697]Task 2: Forensic Report
[bookmark: _klaz42dlq07i][bookmark: _Toc225335698]Case Background
Corporate espionage has been identified in this instance in Quantum Tech, whereby, it was believed that a proprietary patent, QT-AI-2025 (AI chip design), was stolen. The first attack was reported by the IT security team whereby their patent database had been accessed unlawfully. Emma, a senior engineer at Quantum Tech is being suspected as the chief culprit and it is thought that she tried to steal the patent and sell it to a rival, NexGen Circuits, through an intermediary, Joe.
The inquiry has been launched to find out the scope of the data theft, the means through which the same has been perpetuated, and whether Emma has been able to pass the proprietary information to NexGen Circuits via Joe. The case deals with different types of digital evidence of the devices which are owned by the suspects, which are smartphones, emails and file systems (Hamad and Eleyan, 2022).
Key Players in the Case:
Emma: The possible victim, a senior engineer who has access to proprietary files.
Joe: The middleman purported to have been involved in transferring the stolen patent information to NexGen Circuits.
Norman: The prospective client, thought to have acted in the purchase of the stolen patent to NexGen Circuits.
Objectives of the Investigation:
· To verify the theft of the patent by unauthorized persons.
· To determine the part of each suspect in the theft and sale of the patent.
· To maintain the integrity of all digital evidence to be used in a court of law in the future.
[bookmark: _bh1p2fm6g7l7][bookmark: _Toc225335699]Evidence Inventory
The interrogated evidence in this case will include a series of digital devices and storage media belonging to the suspects, which was properly handled and stored following the guidelines of the chain-of-custody procedures. These gadgets hold important proofs of the unlawful interference and offer to market the QT-AI-2025 patent (Harisha, Mishra and Singh, 2023). The following includes a detailed inventory of the digital evidence that was a part of the investigation:


	Item
	Device
	Contents
	Key Data
	Purpose

	Emma’s Android Smartphone
	Huawei
	Communication logs from WhatsApp, Instagram DMs, emails
	Messages related to the theft and sale of the QT-AI-2025 patent, interactions with accomplices.
	To investigate Emma's direct communication with other suspects about the theft and sale of the patent.

	Emma’s USB Flash Drive
	USB Drive
	Files related to the QT-AI-2025 patent (PDFs, CAD files)
	Metadata indicating access and modification dates for patent-related files.
	To confirm the storage and transfer of stolen patent information.

	Joe’s Smartphone
	Nokia
	Communication logs from WhatsApp, Instagram DMs
	Messages between Joe, Emma, and Norman discussing the sale of the stolen patent.
	To track Joe’s role as an intermediary facilitating the communication and transaction of the patent.

	Norman’s Smartphone
	Ulefone
	Communication logs from WhatsApp, emails, and call records
	Messages showing Norman’s involvement in the purchase and potential financial transactions for the stolen patent.
	To confirm Norman’s role as the potential buyer and his communication with Emma and Joe.


Table 1: Evidence Inventory
The table is a clear overview of the evidence inventory used in the investigation of the unauthorized access as well as the intended sale of the QT-AI-2025 patent. It enumerates the major pieces of evidence that were gathered such as the Android smartphone belonging to Emma, Emma USB flash disk, smartphone belonging to Joe, and smartphone belonging to Norman, and corresponding contents and significant data (Chowdhury and Mostafa, 2024). In every device, the table emphasizes the kind of information that has been obtained, which could be communication records of messaging applications like WhatsApp and Instagram, emails, and files of the stolen patent. It also gives the vital information retrieved like messages about the theft and any financial dealings involving the patent. This inventory is aimed at proving how all the evidence aids in knowing the functions of Emma, Joe and Norman in the corporate espionage case, aiding in the establishment of a timeline and showing their role in the illegal operations.
[bookmark: _8l4sbwittsxw][bookmark: _Toc225335700]Methodology
The investigation of suspected corporate espionage case has been a forensic one, and several important steps have been taken to make sure that all evidence is gathered, studied and stored in the most integrity (Kazaure, Yusoff and Jantan, 2023). The methodology applied in this investigation has been based on industry best practices and tools, and ensuring a proper chain of custody in all digital evidences.
1. Evidence Acquisition
The initial measure has been to obtain forensic images of the devices in question by way of FTK imager, which is a popular forensic tool that generates accurate bit-to-bit copies of digital mediums. This instrument provides assurance that no changes have taken place in the process of acquisition. Write-blockers have been implemented so that there can be no alterations made to the information in the devices (Drobotov et al. 2023). The devices pictured are Emma and her smartphone, Joe and his smartphone, and Norman and his smartphone, and Emma and her USB flash drive. Detailed recording of the imaging process is done to ensure continuity of custody of the evidence.
2. Hash Verification
Once the forensic images are obtained, MD5 and SHA-1 hash message-digest algorithms have been run on the images. These cryptographic hash functions are used to create a unique value each data set, which guarantees integrity of the forensic images by assuring that the data has not been modified or changed in the acquisition process. The hash of both the device and the file has been checked and recorded.
3. Data Analysis and Extraction
After the extraction and verification of the images, the data extraction and analysis phase has been performed using Autopsy, an open-source forensic tool. This has facilitated analyses of file systems, recovery of deleted files, and the analysis of communication logs and metadata. Specifically, WhatsApp, Instagram, and email communications have been copied off the devices to trace the timeline and interactions among the suspects.
4. Evidence Correlation
The last step has been to cross-link a set of extracted data, including messages, call logs, and file timestamps, to create a detailed timeline of events. This has assisted in creating the part of Emma, Joe and Norman in stealing and selling the patent illegally.
[bookmark: _9y2gt5cx4i6x][bookmark: _Toc225335701]Findings
Evidence Acquisition
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Figure 1: Image Files Acquired in FTK Imager
This figure demonstrates how the acquisition and loading of forensic images on several mobile devices to FTK Imager have been successful. The presented tree illustration proves that file system information has been extracted from Huawei, Nokia, Samsung, and Ulefone devices (Kazaure et al. 2023). These images constitute the main evidence body, the integrity of which is subsequently checked by the use of the hash of MD5 and SHA1.
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Figure 2: Hashes Verification for Emma’s System
This figure depicts the hash verification output of Emma and her Huawei. The forensic image's unique hash values are the MD5 hash (3a4a30f91dc1ee1848539dc6657b701) and the SHA-1 hash (8b27e0b6d6056b47b7e318b16c8b7f6e3399c4). A correspondence in matching hash values provides evidence that the evidence is the same since it is acquired and remains intact in terms of integrity, authenticity, and admissibility in a court of law.
[image: ]
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Figure 3: Hashes Verification for Joe’s Forensic Evidence
This is a figure that shows hash verification on Joe's Nokia device. The integrity of the forensic image is checked by the MD5 hash (21efab0b6854f6fc03c7742c0b36a8d4) and the SHA1 hash (e6d3136a85a9b97516a084702ebdb2cf3ce1). Constant hash values indicate that nothing has been altered in the data acquisition and analysis, and this can prove the reliability of the evidence in the investigation.
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Figure 4: Hashes Verification for Norman’s Forensic Evidence
This figure depicts the verification of the hash of the Ulefone that Norman owns. The correctness of the obtained image is ascertained by the MD5 hash (0e9d41c6b9239fbcf36906c12358083) and SHA1 hash (1123a4e1c495c02b6f0730b8cc0efdcf44e4e1). Hashing of data also guarantees that the data has not been manipulated; thus, the processes of forensic integrity and evidential integrity are upheld during investigation.
Communication Analysis
[image: ]
Figure 5: Suspicious Tasks of Evidence Deletion from Emma’s Smartphone from Call Logs
This figure reveals extracted call log information on Emma, indicating suspicious activities with deleted or edited call logs. The time stamps suggest efforts to cover up any evidence of communication after some of the important communications. This kind of behaviour implies deliberate evidence manipulation, a fact that supports the reasoning that Emma tried to hide communication with accomplices regarding the illegal access and transfer of the patent.
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Figure 6: Suspect of Transaction of Purchasing the Patent from NextGenCircuits
This figure shows a picture taken through the Ulefone phone, and it depicts a bank card that may have been used in making financial transactions (Kim et al. 2023). The inclusion of this image indicates planning or a sign of payment transfer. Regarding the investigation, it confirms the assumption that there is a planned or initiated financial transaction between the parties that are probably connected to the buying of the stolen QT-AI-2025 patent.
[image: ]
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Figure 7: Suspicious Talks between Emma and Middleman about The AI Chip Information from Instagram
This result shows mined Instagram information that contains a conversation between Emma and the middleman, Joe. According to the content, there is a discussion of sensitive information on an AI chip, which presupposes unauthorized disclosure. The context of communication implies the presence of coordination and negotiation, which is evidence that Emma has been actively exchanging the proprietary information with Joe; thus, the process of transferring the patent to third parties has been illegal.
[image: ]
Figure 8: Suspicious Documentation from WhatsApp Chat of The Middleman (Joe) with Timeline
This figure presents the data of WhatsApp messages related to Joe with the dates and fragments of the messages. The timeline shows the order of communication that is in line with coordination among various parties. The subject matter also implies participation in the document sharing and negotiation activities, which further justify Joe as an intermediary that can facilitate the process of communication and even facilitate the exchange of proprietary patent information.
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Figure 9: Backup Logs of WhatsApp Chats of The Middleman with Date Modified
This result portrays the backup files of WhatsApp that are accessible on Joe's device, with the metadata such as the modification date. The timestamps reflect the last activity and the potential creation of the backups following the important communication steps. This implies efforts to keep or copy chat logs, which can include vital information showing coordination, negotiation, and efforts to conduct the sale of sensitive patent information.
File Analysis
[image: ]
Figure 10: Contract Summary File Analysis from USB Drive
This figure depicts files that Emma has on the USB drive, which contain documents that are probably associated with contractual agreements. The fact that there are organized files and readable content fragments is an indication of documentation that is associated with the transfer or sale of proprietary information. Recent access is recorded in the metadata, such as modification timestamps, which are used to support the hypothesis that the USB device has been used to store and transfer sensitive material in patents (Vinayagam, 2025).
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Figure 11: Analysis of Meetups of Suspects in The Restaurant
This figure contains files with references to meeting arrangements, which are the coordination of suspects. The metadata and the contents of the file indicate organization of physical meetings, where confidential information is probably to be discussed or exchanged. The timestamps also match against the communications, which supports the fact that these meetings are suspiciously involved in the process of a deal or the conclusion of the illegal purchase of the patent.
[image: ]
Figure 12: Suspicious QR Code (image) Share between Suspects
This figure represents a picture that has a QR code that is retrieved from the device storage. The QR code can contain information such as payment and file access links or contact information. The fact that it is present implies another way of safe information flow between suspects, which upholds the theory of covert communication and coordination in the process of attempted sale of proprietary patent information.
Call Log and Email Correlation
[image: ]
Figure 13: Encrypted Email between Norman and Joe about Patent
This image displays an email file, which is either in coded or encrypted form in the device storage, which suggests communication between Norman and Joe. Encoded content is an indication of intentional hiding of sensitive data (Dubey et al. 2023). The metadata timestamp proves that communication occurred at a specific moment in time, and it is possible to conclude that both parties shared confidential information associated with the illegal transfer of the QT-AI-2025 patent.
[image: ]
Figure 14: Message Logs from Email from The Database
This figure contains organized email database records, which have message logs and metadata. The data that is extracted contains time marks, file names, and communication logs, since they enable the reconstruction of the interaction between parties. The records show that there are coordinated communications that may include patent information that is probably deliberate to exchange proprietary data, since these partially confirm the intention to do so and correlate with other communication methods, including calls and messaging systems.
Suspect Profiling
According to the forensic examination, Emma is declared to be the main culprit. Her device records show that she has access to proprietary files, suspicious file transfer activity, and tried to delete communication logs, which proves that she has been willing to steal and hide sensitive data on the QT-AI-2025 patent. The intermediary is picked as Joe because the communication history of WhatsApp and Instagram shows that he is the person who facilitated discussions, connected meetings and managed contact between Emma and the inner world (Kaushik et al. 2024). By way of chat backups and message logs, he is also involved in the process of negotiation and information exchange. 
[bookmark: _32n4b82zhr3i][bookmark: _Toc225335702]Conclusion
The forensic investigation has been able to establish that Emma, Joe and Norman were involved in the unauthorized access and attempted sale of the QT-AI-2025 patent. The devices used by the suspects have been created with FTK Imager to protect the integrity of the information, as the extraction of hash values has been verified. The investigation has shown major communication records, file systems, and metadata proving Emma to be part of the theft organization, where Joe is the mediator and Norman is the potential buyer. The evidence has given a timeline, associating the suspects with the illegal activities involved in the theft and attempted sale of the patent.
[bookmark: _b4andlo5445r][bookmark: _Toc225335703]Recommendations
As a recommendation to avoid such incidents in the future, it is advisable that Quantum Tech should increase its security measures by enacting more stringent access control measures as well as improving on the ability to monitor sensitive intellectual property (Bilous et al. 2025). There should also be employee awareness training on data security and cybersecurity. The evidence collected should result in legal action to hold the involved suspects accountable.
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