1. Conclusion

The project stages encompassed the research for the creation of a new
framework for the secure and safe use of generative artificial intelligence
(GAIl) Dwr Cymru Welsh Water (DCWW).

The literary review and research identified several key aspects of risk,
concern and consequence to be included in the new framework. This
framework will enable secure, safe and competent usage of GAl within
the organisation.

Security is a critical aspect of the framework. A selection of cyber security
risks were identified to be included in a few designed tests.
Demonstrations of successful mitigations of the attacks were carried out,
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6. Security Risks

Several of the cyber security risks included within the framework were
demonstrated in a virtual environment and successfully mitigated as part
of the evaluation phase of the project. The select risks were:

* Access Control
* Phishing
* Session Hijacking

Generative Al systems can pose serious security threats, such as the

above, that undermine all three points of the Confidentiality, Integrity,
Availability (CIA) triad. The CIlA triad is a globally recognised cornerstone
information security model [2], consisting of three fundamental
principles.

with a focus on the relevance of the security risks to a GAl system.
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Create and evaluate a draft framework for GAl usage within DCWW,

: * Security — prompt injection, access control, phishing for example.
demonstrate security aspects and report on the outcome.

* Ethics - bias and discrimination and unintended consequences.
— Objectives: ‘ ~« Accuracy and reliability — hallucinations, misinformation.

 Legal-intellectual property and ownership of GAl generated content.
\  Regulatory — data privacy, transparency and explainability.

—

Carry out a critical literature review, focusing on security and risk around TneL A tuac

GAl and the mitigations required for a generative Al framework.

\ 14 : . . . . * Reputation - damage to reputation from consequences of the above
=y £ Perform appropriate research, consider and adapt to security and ethical ) ‘ . T ‘ . b i s
risks. * Integrity — “Guarding against improper information modification” [4]

- considerations and any relevant regulatory requirements.

* Confidentiality — “the fact of private information being kept secret” [3]
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These aspect formed the core structure of the framework document and
contributed to the developed the guideline statements within the !

framework: "~
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information” [5] =
|dentify, evaluate and mitigate various key related cyber security risks.
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