Cyber crime 
A current issue affecting the public services is cybercrime and security. Cyber-crime is the term used for unlawful activities using technology, there is many different ways in which the activity can come under the umbrella for cybercrime, forms of cyber crimes using technology/internet are: - drug dealing, people smuggling, bullying and hacking(Victim support, N.D)
The government have done considerable amount of work and continue to do a lot to tackle cybercrime in the UK, their focus is to make the internet the safest it can be for civilians and companies. The scale in which technology is changing it impacts on our way of life and how we all work and communicate, this change has significant benefits but also has its shortcomings, most communications take place through technology for pleasure and business therefor making it easier for criminals to target civilian and businesses subsequently the government often see new challenges arise with how technology is becoming even more advanced.
The government have taken major steps in order to minimise the impact that cyber incidents have on everyone in the UK, one thing they have done to protect the UK’s critical organisations and citizens from attacks is, HM government, 2016 (launch a new company that is National Cyber Security Centre, which founded in 2016), before that there was a number of organisations funded by the government whose job it was to tackling cyber-crime, the government decided to collectively merge them together to better the expertise and save money. In result of the decision to merge them together to make one organisation has its benefits not just to the government but to the civilians of the UK also, having just the one organisation makes it easier to lease with the government, present them with their expert knowledge of analysed data and give recommendations, it also helps the government with reaching their target of a safer UK web space for all users. The results from the work of the NCSC make the internet safer for everyone through making technological improvements. Not only does NCSC give their expert advice to government they also advise the public in the best way to be safe on the internet. 
The National Crime Agency is a government body, so falls under public services they work closely with UK police forces in order to tackle cybercrime they also work closely with international law enforcement such as the FBI and US secret service(NCA, 2016)The UK often comes under threat from cyber-attacks from the homeland, which in these cases they can be dealt with by UK enforcements, however, UK companies and civilians commonly get targeted by oversea criminal gangs, cyber gangs are  getting more and more advanced at what they do making it not so hard for them to find a way through our systems, because of this the national crime agency partners up with oversees agencies. Cyber-attacks on the UK from other parts of the world are common, this is because criminals and the technical infrastructure is often based overseas, to tackle this the NCA have to partner up with organisations and share intelligence this is the best way to capture and stop the criminals. 
The National Crime Agency also works on educating young people especially individuals who have good knowledge and understanding of technological infostructure, their aim is to educate individuals to use their skills wisely. Consequently the NCA have come up with a campaign #cyberchoices(NCA 2016) to help with their efforts to get the message across, having these initiatives could help the UK in the future, targeting youngsters and education them on how the internet has such effects could reduce crime and also create interest in working in organisation helping the UK protect their web zone as the years go on technology is going to become more apparent than what it is now, deterring people away from cybercrime could benefit the UK enormously in the future. The national crime agency also works closely with the National Cyber Security centre in order to tackle cybercrimes and criminals.
Continuing to tackle cybercrime, Philip Hammond, the chancellor in 2016 pledged that the government was going to fund 1.9 billion pound into new infrastructure to tackle cyber security(BBC news, 2016) the money will be given to update current systems, employ new specialist cybersecurity experts, give the police service money to employ/train more police officers who will have the expertise to tackle organised gang crimes online. The government have taken responsibility and understand the need for extra money in the system of cyber security, not just to keep the UK safe but to make it desirable for overseas businesses to come to the UK, subsequently, benefiting the UK economics helping the system roll over smoothly(BBC news, 2016)
Cyber crime creates a lot of challenges on the public and private sector, it also brings a lot of losses financially to the public and private sector. Eaves (2016) The cost of fraud directly against individuals is estimated around £9.7 billion per year, Given the rise in identity theft and the prevalence of cyber-crime, this is only expected to grow. With it being at such a huge scale of loss to the UK and continuing to rise, that will bring its own significances on businesses and individuals, starting small, it goes big like the domino effects, effecting one then slowly effecting the whole nation, the reason being is that with losses to individuals, businesses will slowly see losses as people wont be spending as much, subsequently effecting the nations economics. Businesses and charities can be affected by cybercrime, they can find themselves being a target by individuals and gangs for financial blackmailing gain (National Crime Agency 2019)  
Although everyone is targeted by cyber criminals, it is mostly businesses that are targeted the most around a third of all businesses and two in ten charities reported having any kind of cyber security breach and or attack in the last twelve months(department for digital, culture, media and sport, 2019) These figures show cyber-attacks are more common on larger businesses rather than small ones and charities. Businesses that hold personal data are more likely to be a victim of cyber-attacks (department for digital, culture, media and sport, 2019) the reason being is that in the criminal world personal date holds a lot of currency, criminals can steal peoples information and sell it on to other criminals and use it for themselves for financial gain. 
Cybercrime also brings a loos to charity’s, company individuals and society and a whole. In 2018 the NHS systems were hacked by a north Korean hacker(Matthew field, the telegraph, 2018) They demanded money by locking 200,000 NHS computers and putting a message on the screens of their request, they also cancelled 19000 appointments the result of this event was mammoth, it cost the government millions of pounds, the cancellation of the appointments cost in the region of 20 million, and an additional 72 million to fix the issue and to upgrade the IT systems. 
The hacking of the NHS systems is partly to blame on the government not putting money into the IT systems to keep it safe, millions of people use the NHS and therefore it holds a lot of personal data. The government not updating the systems they allowed hackers to gain entry and risked confidential files being leaked and the loss of public money (Henry bodkin et all, the telegraph, 2017). The government understood and took responsibility for their bad practise and updated the NHS IT systems which cost them around 72 million, they recognised the threat from hackers and made changes (Matthew field, the telegraph, 2018) going forward as the IT/internet systems get more advanced so does the cybercriminals consequently the government have to keep changing their approach to keep it safe. 
[bookmark: _GoBack]I have done a lot of research into cyber crime and how it effects society, businesses and the public services, from what I accumulated the government over the years have put cyber security on the back bencher but they are now giving more resources to specialist organisations like the National Cyber Security Centre to tackle cybercrime in the UK, also charities and businesses are always facing new challenges so to try and minimise risk they are always risk assessing and updating their IT systems to lessen the change of cyber threats. 
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