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[bookmark: _Toc102747574]Task 1 - Building a Virtual LAN using Type 2 Hypervisor Management Software
[bookmark: _Toc102747575]Virtual Machine Creation and Operating System Installations
[bookmark: _Toc102747576]Server1 installation
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Description automatically generated]
This is the creation process of Server1.
[bookmark: _GoBack][image: Graphical user interface, application

Description automatically generated]
Server1 was assigned 4GB of RAM. 
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Description automatically generated]
A virtual hard disk was created for the VM.
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Description automatically generated]
VDI was selected.
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Description automatically generated]
Dynamically allocated was selected.
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Description automatically generated]
The size of the virtual hard drive was set to 25GB.
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Description automatically generated]
The server was to be given an ISO file.
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Description automatically generated with medium confidence]
[image: Graphical user interface, application

Description automatically generated]
The ISO file selected above was chosen. 
[image: Graphical user interface, application

Description automatically generated]
Enabling PAE/NX to allow the physical address register of the computer’s CPU to be available for the virtual machines.
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Description automatically generated]
The virtual machine should have at least 128MB of video memory, this setting can be found in the display category.
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Description automatically generated]
The virtual machine is powered on.
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Description automatically generated]
English settings were chosen.
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Description automatically generated]
Install now was clicked.
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Description automatically generated]
“I don’t have a product key” is selected at this stage
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Description automatically generated]
The user agreement was accepted and next was clicked.
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Description automatically generated]
A custom install was clicked.
[image: Graphical user interface, application

Description automatically generated]
The virtual hard disk was selected.
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Description automatically generated]
Windows was installed.
[image: Graphical user interface, application

Description automatically generated]
An account was created.
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Description automatically generated]
The login screen was observed.
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Description automatically generated]
The administrator account was logged into.
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Description automatically generated]
The login worked.
[bookmark: _Toc102747577]Client1 installation
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[bookmark: _Toc102747578]Virtual Network Configurations
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Description automatically generated]
The NAT field was changed to an internal network and was named PublicNet
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Description automatically generated]
Server 1 was launched, navigating through the control panel, view network status and tasks, then change adapter settings. An ethernet connection could be seen, this was renamed to PublicNet
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Description automatically generated]
PublicNet was then changed to a manually set IP address, 192.162.1.100
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Description automatically generated]
Server1 was shut down, and a new adapter was set up in the settings, this was another internal network which was named PrivateNet1.
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Description automatically generated]
The new network was renamed PrivateNet1 in the network settings once the server had started up again.
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Description automatically generated]
PrivateNet1’s IP address was set to 192.168.100.1. once this was done, server1 was closed down again.
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Description automatically generated]
Client1’s network settings were changed so that the adapter used is PrivateNet1
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Description automatically generated]
Client1 was launched, and its adapter was renamed to PrivateNet1
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Description automatically generated]
Client1 was given 192.168.100.2 as an IP address
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Description automatically generated]
Server1’s firewall was turned off
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Description automatically generated]
Client1’s firewall was turned off
[image: Graphical user interface

Description automatically generated]
Both server1 and client1 were turned on, then a ping to client1’s IP was made on the server in the command prompt, which came back successful and shows that the connection between server1 and client1 was successful.
The same processes are carried out for server2 and client2, with some minor differences.
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Server2 is given an internal network adapter called PublicNet, which is identical to the first process
[image: ]
Server2’s PublicNet is given an IP of 192.168.1.101, after being renamed on the VM to PublicNet
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Server2 then got another adapter called PrivateNet2
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The connection was then named PrivateNet2
[image: ]
The IP address was then set to 192.168.101.1
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Client2’s adapter was set to PrivateNet2
[image: ]
The connection was named PrivateNet2 in client2’s settings
[image: ]
The IP address was set to 192.168.101.2
[image: ]
The firewalls of both virtual machines were deactivated, then both server and client were run. The ping command was used in the command prompt of server2 to ping the IP of client2, where a response was observed, showing a connection between the two.


[bookmark: _Toc102747579]Task 2 – Deploying a Network Directory Service and Creating and Understanding Active Directory Network Objects
[bookmark: _Toc102747580]Pre-requisite
For the next task, server 1 will be used. Before anything is done, the network administrator needs to check that the server has a static IP, a domain name service has not been created and the firewall is off.
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Description automatically generated]
The screenshot shows that the server currently has a static IP and currently hasn’t got any DNS set up.
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Description automatically generated]
This screenshot shows that the firewall is off.
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Description automatically generated]
Once the checks were made, the name of the computer was changed to DC1-NWT and the VM restarted to make this change
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Description automatically generated]
This screenshot shows that the server’s name was successfully changed.


[bookmark: _Toc102747581]Deploy Active Directory as a Role or Feature based Installation
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Description automatically generated]
The server manager is opened for the first time
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Description automatically generated]
Add roles and features was clicked, whereby the message seen above appeared. Next was clicked.
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Description automatically generated]
A role or feature-based installation was selected
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Description automatically generated]
The server was selected
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Description automatically generated]
The active directory domain services check box was ticked, whereby the window seen in the screenshot above appeared. Add features was clicked.
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Description automatically generated]
Once the ADDS was selected, next was clicked.
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Description automatically generated]
No additional features are needed, so next is clicked at this stage.
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Description automatically generated]
The next part gives information regarding ADDS.
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Description automatically generated]
Install was clicked at this stage.
[image: Graphical user interface, application

Description automatically generated]
The installation then occurred. 
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Description automatically generated]
The close button was clicked to reveal the server manager dashboard.
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Description automatically generated]
The notifications box was opened and promote this server to a domain controller was clicked
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Description automatically generated]
On this window, add a new forest was selected and nosstask.msft was inputted as the root domain name. next was clicked.
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Description automatically generated]
Windows server 16 was selected and the two tick boxes were ticked. The dsrm password was then set.
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Description automatically generated]
Next was clicked on this window.
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Description automatically generated]
Next was clicked on this window.
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Description automatically generated]
The paths were left as default but recorded for later use.
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Description automatically generated]
Next was clicked on this window.
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Description automatically generated]
A prerequisites check is then carried out, which came back with a few warnings, but no errors. Install was clicked at this point. Once the installation was complete, the VM restarted.
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Description automatically generated]
Once the VM had restarted, the administrator login showed.

[bookmark: _Toc102747582]Creating User Account Objects using Active Directory Users and Computers snap-in Console
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Description automatically generated]
Active directory computers and users window was opened.
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Description automatically generated]
The nosstask.msft directory was expanded.
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Description automatically generated]
Domain controllers was clicked on, which shows the server’s new name, DC1-NWT as a domain controller. 
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Description automatically generated]
The users container was clicked on, whereby the users were sorted by their type.
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Description automatically generated]
The domain admins group was clicked on, bringing up this window.
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Description automatically generated]
The members tab was then clicked on to see that there’s only one administrator currently set up, there would preferably be more than one in case access is lost on the one account. The domain admins window was closed.
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Description automatically generated]
The new user window was opened, whereby the network administrator filled in the details to make himself a new account, then clicked next when he was done.
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Description automatically generated]
A password was then created with the check boxes checked as seen above and next was clicked.
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Description automatically generated]
The finish button was clicked on the summary page seen above.
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Description automatically generated]
Domain admins was then clicked on again, navigating to the member tab to click the add button.
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Description automatically generated]
The new account was searched for using NWT-RD, whereby the user account was found, ok was clicked.
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Description automatically generated]
Ok was clicked on this window, which made the new account into a domain administrator.

[bookmark: _Toc102747583]Object Attributes of Interest
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Description automatically generated]
On active directory users and computers, users was right-clicked to add a new user.
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Description automatically generated]
A new user’s details were filled in.
[image: Graphical user interface, application

Description automatically generated]
A password was assigned to the new user.
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Description automatically generated]
And the user was created.
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Description automatically generated]
Domain users was then navigated to so that the new account’s existence could be checked.
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Description automatically generated]
The properties window of the new user was opened, where the account tab was navigated to.
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Description automatically generated]
After choosing logon hours, the window which can be seen above appeared. The logon hours were changed so that the new user would not be able to logon between 11am and noon from Wednesday to Friday. 
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Description automatically generated]
The change was then made to ensure that the new user cannot ever change their password, this can be seen in the screenshot above. Ok was clicked to apply the changes.

[bookmark: _Toc102747584]Adjoining the Domain and testing user logins
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Description automatically generated]
A check was made to see if any computers were connected to the server using the active directory users and computers.
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Description automatically generated]
Right clicked on computers to make a new computer, it was named WS1-NWT
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Description automatically generated with medium confidence]
Client1 was started and logged into.
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Description automatically generated]
The name of client1’s virtual computer was changed to WS1-NWT, whereby a restart was needed.
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Description automatically generated with medium confidence]
Once restarted, the internet protocol version 4 properties of PrivateNet1 were changed to use server 1’s IP as the preferred DNS server. 
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Description automatically generated with medium confidence]
Then it was a case of going back to the system properties of the computer to make it a part of the nosstask.msft domain.
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Description automatically generated with medium confidence]
The server’s username and password were inputted.
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Description automatically generated with medium confidence]
A welcome to the domain message appeared.
[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
A restart was then needed.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Instead of logging into the local account, the user account created previously was logged into.
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Description automatically generated with medium confidence]
The screenshot above shows that the login to the user account worked and the user is logged in on client1.
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Description automatically generated]
Finally, the user’s details were entered to try to log into server1
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Description automatically generated]
As expected, the login is not allowed, so the user access level account is not allowed to login to the server. The network is working correctly.
[bookmark: _Toc102747585]Task 3 – Observations
[bookmark: _Toc102747586]Differences between Type 1 and Type 2 Hypervisors
Type 1 hypervisors – executes on the host’s hardware. (Examples of type 1: “Microsoft Hyper V”, “VMware ESX/ESXi”, “Oracle VM Server for x86”). Type 1s are quick due to their direct access to the computer’s hardware. However, a type 1 would likely require an additional computer to manage different virtual machines and the hardware of the host. If you only have access to one computer, type 1 isn’t for you. [1] [2] [3]
Type 2 hypervisors – executes on an operating system (Examples of type 2: “VMware”, “VirtualBox”). Type 2s are convenient due to everything occurring on the same machine. You can easily have a personal computer run a virtual machine to do whatever you want. Type 2s are typically slower though, as two or more operating systems would be running on the same machine. Without a good amount of RAM and processing power, a type 2 hypervisor can be a lot slower than a type 1. [4] [5]
[bookmark: _Toc102747587]Cloud Computing
Cloud computing is when a large system performs tasks for the computers that connect to it. This can be for storage and processing. In storage, instead of the individual computers storing information locally, they can instead save information on the cloud, which would be some kind of vast data storage facility. This is nice because the data would be accessible to the user at any time, as long as they have an internet connection. Security is also a concern, but it depends on which system is less secure. Is the individual’s device or the cloud computing service more likely to be breached? There could be hundreds of hackers trying to breach the cloud all of the time, but their systems are kept very secure due to their money and resources. They need their system to be secure, otherwise they could lose users. For security, it mainly depends on the user. If the device they use is located in an isolated location without internet connection, then they’re obviously less likely to be breached. If the device is shared between multiple people, with poor security (bad passwords, no VPN, firewall or antivirus), their data could be a lot more secure on the cloud. 
For processing, the cloud service would perform data processing for the users of the system so that their computers don’t have to. The cloud service would be managing a grand number of computers or processors with varying performances based on how they’re being used and how much data is being processed. A system like this can allow people with budget systems to perform tasks that would otherwise be impossible or take very long or not be done well. It’s not perfect though, if a person’s internet connection isn’t strong enough, the performance can be reduced drastically or even not work at all. Additionally, the cloud service’s processing power might be good, it doesn’t necessarily mean that it’s better than the processing capabilities of the user’s device, it depends on how good the user’s device is. 
For both storage and processing, cloud services can require a lot of money and resources to set up, the systems need to be as secure as possible and meet the user demand, which can take a lot to fulfil. Examples of cloud services could be Microsoft’s “OneDrive” or Nvidia’s “GeForce Now”. [6] [7]
[bookmark: _Toc102747588]ADDS - DNS
DNS – Domain Name System, it’s the system which is in place to associate and translate human recognisable domains with computer recognisable addresses. When a website is created, an address is assigned a domain name. Someone can use both the address and the domain name to find a website, but they’re more likely to use the domain name. A computer can only understand an address, so if the domain name is used, it has to be translated into the address. The DNS is a core part of the AD DS. 
[bookmark: _Toc102747589]ADDS – Windows Server Update Services
Another important tool of the ADDS is the windows server update services. This allows you to manage operating system updates for computers on the entire network from just the one administrative account on the server. Keeping operating systems of connected devices up to date can be essential in maintaining a strong network security. Unfortunately, updating all the computers on a network, although straight forward, can be very time consuming, especially on larger scale business networks where there could potentially be hundreds of computers to update. The windows server update service can deal with a massive amount of unnecessary workload, it may not be a core service of the ADDS, but it can prove to be exceptionally important to large networks, especially with windows updates being as frequent as they are.
[bookmark: _Toc102747590]ADDS – File and Storage Services
The file and storage services of ADDS allow you to set up “file servers” on your network, which allow the storage and sharing of files within the network, this can be critical if the business needs to share files, folders and storage over their network. The main purpose of most networks in business is to allow users to share electronic resources to other employees and to allow employees to gain access to files and data to carry out work. Departments can be made up of hundreds of employees, ensuring that they all have access to what they need to carry out their jobs is essential. The file and storage services make it all possible. [8]
[bookmark: _Toc102747591]Terminologies
Ping – sending a message without contents to see whether it arrives to the address and how successful it was, how fast it was sent. For windows, mac and Linux, the ping is executed in the same way and performs similarly.
Firewall – blocks programs and files from being downloaded unless the user gives permission. Detects malicious files and programs. Windows includes windows defender, Linux includes iptables and mac just has one called firewall. They are all in place to provide protection to the server, which if compromised could potentially have a negative effect on the devices connected to the network. 
Server manager – this is the program used on windows servers which gives in-depth detail regarding the current status of the server and its services, along with allowing the ability to install new roles and features to your server. Overall, server manager is a very important tool and was used extensively by the virtual network administrator. Linux has multiple different server management tools available, but “Cockpit” seems to be one of the more popular. Cockpit is a web application, compared to windows server manager which is a program which is part of a windows server operating system. Mac’s server admin is a program which is very similar to windows server manager, having the same features and functionality as one another. The difference is that Mac’s server admin is used “remotely”, whereby another machine would run the server admin program to manage the network’s server. [9] [10]
[bookmark: _Toc102747592]Reflection
Overall, the virtual network administrator did not enjoy the practical task of this document. He found it too tedious and extensive to take screenshots of each change that he made and each setting that was altered within the virtual machine’s creation and setting up. He understands that appropriate documentation has to be made to record exactly what has been done to systems, but he believes that the screenshots were unnecessary if they are not going to be used as a step-by-step guide. The administrator believes that writing about the steps taken and providing screenshots of the end results working as intended would have been enough evidence for anyone who wanted to know what had been done and for anyone who wanted to make sure that the system is working correctly. Although, he does agree that the screenshots provide evidence of every step being followed as instructed.
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