






  
                                    Table of Contents
INTRODUCTION	2
1 Routing	3
1.1	Routing in Swansea Network	3
1.2	Routing in London Network	3
2	Domain Server (Swansea)	4
2.1 Create a forest Name	5
Install AD DS: In Server Manager, go to Add Roles and Features, select Active Directory Domain Services, and finish the wizard.	5
2.2 Create all appropriate A records for all servers on Swansea and London Network	5
2.3 Create a reverse lookup zone creating PTR records for all servers	5
3	Encrypted Connection between Swansea and London	5
3.1 Configure Site-to-Site VPN to London Network	5
4	Users	6
4.1 Create user accounts	6
5	Domain Membership	6
5.1 Join L-CD, ClientS1, to the yourname. acca domain.	6
6	DHCP Server	7
6.1 Configure S-DC as DHCP options as per the infrastructure.	7
6.2 Configure L-CD as DHCP Relay Server.	7
6.3 All Clients should receive IP address automatically via DHCP Server.	7
7	Test and Troubleshoot	7
7.1 Test the Network for Connectivity	7
8	Disk Drive	8
8.1	Mount second drive to E/SwanseaFiles.	8
9	IIS Server	9
9.1	Create webs. yourname.acca website and enable windows internal authentication	9
10	Remote Desktop Services	10
10.1	Configure remote access for S-DC from any other machines in the network	10
CONCLUSION	10

                      
[bookmark: _Toc216478629] INTRODUCTION
In today’s digital landscape, enterprise networks serve as the foundation for organizational communication, resource sharing, and security. Configuring and managing a visualized enterprise network requires more than just deploying the technical infrastructure—it also demands clear representation through diagrams, dashboards, and monitoring systems. Visualization equips administrators with a comprehensive view of network topology, traffic patterns, and security status, enabling proactive oversight and faster troubleshooting.
This task emphasizes three key areas:
· Configuration: Setting up essential services such as IP addressing, routing, switching, authentication, and access control.
· Visualization: Leveraging tools to map the network, track performance indicators, and reveal interdependencies between devices and services.
· Management: Implementing policies, monitoring activity, and safeguarding the environment to ensure reliability, scalability, and resilience.
By completing this exercise, learners will develop practical expertise in designing, deploying, and sustaining enterprise networks while applying visualization techniques to enhance clarity and operational efficiency. The end result is a network that is not only robust and secure but also transparent and easily manageable for administrators and stakeholders.


[bookmark: _Toc216478630]1 Routing
1.1 [bookmark: _Toc216478631]Routing in Swansea Network
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AI-generated content may be incorrect.]Routing: The process of choosing efficient paths for data packets across a network.
How it works: Routers read destination IPs and forward packets along the optimal route.
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1.2 [bookmark: _Toc216478632]Routing in London Network
IP Forwarding: Enables a computer or router to pass packets between interfaces, making it a gateway between networks.
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2 [bookmark: _Toc216478633]Domain Server (Swansea)

· Domain: A website’s human-friendly address (e.g., google.com) instead of its numeric IP.
· Server: A computer or program that delivers services or website files to other computers.
· Domain Server (DNS): The internet’s “phonebook,” translating domain names into IP addresses so users don’t need to remember long numbers.

[bookmark: _Toc216478634]2.1 Create a forest Name
[bookmark: _Toc216478635]Install AD DS: In Server Manager, go to Add Roles and Features, select Active Directory Domain Services, and finish the wizard.
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[bookmark: _Toc216478636]2.2 Create all appropriate A records for all servers on Swansea and London Network
An A record is a DNS entry that maps a domain name to its IPv4 address, serving as the internet’s “address card” to direct browsers and apps to the correct server.
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[bookmark: _Toc216478637]2.3 Create a reverse lookup zone creating PTR records for all servers
A reverse lookup zone enables DNS to translate IP addresses into hostnames, using PTR records to perform the mapping.
· Forward DNS links hostnames to IP addresses with A records.
· Reverse DNS links IP addresses back to hostnames with PTR records.
· PTR records live inside a reverse lookup zone, a special DNS zone for reverse mapping.
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3 [bookmark: _Toc216478638]Encrypted Connection between Swansea and London
[bookmark: _Toc216478639]3.1 Configure Site-to-Site VPN to London Network
[image: A screenshot of a computer

AI-generated content may be incorrect.]Configuring a Site-to-Site VPN to the London network means building a secure tunnel that links your local office with the London office, ensuring encrypted communication and resource sharing as if they were part of one LAN.
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4 [bookmark: _Toc216478640]Users
[bookmark: _Toc216478641]4.1 Create user accounts 
In computing, a user account represents a digital identity that enables a person, device, or application to log into a system, network, or online service. It usually includes a username and password (or alternative authentication) and determines both the resources the user can reach and the tasks they are authorized to perform.
[image: A computer screen shot of a computer
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5 [bookmark: _Toc216478642]Domain Membership
Domain Membership means a computer joins a centralized network managed by a domain controller (typically Windows Server with Active Directory), allowing users to log in with centrally managed domain accounts instead of just local ones
5.1 [bookmark: _Toc216478643]Join L-CD, ClientS1, to the yourname. acca domain. 
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6 [bookmark: _Toc216478644]DHCP Server
[bookmark: _Toc216478645]6.1 Configure S-DC as DHCP options as per the infrastructure.   
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AI-generated content may be incorrect.]Setting up the Secondary Domain Controller (S-DC) to handle DHCP means you’re letting it automatically give computers the basic information they need to connect to the network like which internet gateway to use, which server helps them find websites, and the name of the network they belong to. This way, people don’t have to enter those details manually; the system takes care of it for them.
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6.2 Configure L-CD as DHCP Relay Server.
[image: A computer screen shot of a computer
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AI-generated content may be incorrect.]Setting up the L‑CD as a DHCP Relay Server means you’re making it act like a helper that carries messages between computers and the main DHCP server. When a computer asks for an IP address, the relay server passes that request along to the central server and then delivers the answer back. This way, even if the computers are on different parts of the network, they still get the right settings automatically.
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[bookmark: _Toc216478648]6.3 All Clients should receive IP address automatically via DHCP Server.   
[bookmark: _Toc216476945][bookmark: _Toc216478649]This setup guarantees that every device on the network automatically receives its IP address and configuration details from the DHCP server, allowing users to connect without needing manual setup. A simple diagram (client → DHCP server → IP assigned) can make this process even clearer.
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7 [bookmark: _Toc216478650]Test and Troubleshoot
[bookmark: _Toc216478651]7.1 Test the Network for Connectivity

Test
· Definition: Perform checks to ensure proper operation.
· Goal: Validate functionality against expected standards.
· Approach: Use repeatable steps (e.g., ping, diagnostics).

Troubleshoot
· Definition: Investigate and fix problems when systems fail
· Goal: Find the root cause and restore operation
· [image: A screenshot of a computer
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AI-generated content may be incorrect.]Approach: Apply focused checks and corrective steps (e.g., adjust settings, swap hardware)Unsuccessful connection between Linux and Windows

Successful connection between Windows Server and Windows Client




8 [bookmark: _Toc216478652]Disk Drive
8.1 [bookmark: _Toc216478653]Mount second drive to E/SwanseaFiles.
[bookmark: _Toc216476950][bookmark: _Toc216478654]Mounting a second drive makes extra storage available to the operating system by assigning it a location (such as a drive letter or folder path), allowing you to store and access files, applications, or backups.
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9 [bookmark: _Toc216478655]IIS Server
9.1 [bookmark: _Toc216478656]Create webs. yourname.acca website and enable windows internal authentication
[image: A computer screen shot of a computer
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AI-generated content may be incorrect.] Install IIS components: Make sure IIS is installed along with the Windows Authentication role service. You can enable this through Turn Windows features on or off → Internet Information Services → Web Management Tools → World Wide Web Services → Security → Windows Authentication.
Configure hostname: Choose the site name yourname.acca and set up a corresponding host header (DNS entry) that resolves to your server.

10 [bookmark: _Toc216478658] Remote Desktop Services
10.1 [bookmark: _Toc216478659]Configure remote access for S-DC from any other machines in the network
[bookmark: _Toc216476956][bookmark: _Toc216478660][image: A computer screen shot of a computer

AI-generated content may be incorrect.]Remote access for a Secondary Domain Controller (S‑DC) allows administrators or authorized users to securely connect and manage the server from other machines within the network, without needing to work directly on the S‑DC itself.


[bookmark: _Toc216478661]CONCLUSION

Effectively configuring and managing a visualised enterprise network highlights the balance between technical implementation and strategic oversight. Establishing essential services—such as addressing, routing, switching, and authentication—provides a strong operational foundation. With visualization tools, this infrastructure is transformed into a clear, real‑time view of connectivity, performance, and security, enabling administrators to detect issues swiftly and make informed decisions.
Ongoing management practices, including policy enforcement, monitoring, and security measures, ensure the network remains reliable, scalable, and resilient in the face of changing demands. Together, these components create an enterprise network that is both technically sound and easily manageable, supporting daily operations while aligning with long‑term organizational objectives.
Ultimately, this task equips learners with hands‑on expertise in designing, visualising, and maintaining enterprise networks, underscoring the value of combining technical proficiency with visualization and proactive management to achieve efficiency, transparency, and resilience in modern IT environments.
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